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XapbKkosckuti HAYUOHATLHBIN IKOHOMUYECKUU YHUepcumem, XapvoKos

COBPEMEHHbIE CPEACTBA KPUNTOINPA®UYECKOMN 3ALLUUTDI
KOHOUAEHUMNOHAJbHbLIX OAHHBIX HA OCHOBE NOPTATUBHbLIX CPEACTB

Annomayus: Paccmampusaiomess 0cHoSHble mpebosanus, vldguzaemvle K ANNAPAMHO-NPOSPAMMHBIM
cpedcmeam 3aujumuvl KOHQUOEHYUATbHBIX OAHHBIX, NPOBOOUMCSA CPABHUMENbHBIL AHANU3 OCHOBHBIX (YHKYUL
NOPMAMUBHBIX ANNAPAHBIX cpeOCcms 3auumbsl undopmayuu kamezopuu USB ¢new-nakonumenu.

Knroueswvie ciaoea. aaHHble,

USB ¢newr-naxonumenu.

KOH@UOeHyuaibHole

NMocTtaHoOBKa npob6nembl

Wnpopmaumst Bcerga uMeda CTOMMOCTb, a
CEerofHs, KOrja OHa KOHCOJWAMPOBAHO XPAHUTCS |
aBTOMaTHYeCKH  oOpabaTeIBaeTcs, €€ CTOUMOCTh
CTpEeMHUTEJIBHO BoO3pacTtaeT. B  Hacrosiiee Bpems
NPaKTHYECKH  KaXIbIH  4YenoBek,  paboras  C
I/IH(I)OpMaI_II/IOHHbIMI/I TCXHOJIOTHAMU, nuMeer
MOTPEOHOCTH B 3alInTe KOH(UACHIIMAIBEHON
nHdopmanmu. ITO MOryT OBITh Kak (UHAHCOBBIC
OTYETBHl, TaK U KOHCTPYKTOPCKHE IOKYMEHTHI, ILIAHEI
pa3BUTHA TpeIIPHATHS WITH CBEICHUSA 0
KOPIIOPATHBHBIX ~KJIMEHTAX, JIOTHMHBI M Mapoid K
pas3IMYHBIM KOPIOPATHBHBIM WM On-line cepBucam, He
TOBOpSL yXKe O KIYax »JIEKTPOHHOH UU(pOBOI
NOAIKMCH, B TOM YHUCJE, K CHCTEMaM «KJIHCHT-OaHK».
Taxas nndopmanus ys3BUMa K yrpo3aM pasrialeHus 1
HYXJaeTcst B HaJIe)KHON 3alInTe or
HECAHKIIMOHUPOBAHHOT'O JTOCTYyIIA.

npocpamMmHo-annapammible cpe()cmea 3awumaol,

Lenvio cmambu SIBISICTCST aHAU3 BO3MOXHOCTEH
MPOTPaMMHO-AMMAPATHBIX ~ MOPTATUBHBIX  CPENCTB
obecrieueHns KOH(UACHIMAILHOCTH WHoOpManuu u
OIpeJieJIeHUEe OCHOBHBIX TPeOOBaHMMH, BBIIBUTAEMBIX K
(YHKIMSAM ~ CpPEICTB  3alIMThl  KOH(QHICHIHMAIBHBIX
JAHHBIX Ha TIpUMepe MOPTATHBHBIX amlapaTHBIX
CpencTB 3amuThl uHGopmaiuu kateropun USB duemn-
HaKOIHTEIH.

Knaccudukauums 3N1IeMeHTOB
KOMMNJIEKCHOM CUCTEeMbl 3alunThbl
KOHCbI/IneHU,VIaﬂbeIX AaHHbIX. Hans
obecrieyeHus 3aIUTHI KOH(UICHIINATBLHBIX
(mepcoHaNBHBIX) TaHHBIX, BBIIEIAIOTCA TPH OCHOBHBIX
THDa  Mep 1o  obecredeHHi0  0e30mMacHOCTH:
OpPraHu3alMOHHBIC, TCXHUYCCKHUE W IIPABOBLIC. Nx

kiaccu(UKaIus MpeacTaBicHa Ha puc. 1.

Mepsl 1o 3anuTe KOH(DHUIESHITNATEHBIX JAHHBIX

OpraHu3anuoHHbIE Texauueckue I[IpaBoBbie
\
[ \
O6uue Buytpennue IIporpamusie 3aKOHBI AKTHI ¥ TIPS/IIHCAHHS
AnmnapaTHO-porpaMMHbIe AnmnapatHble

Puc. 1. OcHOBHBIC THUIIBI MEp MO 3alUTE MEPCOHAIBHBIX JaHHBIX

BaxHoll cocTaBisrolIell  KOMIUIEKCHOW — 3allUThI
MIEPCOHANBHBIX JTAHHBIX SBJISIOTCS TEXHUYCCKUE CPEIICTBA.
Y CII0BHO, X MOYKHO pa3/iefIuTh Ha TPU OCHOBHBIX BH/A (T10
crioco0y peanu3alyi): anmnapatHble, MPOrpaMMHBIE U
nporpaMMHo-anmapariele.  IIpp  3TOM, HCKITIOUHTENBHO
armapaTrHble CPeJICTBA 3aIUTHI CETOJHS BCTPEYatOTCs OUeHb
perxo, T.K. 111 THOKOI MHTETpaliy alliapaTHOTO CPEACTBA
3aIuThl (0COOEHHO MHOTOIIENEBOr0) B coBpeMeHHyo WT-
CHCTeMy BCE pPaBHO HEOOXOIMMO CIICIHATM3UPOBAHHOE
MporpaMMHOE OOeCTICUeHHE.

K arnmapaTHbIM CPEACTBAM OTHOCAT KOMIIJICKCHI
JJIEKTPOHHBIX  YCTPOWCTB, KOTOpBIE 00ECHEeYHBAIOT
3aIINTY KOH(UICHIMANBHBIX JAQHHBIX Ha allapaTHOM
YpPOBHE, T.. pealM3alysi 3allUThl  OCYIIECTBILIETCS
pecypcamu camoro nepudepHuitHoro ycrpoicTa, a He
paboueld craHmMM M €€ TPOrpaMMHOIO OOecIeueHHs,
BKmodas oreparionHyto cuctemy (OC). IIporpammubie
CPE/CTBA 3aIUTBl — 3TO COBOKYITHOCTH MPOrPaMMHBIX
KOMIIOHEHTOB, KaK HPaBUJIO, PEATH3YIOIIHNX
Kpunrorpapuieckre  anropuTMbl M 00ECTICUHBAIOIHX
pasrpaHHYeHHe JIOCTyIa M IPENOTBpAIlCHHE  YIpo3
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HCCAaHKITMOHUPOBAHHOIO HCITOJIB30BAHUA WU MOHHd)HKaHHH

HH(OPMAITUH.

Ha mpakTuke, NpOrpaMMHBIE CpeICcTBa  He
3aMEHUMBI OpyH  TOCTPOCHMM  3aluTHl  0a3
MEPCOHANBHBIX ~ JTaHHBIX W CHCTEM  00paboTKH

HHPOPMALINU PA3TAIHOTO HA3HAYCHUS, U CIOKHOCTH.
Bmecte ¢ TeM, mporpaMMHBIE CpenCcTBa, IO CBOEH
IIpUpOJEe, NoABEepxKEHBI yrpo3aM B3noma u HCJI.
AmnmnapaTHO-TIpOrpaMMHBIE CPEACTBA KaK MPaBUIIO
o0ecIieunBaOT KOMIUICKCHYIO 3allUTy JAAHHBIX, 4YTO
CYyIIECTBEHHO CHIDKAeT BO3MOKHOCTb
HECAHKIIMOHMPOBAHHOIO JOCTyNa J0 3allUIIEeHHON

005acTH NaHHBIX, OJTHAKO, MX pa3paboTKa U peamn3aius
TpeOyeT JOMOTHHUTEIbHBIX SKOHOMHYECKUX 3aTPaT, YTO

CYIIECTBEHHO  YBEIMYMBACT HMX  CTOUMOCTH  IIO
CPaBHEHHIO C MPOrPAMMHBIMH CPEICTBAMH.
[Tpumepamu peanu3anun armaparHo-

HPOTPaMMHBIX CPEICTB, KPUITOrpadUuecKol 3amnThl
KOH(UACHIIMAIBHON MH(POPMAaIMK SBISIOTCS Armorino
(Yxpamna) u InfoWatch CryptoStorage (Poccus).
CpaBHHTEeNbHAS ~ XapaKTepHCTHKa  Armorino  #
InfowWatch Crypto-Storage npencrasnena B Tabi. 1.

Tabmuma 1
CpasuurenbHast Xxapakrepuctuka Armorino u InfoWatch Crypto-Storage
. Infowatch
XapaKTepUCTHKH Armorino
PaKtep CryptoStorage
Heckomnbko pa3zienos, ¢ pa3Iu4HbIM TUIIOM JOCTYIIA. -
AnnapaTHoe mU(ppOBaHNe JaHHBIX CTONKUMHU aJrOPUTMaMH.
YcroiunBocTh K omMOKaM B Tporiecce MHu(ppoOBaHUs + +
IMonnepkka HECKOJIBKMX YYETHBIX 3allMCed IOJb30BaTelNeH W +
BO3MOXKHOCTH yIPABJICHUsI HUIMA
Hanmnuue pasnuunbeix poseit moctyna takux kak “Tlonb3oBarens”, +
“AnmuHucTpaTop”’
[onnepxka paboTsl co Bcemu THaMu u BepcusimMu OC + +
Y 100CTBO ¥ POCTOTA B UCTIOJB30BAHUH + +
be3Bo3BpaTHOE ynaneHue - +
VY nanéHHOE BOCCTAHOBIICHHUE TAHHBIX - +
Pemennss  mpencraBnenst B Bupe  (iem- Juns  3amuTel  MHGOPMAIMM  NIPUMEHSETCS

HAaKOMUTENel ¢ MHTErPUPOBAHHBIM  IMPOrPAMMHBIM
ofecrieyeHHEeM M TIpeAHA3HAYEHBI IS 3alIUIIEHHOTO
XpaHeHuss U 00paboTKU KOH(PUACHIUATHHBIX JaHHBIX.
JlanHBIe yCTpoWcTBa — HambOoyiee YHHBEPCAJIbHBI B
oOecrieyeHHH 3aIIUThl MEPCOHAIBHBIX JAHHBIX, B
CiIydasX, MCIOJIb30BaHMus U pacupocrpaneHus BIIJl Ha
Pa3HBIX KOMIIBIOTEPAX.

Pa3paboranHas  cucrema  IpYIIOH  KOMITAHHMA
InfoWatch TpeTHA3HAYeHA U 3AIUTHI
KOH(UICHIMATbHOH — MH(OpMAIlMM  TONB30BaTeNsl  OT

HECAaHKIIMOHUPOBAHHOTO  JIOCTYNA W TIPEIOTBPAILCHUS
YTEUKH JaHHBIX MIPH COXPAHEHHH OTIEPALIOHHON CHCTEMOM
ciryxe0How [3].

Cucrema mpeocTaBisieT BO3MOKHOCTE: CO3/1aBaTh
OTIIeJbHBIE 3alIHIIEHHbIC TAnku B (alIoBON cHcTeMe
NTFS ISt pa3menieHus KOH(MUIEHITHATEHON
nHQOPMALINH; CO37aBaTh BUPTYaJbHBIC 3al[UIICHHEIC
JUICKH (3alIUIICHHbIE KOHTEHHEPHI) IS pa3MeIleHus
KOHpHIECHIMATbHON WH(OpMAIK;, 3alIUTHTh BCIO
nHpopManMI0 Ha JIOTMYECKHX pasjienax >KEeCTKOTO
JICKa, BKJIIOYAsl CHCTEMHBIE M 3arpy3ou4Hble, Ha Flash-
HakonuTensx, USB ycTpolicTBax XpaHEHHsS U IPOYHUX
ycrporicTBax kiacca MassStorage.

3amuTa  CHCTEMHOTO  JMCKa  oOecreyuBaeT
KOH(QHICHIIMATBHOCTE:  COAEPKUMOI0  ONEepaTHBHOI
MaMsATH, COXPAaHSEMOr0 Ha MIWCKEe IpPH IIepexoie B
crsimuii  (hibernate) pexum; nmaHHBIX (¢aiyila mammna
mamsaTa (crash dump), coxpaHsemMoro Ha JOHCKE B
SKCTPEHHBIX CHUTYalUsX; WHPOpPMAINU U3 BPEMEHHBIX
(datinoB m (aiaoB mogkayku;, WHGOPMAIMU Ha JIUCKE
NIPY HETIOJIHOM YHHYTOKEHHH (pailyIoB MOIb30BaTEIs.

MEXaHU3M TIIPO3PAavYHOrO0 MH(POBAHUS HA OCHOBE
610uHO-cuMMeTpuuHOTro anroputma AES [3].

Cuctemoii  obecrieuuBaeTcs:  pa3rpaHHueHUE
JIOCTyNa K 3allMIIeHHOH HH(pOpPMAIlMM Ha OCHOBE
napojied  MoJib30Baresied;  MHOIOIOJIb30BATEIbCKUI
JOCTYI K 3allyIIaeMoil WHQopMaluu; BO3MOXHOCTb
pasMEIICHNUA OJHHUX 3allUuIICHHBIX O6'I)eKTOB BHYTpHU
IPYTHX C TPOW3BOJIBHON TIyOMHOH BIOXCHHOCTH;
MPEJOTBPAIICHHE CIYYalHOTO WM  YMBIILICHHOTO
VHUUYTOKCHHS 3aIUIICHHBIX OOBEKTOB MOCPEICTBOM
OTpaHWYEHUS JOCTyma K 3TUM OO0BeKTaMm; paboTa c
3alAIICHHBIMA KOHTeHHEepaMu u MaTIKaMH,
PAaCIIOJIOKCHHBIMH KaK Ha KOMITBIOTEPE MOJIb30BATEIIS,
TaKk W Ha pecypcax JIOKAIBHOW CEeTH; BO3MOXKHOCTH
MepeHoca  3allUIIEHHBIX  OOBEKTOB  BMECTe C
(u3uueckuM  HOCUTENleM, Ha KOTOPOM  OOBEKTHI
pacrioyioXKeHbl, Ha JAPYrol KOMIIBIOTEp, Ha KOTOPOM
Takxke ycraHosieHa Cucrema. [Ipu 3TOM BO3MOXXHOCTH
paboTsl c o0BeKTaMuU HE yTpaduBaeTcs;
rapaHTHpoOBaHHOe ynanenue (aitios u namnok [3].

[TpoBeneHHbIl  aHamM3  OCHOBHBIX  (PYHKUIMH
MO3BOJISIET BBICIUTh HEAOCTATKH CHCTEMBI:

®  OTCYTCTBHE CUYETYMKA IOIBITOK aBTOPH3AIHU
HOJIb30BATENS MO3BOJISET 3IOYMBIIUICHHUKY
OCYILIECTBIISITh “HeorpaHnmYeHHOE” KOJIMYECTBO
MOMBITOK TIOAOOpa KITIOYEBBIX ITOCIIEIOBATEIHHOCTEH.
KiroueBeie I10CJIEI0BATEIbHOCTH (dopmupyroTcs
[OJIB30BATEIEM W HX ‘HAJEXHOCTH  3aBUCHT OT
KOMIIETEHTHOCTH IIOJIb30BAaTENsl B OOJACTH 3allUThHI
JTAaHHBIX;



®  OTCYTCTBHE BO3MOXXHOCTH, B CIy4yae YTpaThI
BCEX TMapojieil JocTyma K 3allUIIeHHOMY OOBEKTY,
BOCCTAHOBUTH COJICPKUMOC OOBEKTA, MOKET MPHUBECTU
K noTepe KOHQUICHIINAILHOW HHPOPMAIUH;

®  HCBO3MOXKHOCTh aIMAHUCTPHPOBAHHS
3aIIUIICHHBIX O0NIacTed He oOecrednBaeT 3aluTy OT
WHCAHNICPCKUX aTaK Ha 3allMIICHHBIC OOJACTH JPYyruX
TOJIB30BAaTEICH;

®  OTCYTCTBYET BO3MOXKHOCTb HaJIS)KHON
ayTeHTH(UKAIUHU Toyb30BaTener WindOws Ha OoCHOBE
TeHEepaIMy CIy4aifHOro mapoJis;

®  OTCYTCTBHE BO3MOXHOCTH  HCIIOJIb30BaHMS
MOPTaTUBHOTO TPOTPAMMHOr0 oOecredeHus: Tpedyer
JIOTIOJTHUTENBHBIX 3aTpaT Ha 3alIUTY OT BUPYCHBIX aTak
3alIMIIEHHBIX 00JacTel CHCTEMBI;

®  OTCYTCTBHE BO3MOXKHOCTH aBTOMAaTHYECKOTO
obnosenus I10.

PazpaboTannsIit KOMIaHuei Microcrypt
Technologies 3amumenssiii USB  ¢uem-HakomuTens
“ApMopuHO” TIO3BOJISIECT 3 PEKTHBHO
MPOTHUBOAEHCTBOBATh yrposam Oe3omacHoCTH,
BO3HMKAIOIIUM B  KOPIIOPAaTUBHOM  CEKTOpe, U
obecrnieurBaeT Oe30macHoe XpaHeHue, 00paboTKy U oOMeH
KOH(QUIOEHIMATbHOH — MH(OpMAIMK  MEXIy  pa3HbIMU
pabounmu cTaHipsMA Ha iathopme Windows. [lis
obecrieueHus KOH(UIEHIMATEHOCTH nHpOpMaILHH,
YCTPOWCTBO TPUMEHSIET  BBHICOKOHAACKHBIA  ONOYHBIN
cimMerpruHblid  mmdp AES-256 u  ayreHTHdUKAIIO
ABTOPHM30BAHHBIX TOJIH30BATENCH C IIOMOIIBIO ITapolei,
KOJIMYECTBO ~ HEYHAUHBIX  MOMBITOK  AyTeHTHU()UKAIIN
orpanmaeHHo. “TIpo3padnoe” mmdpoBaHHe U TPOBEpKA
Maposiell peayl30BaHbl HETIOCPEJICTBCHHO B aMIapaTHOM
obecrieueHny, MO3BOJISSL JIOCTHTHYTh BBICOKOTO  YPOBHS
sammtel  0e3  motepu  OwictpogmeiictBust  [1-3].
JIOTIONTHUTENBHO, STOT HAKOIMTENb MOXKET IPUMEHSTHCS
Juiss 0e30MacHOr0 XpaHEHHS] HEKOTOPOTo KPUTHYECKOTO
MPOTPAMMHOTO  OOCCIICUCHHUSI, KOTOPOE MOXKET OBITh
3allyIEHO HEMOCPEACTBEHHO C HAKOIMTENsl Ha JIroOOoi
paboueit CTaHINHN Windows («atopTabensHOeY
MPOrpaMMHOE 00ECTICUEHHE), YTO MO3BOJIET B HEKOTOPHIX
CIy4yasix IIOBBICHTH CTEEHb 3alllUThl OT BPEJOHOCHOTO
MPOTPaAMMHOTO 00ECTICYEHHS.

USB ¢uem-HakomuTens “ApMOpPHHO” BBOIUT
THOKYI0 CHUCTEMY YNpaBICHUS IOJHOMOYMSAMH |
MOJ/IEPKUBAET HECKOJIBKO pOJIEM TOJIb30BaTeNel C
pa3HbIMH TpaBaMu Joctyna. Jlius aBTopH3alUH B
paMKax Jr000# POJH, WMEIOIIeH HPUBUIECTHPOBAHHBIN

JIOCTYTI (“OrpannueHHBII TIOJI30BATENb
“IIpuBUIETrHPOBAHHBIN MTOJIb30BATENb WA
“AnMuHHECTpaTOp”), HE00X0IUMO BBECTH

COOTBETCTBYIOIIMI mapoib. Peanu3oBaHHas cucrema
MO3BOJISIET CO3/1aTh €IUHYI0O KOPIIOPATHBHYIO IOJUTHKY
0€301acHOCTH, U OJHOBPEMEHHO PEHINTh BO3MOKHBIE
yrpo3sbl, CBsI3aHHBIE C yTpaTol (3abbIBaHMEM) mHaposei
MOJNB30BATENIIMM M,  KaK  CIIEACTBHE,  MOTepei
KpUTHYeCKOoil mH(popMariu. YCTpOHCTBO “ApMOpHHO”
MOXET MPUMEHSATHCS Ul HAJSKHON ayTeHTU(HUKALUH
nonp3oBateneit Windows. st 3TOro Ha XOCT-CHCTEMY
yCTaHaBJIHNBACTCA mpoBaiinep ayTeHTH(OUKAITUI
(Windows Logon), mo3BOJNSIOMHNI BBHIITOTHATH BXOX B
CHUCTEMY, TOAKIIOYHB YCTPOMCTBO W  BBITIOJIHHB
ayreHTu(uKkanuio Ha mnaposie ‘“Tlomp3oBaTtens” wiu

“AnmuHuCcTpaTopa”  ycTpoicTBa. Takum oOpasom,
MOJTB30BATENI0 JOCTATOYHO 3allOMHHUTH JIMIIL Hapoib
JoCTyna K yCTpOHWCTBY U UMETh CaMO yCTPOMCTBO.

“Armorino” moagepKUBACT 0 YETHIPEX pa3eioB
Ha ogHOM USB-ycTpoiicTe:

CD-ROM — pa3pmen mpermHa3HaueH I XpaHCHUS U
3alycka — MPOrpaMMHOTO  OOecredyeHusl  yIpaBleHHs
ycrpoiictBoM. J{ist cumThiBaHMsT MHGOpPMALMK M 3aITycKa
MPOTPAMMHBIX MPHIIOKEHUH ayTeHTH(HKALHS HE HyXKHa.

Obwuu  (Public) — pa3men mpeqHa3sHAa4YeH Jis
BPEMEHHOIO XpaHEHUS U IIepeHoca “‘OTKpHITOI”
nHdopmanum, He TpeOyroIeH Hale)KHOW 3alUTHl OT
pasriiareHus.

Jluynonii  (Private) — pa3pgen npenHa3HadeH s
XpaHEHHA u nepeHoca KOH(pHAECHIMANBEHOH
nHpopmanuu. 5 gocTyna K 3ToMy pa3neny TpedyeTcs
ayreHTH(uKanusa. Bce naHHBIE, 3arpyXeHHbBIE Ha 3TOT
paszen, XpaHsATcs BO (uem-maMsaTH yCTpOWCTBa B
3amr(pOBaHHOM BHJIE.

Crpoimulil (Hidden) - pasnen MOJKET
HCIOJIB30BAaThCA JId XpaHCHUA KOH(I)I/I}IeHHHaHbHOﬁ
uHpopManuy, TpeOyromeid O0COOCHHO TIHIATEIBHOM

3aIIUTHI, B TOM YHCJI€ B YCIOBHUAX YTPO3bl IPUCYTCTBUS
Ha paboueii cranuu BpegonocHoro [10. /s goctyna k
9TOMy pa3meny TpeOyercs ayreHTHuKamus. Bcee
JIaHHBIE, 3arpY’KCHHBIE HAa 3TOT pa3fel, XpPaHATCS BO
(hem-mamMsATH yCTPOHCTBA B 3alIH(pPpPOBAHHOM BHJIC.

YerpoiicTBo MOKET OBITH HCITOJIE30BAaHO
YeThIpbMa KJIACCAMU IOJIb30BATEIEH B COOTBETCTBUHU C
YPOBHEM IIPUBMIIETUM:

I'ocmb  — mosp30BaTens  0€3  MPUBHICTHH
(aHOHMMHBIM ~ TIOJB30BATENb), MOXET  CUUTHIBAThH
nHQOpPMALMI0O W 3amMycKaTh  Ha  BBINOJHEHHUE

nporpamMHoe obecriedernrne ¢ CD ROM pasnena, a Tak
K€ CUMTHIBaTh/3amuchiBaTh MH(opMmanuio Ha OOwmwmit
pasnen. AyreHTu(UKaIys He TpedyeTcs;

Oepanuuennovii Tlonwzosameny — onepaTtop MOITydaeT
9TOT  YpOBEHb  IOJHOMOYMH  TOCI€  YCIICHIHOM
ayTeHTH(HKAINH Ha napose “OrpaHU4eHHOTrO
[omnezoBatens”. Orpanndenssiid [lonbzoBaTens uMeeT Bce
npaBa ["ocTs, a TaroKe TOCTYyN K 3alMIIEHHOW HH(OpMaLn
Ha JlnaHom paznene. Pasperenue 3amvicu nH(bOpMAIMy Ha
Jlmauenii w OOnmit pasfensl 3aBUCHT OT  TEKYIIEro
COCTOSIHMS (hJIAroB «3allUIeH OT 3allUCH» 3THX Pa3aesioB U

TMIOJTHOMOYHIA, TIPEeIOCTABICHHBIX OrpaHH4eHHOMY
Iloms30BaTenio;
Ynonnomouennviii  Tlomp3oBatens —  omeparop

HOJTy4aeT 3TOT YPOBEHb IOJHOMOUMI MOCHE YCIEIIHON
ayreHTU(QUKaIMM  Ha  maporne  ““YIIOJHOMOYEHHOTO
Iomb3oBatens”. YnomHomoueHHslld [lonb3oBarens umeer
Bce npasa OrpanudenHoro [lone3oBarens, a Takxe JOCTYII
K 3alMIIEHHOH MH(pOpManiy Ha 3aIlMIIeHHOM pasJele.
Paspemrenne 3amicn mHGopMarmy Ha JIngHe n OOmmiz
pa3mensl  3aBHCHT OT TEKYIIETO COCTOSHUS  (hlaroB
“3amuMIneH OT 3amuck’’ 3THX Pa3ZeioB M TOJHOMOYHIA,
[PEIOCTABJICHHBIX Y IOJTHOMO4YEHHOMY losb30Barento;
AIMMHHCTpATOp — OTIepaTop MOIy9aeT 3TOT YPOBEHBb
TIOJTHOMOYHH T10CJIe YCTIENTHOW ayTeHTU(UKAIINK Ha rapoJie
AMUHHCTpaTOpA. YposeHs TIOJIHOMOYHIA
AnMuHHCTpaTOpa JaeT BCE MpaBa YIOJIHOMOYEHHOTO
[Monmb3oBatenss W go0aBmsleT K HUM  TIPaBO



KOH(UTYpUPOBaHUS 0e30IacHOCTH
Hakormress [4].

Jns cOpoca TeKymIero YpoBHsI TOJHOMOYMH, C
KOTOPHIM BBITIOJIHEHA aBTOPH3ALMs, HEOOXOAMMO CieaTh
Bexon 1 cootBercTByRomero mpoduis.  YcrpoiicTBo
“ApMOpPHHO” TIOIEP>KUBAECT BO3MOKHOCTD KOPIIOPATHBHOM
HACTPOMKHM M JAIBHEUINIEro MEeHe/HKMEHTa YCTpoicTBa Ha
Kopnoparusnoii KOHCOJIU aIMUHUCTPUPOBAHUSL.
KopnopatuBHass ~ KOHCOIb ~ TIO3BOJISIET  BBITOJNHATH
creyronye GpyHKIHUY aJMHHUCTPUPOBAHUS YCTPOHCTBA!

— HaYaJIbHYI0 MHUIWMAIM3AINIO YCTPOHCTBA, BKIIOYAS

BCEX I1apameTpoB

YCTAaHOBKY Tapoyii ‘““AIMHHUCTpATOpa”, TOJHUTHUKH
Oe3omacHoOCTH mapoureit u BO3MOYKHOCTb
JUICTAaHIIMOHHOTO BOCCTAHOBIICHHSI YCTPOHCTBA;

— W3MCHEHHEC KOH(DWIypanuu ycTpoiicTBa (THII
JMUCTAHIIMOHHOTO  BOCCTAHOBJICHHMS ¥  IOJHTHKA
naposei);

— BOCCTaHOBJIEHHME  YCTpoHcTBa  0e3  moTepu
3aIUIICHHBIX ~ JAaHHBIX (PU  HEMOCPEACTBEHHOM
MTOJIKJTFOUCHUN ),

— BBIUKCIEHWE  “OJHOpPa30BOTO  mapoys’  JJIs

JIUCTaHIMOHHOTO BOCCTAHOBJICHHS YCTpoicTBa 0e3
MOTEPH 3AIIUINCHHBIX JaHHBIX;
“cOpaceiBanme” kioua 3amutel CD-ROM paszpgena;
— CepBUCHBIC (QYHKIIHH.

JononuurensHo, YCTPOMCTBO MO3BOJISIET
co3/laBaTh Ha €ro ‘‘CKpeITOM” paszfene “CKpBIThIE
3alMIIeHHbIe XpaHwnma”. Kaxnoe Takoe XpaHuIuime
accouuupyercs C HEKOTOPBIM CEepTU(HINPOBAHHBIM
NPWIOKEHNEM, KOTOPOE CO3JIaCT W HCIIOJIBb3YeT TaKoe
XpaHWINIIE JUISI XpaHEHHWsS COOCTBEHHBIX CEKPETHBIX

JNaHHBIX (B OOJILIIMHCTBE  CIIyyaeB, KIIOYEBOM
nHGOPMALUH).
Co3nmaBaTh i HCIOJIB30BaTh “CKpBITBIE

3alUIICHHbIE XPAaHIINIIA MOXET JIMIIb MPUIOKECHHE
cepTH(UINPOBAHHOE KOMITAHHEH-pa3paOd0TINKOM.

Joctym K [aHHBIM  CKpPBITOTO  XPaHWIMINIA
BO3MOJKEH JIIIb rocie ayTeHTH(UKaMN
“AnmuHuctpaTopa’”’ W “YTOITHOMOYEHHOTO
none3oBatessi”. IlpaBa moctyma “Ilomb3oBatens” k
XPaHWIHMILY TPUIOKEHUS MOTYT ObITh OrpaHHYeHbl U
OIIPENICTIAIOTCST  BOBpeMsI ero co3maHus. Haxomurenmm
ceMeiicTBa “ApMOPHHO” TIO3BOJISIFOT U3MEHUThH KOHIIETIIIUIO
obecrieueHus:  KOH(PUICHLIMAIBHOCTH ~ OT  “‘3aIlUTHI
OTHENBHBIX (haiiioB” 10 “TIOPTATUBHOTO 3aIlUIIICHHOTO
o¢uca B kapmane pyoamku” [4].

VYcTpoiicTBo Armorino MOKeT TMPHUMEHATHCS IS
HaJIe)KHOH ayTeHTH(UKaMu nosib3oBareseii Windows.
JIJ1s 5TOTO B XOCT CHCTEMY YCTaHABIMBAETCS IIPOBaNep
ayrentupukanmu (Windows Logon), mo3Bossromui
BBITTOJIHATH BXOJ B CHCTEMY, MOJKITIOUYUB YCTPOHUCTBO H
BBINTOJIHUB ayTeHTH(UKAIMI0 Ha mapone [Tomp3oBarens
WM AJMUHHCTpaTopa YCTpoHcTBa. TakuM oOpa3som,
MOJb30BATENIO JAOCTATOYHO 3aIIOMHHUTH TOJIBKO Mapoib
JIOCTyIla K YCTPOWCTBY M HMMETh CaMO YCTpoiicTBo. B
CpPaBHEHHM C IIPOCTOHW MAapOJIbHOM ayTeHTH(UKalne
Windows, mnpuMmMeHeHHe  ycTpoWcTBa  Armorino
MO3BOJISIET 3HAYUTENBHO MOBBICHTH YPOBEHH 3aIUTHI
YYETHBIX 3allMCEdl I0JIb30BATENEH IIPU COXPaHEHUU
yao0CTBa  ayTeHTU(UKAIIMH. Ot0  gocTuraercs
Onarogapst yCTaHOBKE CIy4ailHOTO TapoJis JAJisl y4eTHOH

3anucu Windows, a Taxoke OJOKMPOBAaHHMIO yCTPOWCTBA
[OCJIE WCYEPIaHWs OrPAHWYEHHOIO KOJM4YecTBa (HE
Oonee 15) HeymadHBIX TIOMBITOK ayTCHTH()HUKAIMK Ha
HeM. IlporpamMmHas cpema Armorino TOICPKUBACT
pacuIMpeHue CTaHJAPTHBIX BO3MOXKHOCTEH yCTpoiicTBa

Gnaronaps JIOTIONTHUTENTLHOMY MIPOrPaMMHOMY
obOecrieuenuro. Buemmnee II0 MoOXeT UCHONB30BaTh
Armorino B KayecTBC 3alIMINCHHOTO  XPaHWIUIIA

KITIOUEBOH U Apyroi nHpopmanuu. J{i1s 3Toro 10cTaTtouHo
uHTerprpoBaTh Bo BHemHee [10 Plugin 6ubmmoTeky mms
paboTel ¢ Armorino. YCTpOHCTBO MOIEPIKUBACT TECHYIO
uaTerpanmio ¢ “PortableApps.com”, dYTO IO3BOJIIET
HETIOCPEICTBEHHO W3 OCHOBHOTO MHTEpdelica mporpaMMBbl
BBINOJHATG MHCTALLAIMIO YKA3aHHOTO “TOPTaTHBHOIO”
I1O na JInunslii pasnen yctpoiictsa. “Tlopratusnoe” I1O,
yCTaHOBJEHHOe Ha JIMUHOM pasjerne, BCE CBOM JAaHHBIE
XpaHUT UCKIIOUMTEIbHO Ha JluyHOM paszmene, dTO
o0ecrieynBaeT HEOOXOIMMBIA YpOBEHb
KOHOUICHIMATFHOCTH. OCOOEHHO 3TO aKTyaldbHO UL
TIOYTOBBIX KJIMEHTOB, Opay3epoB W pa3NUYHBIX dYaT U
VOICe-KITHEHTOB, a TaKKe APYroro KOMMYHHKAIIHOHHOTO
I10 [4].

BbIBOJJ,bI. IIpoBeneHHBIM aHaNM3 TEXHUYECKUX
CpEICTB 3aIlUTHl KOH(HACHIMATGHBIX JaHHBIX MOKa3al,
YTO B YCJIOBUSIX pbIHKa WH(OPMAIMOHHBIX TEXHOJOTHI
Poccum u VYkpauHbl ciefyeT OTxaBaTh IpeNNOYTeHHE
annapaTHO-IIPOrPaMMHBIM cpelicTBaM 3aIIUTEHI
nH(POPMAIMH, TOCKOJIBKY IPOTPaMMHBIE CPE/ICTBA YacTO
noaBepratotcs B3omy [10, 4To IPHBOIUT K BOSMOKHOCTH
W3MEHHUTh YHHKAIBHOCTh €T0 KOJa W HCIONB30BAHUIO B
JMMYHBIX TeTsix. TakuM 00pa3oM, porpaMMHEIE CPelCTBa
HC B TOJHOH Mepe MOTYT OOECIIeUHTh OCTATOYHBIHA
YPOBEHb  3alIUTBl  KOHOQHICHLIHAIBHBIX  JIaHHBIX.
Pa3paboTanHbIif yKkpauHCKON KommaHued ‘“MUKpOKpUIT
TekHOIOMKUC” 3aNHIeHHbIA opTaTiBHBI USB Quer-
HAKOIIUTENb YIOBIETBOPSET COBPEMEHHBIM TPEOOBAHUAM
0 00eCIeYeHUIO KOMIUIEKCHOI 3alllUThI TAHHBIX.
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CYYACHI 3ACOBHA KPUIITOT'PA®IYHOI'O 3AXUCTY KOHOIAEHHIMHUX JAHUX HA OCHOBI
MNOPTATUBHUX 3ACOBIB
€scees C.I1., Kopons O.T".
Anomayis: Po3ens0aromvbcsi 0CHOBHI 6UMOU, GUCYHYME 00 AnapamHo-npoSpamMHux 3acodie 3axucmy KOHQIOeHyiiuHux
Oanux, npo6OOUMbCs NOPIGHANLHUU AHANI3 OCHOBHUX (DYHKYIll NOPMAMUSHUX AnApamuux 3acobie saxucmy ingpopmayii
xkamezopii USB gnew- nakonuuysaui.

Kniouogi cnosa: nepconanvhi oani, 3axucm nepcoHanrbHux OAHUX, NPOSPAMHO-ANAPAMHI 3acOOU 3aXUCT).

MODERN MEANS OF CRYPTOGRAPHIC PROTECTION KONFIDENTSIONALNYH DATA BASED
PORTABLE EQUIPMENT
Evseev S., Korol O.
Abstract: The main demands made to the hardware and software tools for protecting sensitive data, a comparative
analysis of the main features of portable hardware data protection category USB flash drives
Keywords: sensitive data, software and hardware protection, usB flash drives.






