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CRITICAL INFRASTRUCTURE DEFENSE: PERSPECTIVES 
FROM THE EU AND USA CYBER EXPERTS

Purpose. To examine the components of cyber autonomy according to the insights of seasoned professionals from the Euro­
pean Union (EU) and the United States of America (USA). The value of each element will be calculated by obtaining data from 
structured in­depth interviews.

Methodology. Through an investigation of different aspects of the research, we used the Delphi technique and research inter­
views include the option of the Interviewee Transcript Review (ITR). The Delphi method is processed in several rounds, usually 
three, with two rounds being considered as a minimum and in that respect the Delphi method helps our study explore, predict and 
identify the nature and fundamental elements of Cyber Autonomy.

Findings. The study findings demonstrate that elements such as “Policies”, “Reputation management”, and “Infrastructure 
and Architecture” hold substantial importance within Cyber Autonomy. These elements are considered critical for future perspec­
tives. The research highlights the role of Cyber Autonomy in streamlining cybersecurity approaches, mitigating the impact of cy­
ber­attacks, and safeguarding possible reputation damage. The study also highlights the importance of well­defined implementa­
tion methods and the organizational structure in successfully deploying Cyber Autonomy.

Originality. The research demonstrates the interdisciplinary nature of cybersecurity and applies a comprehensive approach 
covering information security, information security policy, technical and economic aspects, noting the important role of gover­
nance in the company share value recovery process. Cyber Autonomy could offer a concept of defense reputation that helps to 
identify potential cyber threats that are further intensified in connection with the development of various platforms for remote 
control of artificial intelligence, distance learning, and opportunities for autonomous operation of enterprise systems, the influence 
of multinational companies on financial markets, and automated decision­making systems.

Practical value. Experts’ insights are analyzed that can help to provide practical solutions for the Cyber Autonomy and risk 
management methods for implementing cyber resilience strategy for critical infrastructure. The research provides adjustments to 
existing cybersecurity frameworks and directives which consider new cyber elements of information security realities. The current 
study can be used as a guide to confidence­building measures for possible reputation and financial loss, reinforces protection ac­
tions against disinformation or negative cyber impact.
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Introduction. Issues such as autonomous decision­making 
in cybersecurity protocols, the ethical considerations of au­
tonomous cyber defense mechanisms, and the potential risks 
and benefits of cyber autonomy have been widely debated 
within the EU. This is because cyberattacks are often cross­
border in nature and may have a physical impact on critical 
infrastructure in the EU. Significant cybersecurity incidents 
can be too disruptive for a single or several affected Member 
States to handle alone. They can also form part of larger hybrid 
attacks carried out by third countries with the aim to destabi­
lize the economy [1]. Economic defense – like never before – 
means national security. For that reason, Cyber Security ini­
tiatives associated with digital transformations include a “test­
ing mode” period, along with Cyber Autonomy functions that 
aim to support business critical infrastructures [2]. For that 
reason, the EU is putting in place a number of initiatives that 
ensure that all companies which are providers of essential ser­
vices are well protected against cyber threats. Policy and legal 
obligations to immediately disclose attacks compel organiza­
tions to go public very quickly, hindering response efforts and 
risking significant reputational damage [3].

Cyber­attacks become increasingly difficult to bounce 
back from as customers become impatient with organizations 
that suffer either disruption or loss – especially when their 
rights and freedoms are directly impinged. Ignoring the spe­
cific multi­level relationships among information security, 
state policies, reputation management, technical aspects, and 
the economy can lead to systemic risks [4].

In critical infrastructure nowadays, it is common to use 
surveillance technologies for improvement in protection and 

prevention against attacks on critical infrastructure, but there 
is a lack of standardization, testing and accreditation in Eu­
rope that would greatly help users to ensure that products are 
fit for purpose [5]. Therefore, in the event of significant cyber 
breaches, such as those affecting critical infrastructure, it is 
imperative for companies to fulfil their obligation to inform the 
government about the incident. Subsequently, the investiga­
tion and mitigation efforts will involve close cooperation with 
various entities, including the Computer Security Incident 
Response Teams (CSIRT), the European Cybercrime Centre 
(EC3), The European Union Agency for Cybersecurity (ENI­
SA), or the EU’s Computer Emergency Response Team 
(CERT­EU). This collaborative approach is essential to en­
sure effective handling of cyber incidents and to leverage the 
expertise and resources of relevant organizations for swift and 
efficient resolution [6]. This multi­level relationships in differ­
ent levels of information security give rise to the logical re­
search question: what is the importance (weight) of each ele­
ment within Cyber Autonomy? The other supportive question 
is: what are the implementation phases and their respective 
importance (weights)? To address this issue, we have utilized 
various research methods, including qualitative, quantitative, 
and structured in­depth interviews with experts from the EU 
and USA. These methods encompass a range of techniques, 
strategies, and tools that have been employed to conduct ex­
periments and propose solutions to the research problem.

Literature review. Heightened apprehensions regarding cy­
ber threats have catalyzed an outpouring of security­related 
publications that offer comprehensive guidance and establish 
benchmarks for the adept management of cyber risks. This 
proliferation of literature, however, is predominantly centered 
on addressing risks associated with safeguarding information, 
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often encapsulated within the overarching framework of infor­
mation security, or alternatively, information assurance.

It is paramount to underscore the nuanced distinction be­
tween these two processes. Information assurance embodies 
the strategic evaluation and meticulous management of risks 
pertaining to information assets on a higher echelon, encom­
passing a comprehensive perspective. Conversely, information 
security operates as a subset within the realm of information 
assurance, characterized by a pronounced emphasis on tech­
nical measures and countermeasures.

Yet, the parlance of the field frequently converges these 
terminologies, resulting in a colloquial amalgamation. In 
pragmatic application, the term “information security” often 
assumes a dual role, encompassing both the strategic orches­
tration of information assurance and the more technically ori­
ented facets of safeguarding data assets.

The prevalence of this dual connotation yields a poten­
tially intricate landscape, where the boundaries between infor­
mation assurance and information security often meld. While 
distinct in their conceptual underpinnings, these processes 
often exhibit a symbiotic relationship in practice, intertwining 
their endeavors to fortify the cyber resilience of organizations.

In this backdrop, it becomes imperative to navigate this 
terminological duality with a comprehensive understanding. 
The strategic and technical dimensions coalesce to form a ho­
listic approach to cyber risk management, encompassing both 
the safeguarding of information assets and the broader strate­
gic calculus of information assurance. As the digital landscape 
continues to evolve, a nuanced comprehension of these inter­
twined processes remains pivotal for effectively mitigating the 
multifaceted challenges posed by contemporary cyber threats 
[4]. Ultimately, entities are required to develop a risk appetite 
and strategy going forward to manage their non­affirmative 
risk. The analysis performed should support this development 
by creating greater clarity to management so that they may 
make educated decisions reflecting the analysis performed [5].

Infrastructure comes to play a significant role in the con­
text of Cyber Autonomy and could potentially increase the 
degree of information and data protection as well as fill in the 
current gaps of the cyber and information security industry as 
well as support Cyber Autonomy, which also includes reputa­
tion defense. All this will potentially strengthen the phase of 
the process, which is important for the formation of customer 
loyalty, affects the likelihood of purchasing goods and makes 
the purchase comfortable for the customer.

Mapping critical infrastructure and assessing cyber secu­
rity risks along with a risk decision to mitigate should have a 
“steps­based” model that companies can use. These elements 
can have a complex structural environment, requiring a sys­
tematic approach to ensure effective cyber defense measures. 
Recently, academics, industrialists, and researchers have been 
actively exploring various aspects of autonomy, including its 
application in the field of cyber security.

The “Strategic Review of Defence and National Security” 
takes up a concept of National Strategic Autonomy which in­
sists on the technical and human capacities of such autonomy 
[6]. Important strategic areas of industry and research con­
solidated resilience, exposed to the development of cyber 
threats and the associated risks, while some of them remain 
insufficiently protected and sensitive [7].

The European Union is pursuing technological autonomy 
from a position of relative weakness given the scarcity of Euro­
pean Big Tech companies, while American and Chinese giants 
occupy critical network nodes. Companies are able to leverage 
these nodes politically through “weaponized interdepen­
dence”. These efforts have aimed to guide the development of 
effective directions for addressing the challenges of Cyber Au­
tonomy, with a particular focus on cyber security and reputa­
tion considerations [8].

This dependence poses a substantial risk, as a failure in 
one critical infrastructure system can lead to cascading issues 

affecting other interconnected systems, potentially causing se­
vere damage.

The concept of cyber autonomy has gained significant at­
tention and is seen as a promising approach to enhancing the 
resilience and security of critical infrastructure. Since 2017, 
EU member states have been utilizing a cyber security toolbox 
as part of their efforts to provide a coordinated response to se­
rious cyber operations within the framework of the EU’s 
Common Foreign and Security Policy (CFSP). This toolbox 
serves as a comprehensive resource for implementing cyber se­
curity measures and promoting cyber autonomy principles at a 
national level. However, the implementation of a proportion­
ate, coherent and, above all, legally secure response by the EU 
to such cyber­attacks is extremely challenging. Lessons learned 
from the major cyber­attacks that impacted critical infrastruc­
ture businesses come to the following conclusions: informa­
tion about indicators of compromise (i.e., characteristics and 
data that indicate that a system or network has been compro­
mised) must be passed through the Joint Cyber Unit in the EU 
and the EU INTCEN at the European External Action Ser­
vice (EEAS). The collaborative efforts between these informa­
tion security actors and organizations play a crucial role in 
fostering a secure digital environment for businesses and the 
economy across Europe.

This data is made available to all stakeholders so that ev­
eryone can participate in the solutions offered [9]. The term 
critical infrastructure means systems and assets, whether physi­
cal or virtual. Critical infrastructures are complex, which 
means they depend on each other and at the same time are 
continuously changing and adapting to many changes in the 
economy, legislation, technology, etc. Their interdependence 
represents a great danger because a failure of one critical infra­
structure system may cascade to another and cause even great­
er damage [9]. Cyber Autonomy could be also linked to the 
importance of preventing critical infrastructure from cyber­
attacks and the reputation damage associated with it. As indi­
cated by the “Finnish Institute of International Affairs” re­
sponse, the EU has come to view external influence and de­
pendencies as a national security threat and seeks to reclaim 
control over key critical technologies and infrastructures. Cur­
rent digital challenges emphasize the increased dependency on 
IT technologies, and the rapidly changing nature of the tech­
nology [10].

Given the financial, legal, and reputational harm, no orga­
nization benefits from a cyber­attack [11]. The potential for 
damage to company reputation and credibility raises the con­
cern about reputation defense and need to establish the right 
strategies and rules for protecting it. According to various re­
ports and studies, the cost of cyber­attacks for businesses in 
the EU can be significant. For example, the European Union 
Agency for Cybersecurity (ENISA) estimated that the average 
financial impact of a cyber­attack on a medium­sized enter­
prise in the EU could range from €30,000 to €50,000, and for 
a large enterprise, it could reach millions of euros [12]. That is 
why it is so important for Cyber Autonomy to propose to form 
opportunities and the rights to determine, prevent, defend and 
develop sovereignty, as well as to create the resilience of infra­
structure. Another study by the Ponemon Institute found that 
the average cost of a data breach for companies in the EU was 
€3.59 million in 2020 [13].

The role of technology has recently undergone a shift, re­
sulting in significant disadvantages for those who are unable to 
keep up. Technology no longer merely supplements our real­
life interactions; instead, our real­life experiences now depend 
on and supplement our technological interactions across all 
areas of activities [14]. Consequently, companies can enhance 
their organizational resistance without necessarily changing 
the existing structure or management “traditions” by adopting 
Cyber Autonomy. By embracing Cyber Autonomy, companies 
can utilize a new set of effective guidelines to enhance their 
cyber resilience.
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The purpose of the paper is to investigate the significance 
of each element within Cyber Autonomy and examine the re­
spective importance or weights associated with them. Further­
more, the study aims to analyze the implementation phases of 
Cyber Autonomy. The perspectives and insights of cyber ex­
perts from the European Union (EU) and the United States of 
America (USA) will be utilized to gather valuable data, em­
ploying structured in­depth interviews. By doing so, the article 
seeks to contribute to a better understanding of Cyber Auton­
omy and its role in enhancing defense against cyber­attacks on 
critical infrastructure.

Methods. The existing concepts are analyzed and the anal­
ysis also considers the definitions of the existing concepts sug­
gested by scientists and official institutions working in related 
domains, including EU and international standards and regu­
lations such as ISO/IEC 27001, which specifies the require­
ments for an information security management system 
(ISMS), ISO/IEC 27001: Information security management 
standard, NIS Directives, and ISO/IEC 27002:2022 Informa­
tion security, cybersecurity, and privacy protection – Infor­
mation security controls for critical infrastructure. The meth­
odology is a systematic and theoretical approach to collect and 
evaluate data for our research. For the search of experts’ opin­
ions for an investigation of different aspects of the research we 
used the Delphi technique, a widely­used qualitative method 
which includes unstructured open­ended interviews, direct 
observation, participant observation, and document analyses. 
The technique is commonly used in risk management for risk 
probability and impact assessment [15]. It is believed that the 
Delphi method is useful especially when dealing with complex 
problems. This research interview includes the option of the 
Interviewee Transcript Review (ITR). Interviews were taken 
from March 2020 till July 2022 to assess the logical nature of 
the responses received. All the experts are using project man­
agement tools in their daily life and have deep knowledge in 
the IT domain. Considering that our area of research is in fact 
quite narrow, we have chosen a total of 8 experts who reflected 
to our requirements.

The advantages of the ITR are that it gives interviewees the 
opportunity to edit or clarify information provided in the orig­
inal interview, with many interviewees providing corrections, 
clarifications, and in some cases, adding new material to their 
transcripts. There are also potential disadvantages, such as a 
bias created by inconsistent data sources or the loss of data 
when an interviewee chooses to remove valuable material [16]. 
Discretion is provided with verbatim transcripts of interviews 
for the purposes of verifying accuracy, correcting errors or in­
accuracies and providing clarifications.

The next method that was applied during the research is 
the Delphi method [17]. The Delphi method is processed in 
several rounds, usually three, with two rounds being consid­
ered as a minimum and for that reason the Delphi method 
helps our study to explore, predict and identify the nature and 
fundamental elements of Cyber Autonomy for future use by 
companies or any other organizations [18]. Thus, in the next 
part, both stages will be described in terms of methodology as 
well as the method used for compilation of the final proposal 
of indicators. The method was applied based on the require­
ments of the method, which imply correspondence, structure, 
regular feedback, multilevel, anonymity. Therefore, unlike 
survey research methods, the validity of the Delphi method 

does not depend on the number of participants in the research 
but the scientific validity of the experts participating in the 
study [19]. The number of participants in the Delphi study 
varies from 5 to 20 individuals. In our work Delphi research 
method and procedure are divided into a few stages, namely: 

1. The analysis of the experts’ Curriculum Vitae (CVs) 
from the European Union (EU) and the United States of 
America (USA), as well as their relevant work experience, was 
conducted to inform the research design strategy. There were 
selected experts with experience in the field of information and 
cyber security with over 15 years of international experience 
working or owning companies or serving clients in critical in­
frastructure and having an economic and technical back­
ground. All experts are using project management tools in 
their daily life and have deep knowledge in the IT domain. 
Considering that our area of research is in fact quite narrow, 
we have chosen a total of 8 experts who reflected our require­
ments. That is why we can consider that overall, the sample 
was sufficient.

2. This study has a three­stage design (Figure).
3. The first stage: we selected a group of experts and con­

ducted interviews separately, each with an expert to identify 
the main concerns and problems in the cyber security do­
mains, give the feedback about elements weight and phases, 
seeking expert opinions.

4. The second stage: experts were asked to indicate the im­
portance (weight) of Cyber Autonomy elements assigned 1 to 
5 points to each, where 5 is the highest degree of importance.

5. The third: experts were asked to indicate the importance 
(weight) of the Cyber Autonomy concept and assigned 1 to 
5 points to each where 5 is the highest degree of importance.

Calculation method: Calculations of mean, variance, and 
standard deviation. Calculation of the mean and random error 
based on Student’s test – “hypothesis test statistic” when
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Results. In general, three experts had more than 15 years of 
experience in the field of cybersecurity, including over 15 years 
of international experience working in or owning companies 
both in European Union (EU) and the United States of Amer­
ica (USA). Additionally, three experts had 15 years of experi­
ence of managing their own companies. This confirms that the 
respondents can be considered subject matter experts in the 
field.

The second column of Table 1 contains the total weight 
(ranging from 1 to 5 points) of each element in the model. Im­
portantly, few of them have a high ranking, that is over 4.8 

Preparation Interviews
st1  stage

Collecting
information

nd2  stage

Verification
rd3  stage Final results

Fig. Schematic example of Delphi method
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which is: “Policies”, “Reputation management” and “Infra­
structure and Architecture”. It is noticeable, that experts per­
ceive challenges of new architecture, changes in the policies 
areas and reputation management to be more important for 
the future perspective.

The final results shows that cyber­Autonomy harmonizes 
elements approaches for cyber security and can removes ob­
stacles, and improves the establishment and functioning of 
internal response teams to mitigate the negative cyber attach 
impact and possible reputation loss. This is achieved through 
consistent rules applicable in the areas of information security, 
risk and project management, IT, and the policy implementa­
tions. Moreover, Cyber Autonomy recognizes the significance 
of multi­level relationships among information security, state 
policies, technical aspects, the economy, and the crucial role 
of Infrastructure and Architecture and Reputation manage­
ment (RM) in the process of recovering the company’s share 
value. Importantly, “Management and Governance” with a 
rating of 3.1 does not appear to be as critical as “Policies”, de­
spite being considered mandatory for implementation within a 
company’s security measures according to the EU and US in­
formation security standards.

The table results highlight Cyber Autonomy phases as a 
need to explore technologies and development­related steps 
that will support Cyber Autonomy in general. Despite the ap­
parent significance of human and technological resources, ex­
perts did not assign substantial weight to this parameter. As a 
result, “Resources” emerged as one of the least important fac­
tors in the third stage of the study. This may be attributed to 
the progressive reorganization of work processes and the in­
creasing integration of artificial intelligence technologies into 
business operations. The study results, as presented in Table 2, 
demonstrate the stages of Cyber Autonomy and emphasize the 
significance of the “Organization” business model, which ex­
perts assigned a weight of 5. Additionally, the “Implementa­
tion Methods” of Cyber Autonomy also play a crucial role in 
the overall framework.

Results from all stages of the research underscore the im­
portance of such an element as “Methods” and phase “Imple­
mentation Methods” within the context of Cyber Autonomy, 
as indicated by the high scores given by the EU and USA ex­
perts. This finding aligns with the presence of cyber response 
teams operating at national, organizational, and business lev­
els, who play a pivotal role in implementing effective informa­
tion security strategies.

So, the samples are the same t = 0 < tkp Student’s t­test.
4.14; 0.57; 0.76.y Dy= = σ =

This result suggests that the organizational structure and 
business model have a substantial impact on the successful 
implementation of Cyber Autonomy elements. Furthermore, 
the study underscores the significance of well­defined imple­
mentation methods to ensure the successful deployment and 
integration of Cyber Autonomy practices within an organiza­
tion.

Conclusions. By conducting structured in­depth inter­
views, the study was able to delve into and analyze the various 
factors that contribute to Cyber Autonomy. Through this rig­
orous methodology, the researchers were able to identify and 
quantify the significance of these elements, providing a com­
prehensive understanding of this emerging field.

The findings of the study have significant implications for 
policymakers and stakeholders in the cybersecurity domain. 
By shedding light on the critical aspects of cyber autonomy, 
policymakers can make informed decisions and develop effec­
tive strategies to address the challenges and opportunities pre­
sented by this evolving field. Additionally, stakeholders can 
gain valuable insights from this research, enabling them to bet­
ter navigate the complex landscape of cyber autonomy.

Furthermore, the study’s empirical findings provide con­
crete evidence and data­driven insights into the underlying 
components of cyber autonomy. This empirical basis strength­
ens its credibility and makes it an invaluable resource for dis­
cussions within the cybersecurity community. Policymakers 
and stakeholders can rely on this research as a foundation for 
their decision­making processes, ensuring that their actions 
are grounded in evidence­based knowledge.

In conclusion, through its use of structured in­depth inter­
views, this study has successfully examined and quantified the 
diverse elements contributing to cyber autonomy. Its findings 
offer crucial insights into this emerging field and serve as a 
valuable resource for policymakers and stakeholders in the cy­
bersecurity domain. The rigorous methodology employed en­
sures that these insights are robust and reliable, making them 
essential contributions to discussions surrounding cyber au­
tonomy.

The insights gained from this research not only provide a 
valuable framework but also serve as a crucial stepping stone 
for understanding and enhancing Cyber Autonomy in critical 
infrastructure businesses. By delving into the complexities of 
cyber threats and vulnerabilities, this research sheds light on 
the various factors that contribute to the effectiveness of cyber­
security measures.

Policymakers and industry leaders now have access to 
knowledge that can help them develop effective strategies and 
policies to safeguard against cyber threats. With a better un­
derstanding of the challenges faced by critical infrastructure 
businesses, they can proactively implement measures to 
strengthen overall cybersecurity resilience.

However, it is important to acknowledge that cybersecuri­
ty is an ever­evolving field. As technology continues to ad­
vance at a rapid pace, new threats and challenges constantly 
emerge. Therefore, continuous efforts and collaboration 
among stakeholders are necessary to stay ahead of these 
emerging challenges in the digital landscape.

Further research in cybersecurity practices will play an in­
strumental role in maintaining a secure and robust critical in­
frastructure environment. By continuously evaluating existing 

Table 1
Cyber Autonomy model elements

Cyber Autonomy model 
elements

Total Weight
(from 1 to 5 points)

Number of 
experts evaluated

Policies 4.8 8

Implementation 4 8

Reputation management 
(RM)

4.8 8

Resources 3.1 8

Infrastructure and 
 Architecture

5 8

Management and governance 3.1 8

Methods 42 8

Table 2
Cyber Autonomy phases

Cyber Autonomy phases Weight
(from 1 to 5 points)

Number of 
experts evaluated

Goal of Cyber Autonomy 4.8 8

Strategy of Cyber Autonomy 4 8

Implementation Methods 4.8 8

Technology 3.1 8

Organization 5 8

Reputation defense 4.1 8

Result of Cyber Autonomy 3.1 8
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practices and identifying areas for improvement, businesses 
can adapt their strategies to effectively mitigate evolving cyber 
threats.

The insights gained from this research act as a foundation 
for policymakers and industry leaders to enhance Cyber Au­
tonomy in critical infrastructure businesses. However, it is es­
sential to recognize the dynamic nature of cybersecurity and 
the need for constant innovation and collaboration among 
stakeholders.

Through ongoing research and evaluation of cybersecurity 
practices, critical infrastructure businesses can maintain a se­
cure environment while adapting to emerging cyber threats.

The study results included in Tables 1 and 2 allow for a 
few implications for the conclusion. The research results ob­
tained from experts from the European Union and the Unit­
ed States of America give important wide perspectives on 
Cyber Autonomy. Our work highlights several important as­
pects of information security: government, security, and de­
fense levels, economic levels, and business levels. Cyber Au­
tonomy plays a crucial role in the EU’s security strategy, 
which may not be immediately apparent from civilian and 
military perspectives but is increasingly critical for informa­
tion security professionals.

Business infrastructures of organizations cannot solely rely 
on securing their own activities; they can adopt an approach 
that incorporates Cyber Autonomy elements, including Infra­
structure and Architecture, as well as reputation management. 
The Cyber Autonomy model offers two advantages. Firstly, it 
demonstrates that policy decisions made at the company level 
are interconnected with national security and economic con­
siderations, providing an operational and pragmatic approach 
to safeguarding critical assets from both technical and non­
technical perspectives.

Secondly, it helps maintain the resilience of infrastructure 
and information security architecture to ensure rapid recovery 
in the event of an incident. Furthermore, it is crucial to inves­
tigate the efficacy of risk assessment methodologies and the 
integration of risk management frameworks in the implemen­
tation of Cyber Autonomy. Gaining a deep understanding of 
accurately assessing risks and customizing autonomous cyber­
security measures will play a pivotal role in achieving compre­
hensive protection against cyber threats.

This article addressed the research objective of examining 
the significance of elements within Cyber Autonomy and eval­
uating the implementation phases. By incorporating insights 
from cybersecurity experts in the EU and USA, the study re­
vealed the prominence of elements such as “Policies”, “Repu­
tation management”, and “Infrastructure and Architecture” 
within the Cyber Autonomy framework. The research empha­
sized the importance of consistent rules and multi­level rela­
tionships encompassing information security, state policies, 
technical aspects, and the economy. Furthermore, the study 
highlighted the critical role of “Methods” and “Implementa­
tion Methods” in successful Cyber Autonomy deployment, 
along with the significance of the “Organization” business 
model in the implementation process. In order to effectively 
apply information security in government and businesses, spe­
cialists must have a shared and consistent understanding of 
requirements from technical, social, process, and business 
perspectives.

Further development of this research could include a 
comparative analysis of Cyber Autonomy perspectives and 
implementations in different industries or sectors that could 
provide valuable insights. Moreover, exploring the practical 
implications and challenges of implementing Cyber Autono­
my in real­world scenarios would contribute to a deeper un­
derstanding of its effectiveness and potential limitations. As 
future development, it can include studying the effectiveness 
of risk assessment methodologies and the integration of risk 
management frameworks in implementing Cyber Autonomy. 
Additionally, exploring the specific challenges and regulato­

ry considerations related to EU critical infrastructure de­
fense would provide valuable insights into tailoring Cyber 
Autonomy approaches to address regional requirements and 
enhance resilience against cyber threats. Such research can 
contribute to the development of comprehensive risk man­
agement frameworks and guidelines for EU critical infra­
structure sectors.

Cyber Autonomy is an innovative and forward­thinking 
approach to cybersecurity that aims to strengthen the protec­
tion of critical infrastructure within the European Union 
(EU). By granting autonomy to directives, frameworks, and 
guidelines, this approach ensures a consolidated cyber policy 
and operational guidance. This comprehensive overview al­
lows for effective measures to be implemented, ultimately im­
proving the overall level of cybersecurity in the region.

One key aspect of Cyber Autonomy is the implementation 
of the NIS Directives, which are designed to enhance national 
capabilities, promote cross­border collaboration, and estab­
lish national supervision of critical sectors. These directives 
demonstrate the importance of having an EU certification sys­
tem for information security as a carrier. This system ensures 
that all entities responsible for safeguarding critical infrastruc­
ture meet specific standards and requirements, ensuring a con­
sistent level of security across member states.

In addition to EU certifications, internationally recog­
nized information security certifications such as CISSP (Cer­
tified Information Systems Security Professional) and CISM 
(Certified Information Security Manager) are widely adopted 
by EU information security experts. This adoption highlights 
the significance of standardization and expertise in managing 
cybersecurity teams. Having professionals with these certifica­
tions further strengthens the ability to effectively respond to 
cyber threats and mitigate risks.

Overall, Cyber Autonomy presents a promising approach 
to enhancing cybersecurity in the EU by providing compre­
hensive policy oversight, operational guidance, and legal mea­
sures. The incorporation of EU certification systems and inter­
nationally recognized qualifications demonstrates the com­
mitment towards standardization and expertise in managing 
cybersecurity within the region. Furthermore, the adoption of 
internationally recognized information security certifications 
like CISSP and CISM by EU information security experts sig­
nifies the significance of standardization and expertise in man­
aging cybersecurity teams.

The practical value of the study lies in the analyses of ex­
perts’ insights, which offer actionable solutions for imple­
menting Cyber Autonomy and risk management strategies in 
critical infrastructure businesses. The research provides ad­
justments to existing cybersecurity frameworks and directives, 
considering new cyber elements and information security re­
alities. As a result, it serves as a guide for developing confi­
dence­building measures to mitigate possible reputation and 
financial losses and reinforce protective actions against disin­
formation or negative cyber impacts.

By incorporating these findings into their practices, poli­
cymakers and industry leaders can enhance their cybersecurity 
strategies, ensuring robust protection against cyber threats and 
strengthening overall resilience. With cyber threats continu­
ously evolving, a holistic and adaptive approach is necessary to 
maintain cyber security and safeguard critical infrastructure 
businesses effectively.
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Мета. Аналіз елементів кібернетичної автономії на 
основі досвіду висококваліфікованих і досвідчених екс­
пертів з Європейського Союзу (ЄС) і Сполучених Штатів 
Америки (США). Розрахунок цінності кожного елемента 
шляхом отримання даних зі структурованих глибинних 
інтерв’ю.

Методика. Під час вивчення різних аспектів дослі­
дження був застосований метод Дельфі, а дослідницькі 
інтерв’ю включали опцію перегляду транскрипту 
інтерв’ю респондента (ITR). Метод Дельфі оброблявся в 
кілька раундів, зазвичай три, причому два раунди розгля­
далися як мінімум, і в цьому відношенні метод Дельфі 
допоміг дослідженню, що пропонується, вивчити, спрог­
нозувати й визначити природу та основні елементи кі­
бернетичної автономії.

Результати. Результати дослідження демонструють, 
що такі елементи, як «Політика», «Управління репутаці­
єю» та «Інфраструктура та архітектура» мають суттєве 
значення для кібернетичної автономії. Ці елементи вва­
жаються критично важливими для майбутніх перспек­
тив. Дослідження підкреслює роль кібернетичної авто­
номії в оптимізації підходів до кібербезпеки, по м’як­
шенні наслідків кібератак і захисті від можливої репута­
ційної шкоди. Дослідження також підкреслює важли­
вість чітко визначених методів імплементації та органі­
заційної структури для успішного розгортання кіберне­
тичної автономії.

Наукова новизна. Дослідження відображає міждисци­
плінарний характер сфери кібербезпеки та застосовує 
комплексний підхід, що охоплює інформаційну безпеку, 
політику інформаційної безпеки, технічні та економічні 
аспекти, і зазначає важливу роль управління репутацією 
у процесі відновлення вартості акцій компанії. Кіберав­
тономія може запропонувати концепцію захисту репута­
ції, яка допомагає виявити потенційні кіберзагрози, що 
ще більше посилюються у зв’язку з розвитком різнома­
нітних платформ для дистанційного керування штучним 
інтелектом, дистанційним навчанням і можливостями 
автономної роботи корпоративних систем, впливом 
транснаціональних компаній на фінансові ринки, та ав­
томатизовані системи прийняття рішень.

Практична значимість. Проаналізовані інсайти екс­
пертів, що можуть допомогти знайти практичні рішення 
для забезпечення кіберавтономії та методів управління 
ризиками при реалізації стратегії кіберстійкості для кри­
тичної інфраструктури. Дослідження пропонує коригу­
вання існуючих рамок і директив із кібербезпеки, що 
враховують нові кіберелементи реалій інформаційної 
безпеки. Дане дослідження може бути використане як 
посібник для заходів зі зміцнення довіри до можливих 
репутаційних і фінансових втрат, посилення заходів за­
хисту від дезінформації або негативного кібервпливу.

Ключові слова: кібернетична автономія, критична інф-
раструктура, кібератака, зменшення ризиків
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