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Abstract. The subject of the study is the process of assessing the level of information
security risk that is being implemented with the help of the fuzzy logic apparatus,
The purpose of this work is to develop a methodology for assessing the degree of
information security risk, which would avoid the uncertainty factor, that occurs
when some parts of informafion about the analyzed automated information system
are absent, The methodology is based on the use of fuzzy logic and fuzzy sets, Which
implies the infroduction of the term sefs for each of the system characteristics and the
linguistic assessment of the indicators, The fasks fo be solved are to analyze existing
information security risk assessment methodologies for identifying their strengths and
wegknesses, On the basis of the conducted analysis, a new method for assessing the
risk of automated information systems information security is proposed, The following
results were obtained; the advantages and disadvantages of qualitative and quantitative
methodologies for assessing the risk degree of aufomated systems information security
were identified; the main stages of the proposed methodology were described; the degree
of information security risk is calculated in comparison tfo the FAIR methodology,
Conclusion; The methodology provides an opportunity fo translate the obtained
resulis of risk assessment from g mathematical language info q linguistic form that
is more comprehensible fo the decision-maker, This increqses the effectiveness of the
management of auiomated information systems protection mechanisms,
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Intreduction

The accession of humanity to the era of high-end technology has accelerated
the development of Internet technologies and computing, which has encouraged
the booming development of automated information systems (AlS), which are



94 CHAPTER I1. CYBERSECURITY

gaining popularity. AIS is the information base of various services that deal
with technical, economic and other tasks. Accordingly, existing threats have
also been modified and acquired hybridity signs. Currently they combine the
influence of all components of security: information security (InfoSec), c}-'her
security (C}-‘herSEc}l, and sec urity of information (51). Threats have gained signs
of hybridization. The main object of which is the economic sector of the country.
There is a need for crosscutting (hybrid) technology to counteract the dangers
that play a significant role in business processes. That is why, during the design
and development of reliable AIS, itis necessary to provide a set of measures
aimed at ensuring their protection against deliberate or accidental influences
that may lead to a system failure. Among the security threats to the AIS, which
directly affect the system, the personnel and its clients are internal and external
threats, show synergy in crosscutting application with social engineering. Both
the first and the second, depending on the target and nature of the influence on
the activity of certain subjects and objects, can be divided into economic, physi-
cal and intellectual [1=3].

Providing information security is part of the information system management as
awhale. In this case, one of the most important components of the Info%ec manage-
ment system is the risk assessment, which is intended to determine the effectiveness
of the applicable protection mechanisms based on the corresponding metrics. The
remaining problem is to improve the existing methods for assessing InfoSec risk
in connection with the emergence of new types of hazards. The task of improving
the existing methods for assessing the security risk in the AIS remains currently
topical due to the emergence of new types of hybrid cyber threats.

Analysis of Recent Studies and Publications

In the modern scientific community there is a significant number of researchers
whose subject matter is to assess the risk of systems InfoSec. For example, [4] clas-
sifies existing risk analysis of IS, describes the sequence of risk analysis processes,
compares software tools for 51 risk management. Another example of research in
thiz subject area is the work [5; 6], which describes the methods of assessment and
sk management.

The article [7] proposes a mathematical formulation of risk using the 5] main
concepts of such risk management methodologies as MEHARI, EBIOS, CRAMM
and 5P 800=30 (NIST).

Basics forrisk assessment, in particular in the context of assessing the risks of
access control systems that decide on anthorization, are presented in [8].

In the article [9] approaches and program solutions for assessing and control-
ling information risks as a fundamental organizational stage in the development of
information security svstems of computerized systems are considered.

In the article [10] an advanced methodology of information risk assessment in
an automated system was proposed and analyzed. The necessary normative-legal
documents of information security are mentioned The performance of the prototype
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expert system is considered, which allows to assess the level of information risk for
acertain automated system and to determine the need for additional information
security measures [11].

The article [12] analyzes the process of the most common models of informa-
tion security risk assessment in information and telecommunication systems. The
main approaches to information security risk assessment are revealed.

The analysis of threats to information security and a detailed description of the
intended sources, classification and the reasons for their occurrence is givenin [13].

Main materials of the study

After analyzing the existing scientific literature from the specified subject area,
two main groups of methodology for assessing information security risks are pos-
sible to determine: quantitative and qualitative,

Table 1. - Advantages and disadvantages of qualitative and

guantitative methodologies of Info3ec risk degree assessment

+/= Quantitative Qualitative
- Risks are the financial consequences - Provides clarity and
priority; understanding of risk clas-
- assets are the financial values priority; sification;
- obtaining simplified risk management |- the opportunity to reach
E: msults and investment returns into pro- | consensus;
£ | viding security; - there is no need to de-
£ | - results can be expressed in specific termine the financial value
= nanagement terminology (for example, of assets;
monetary value and probability is ex- - itiseasier to involve
messed as a certain percentage); people who are not experts
- accuracy tends to increase over time as | in the field of computer
the business constantly records data. security.
- Importance influence attributed to - Insufficient distinction
risks on the basis of judgmental opinions | between among significant
of participants; risks;
= |- the process for achieving reliable results | - it is difficult to justify
2t | and consensus takes a lot of time; investments in control of
£ | - calculation might be complex and implementation, because
= ime-consuming; there are no gro unds for
:ﬁf - the results are presented only in the analysisof costs and
" | monetary terms and they are difficult to benefits;
interpret for “non-techies”; - the results depend on
- the process requires special knowledge, | the quality of the created
so it is difficult to train staf. risk management team
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Quantitative methods use measurable, objective data to determine the value of
assets, likelihood of loss and associated risks. The goal isto calculate the numerical
values for each of the components collected during the risk assessment and analysis
of costs and benefits [14].

Qualitative methods use a relative risk or asset value based on rating or cat-
egorization, such as low, medium, high, not important, important, very important,
on ascale from 1 to 10. A qualitative model evaluates the actions and probabilities
of identified risks at a rapid rate and in a cost-effective way. Risk sets are written
and analyzedin a qualitative risk assessment, and can serve as a basisfora targeted
quantitative assessment. Quantitative and qualitative information sec urity risk as-
sessment methods have both advantages and disadvantages ( Table 1).

Accordingly, the combination of guantitative and gualitative methods represents
amixed set of advantages and disadvantages of the above mentioned methods. At
present, hybrid types of risk assessment have the most practical interest.

The relation between methods of detecting attacks and risk assessment methods
is presented in Figure 1.
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Figure 1.- The relation between methods of
detecting attacks and risk assessment
Given the different nature of the threats to the profiles of the computer system,
consider some of the methods of risk assessment [3]. The heuristic approach is
implemented in the evaluation methods of NIST, IT-Grundshutz, OCTAVE, ME-
HARI and MAGERIT. Their common advantages include the flexibility - it allows
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to conduct an analysis for organizations of different sizes; a detailed description and
analysis of the information assets of the research object. In most cases, the above
methods give the investigator a qualitative assessment The disadvantages are the lack
of automation of some functions and the human factor'simpact on the end result.

CRAMM and FAIR methodologies refer to the probabilistic assessment ap-
proach. Their advantage is to provide a comprehensive risk assessment for InfoSec,
a detailed description of existing risks and high efficiency of use. Also, the meth-
odologies allow to evaluate the effectiveness of countermeasures. Disadvantages
include the ability to work only with existing information assets.

The information approach is represented by the IRAM, EBIOS, and RISK
WATCH methodologies.

The conducted analysis showed that the considered methodologies do not
allow to conduct an assessment of functional efficiency, based on both technical
and economic indicators. To obtain estimates of the risk level of equivalent cash
capital and the immediate display of its security, it is proposed to use methodolo-
gies based on anintegrated approach to risk assessment that combines quantitative
and qualitative methods of analysis, including CRAMM and FAIR methodologies,
structural schemes are presented in the Figure 2, 3 respectively|14].
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Figure 2.—- CRAMM Methodology - cosscutting
approach to risk assessment
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Figure 3. —FAIR risk assessment methodology

The methodologies of the crosscutting approach to risk assessment, as a rule,
use the following stages (steps) [15; 16]:

At the first stage, everything is analyzed regarding the identification and de-
termination of the value of system resources: the definition of the boundaries of
the system under investigation: information about the configuration of the system,
information about responsible individuals for physical and software resources,
determining the number of users of the system, their privileges. Identification
of physical, software and informational resources within the boundaries of the
svstem is carried out. A model of the information system is being built from the
standpoint of the InfoSec,

The second stage identifies threats and assesses the level of threats to resource
groups and their vulnerabilities, assesses the dependence of user-defined services
on specific resource groups and the existing level of threats and vulnerabilities,
calculates risk levels and analyzes the results. At the end of the stage, the customer
receives identified and assessed levels of risk to his system.

The third stage of the study is to find adequate countermeasures = the search
for a security solution that best suits the requirements of the customer. At this stage,
it generates several variants of countermeasures that are adequate to the identified
risks and their levels,

The combination of two qualitative and quantitative approaches will combine
the benefits of each of them, provided by them separately, and will open the pos-
sibility of obtaining the necessary characteristics for the effective organization of
security systems,

Despite the high efficiency of the above-mentioned methodologies, they still have
a significant common flaw = they require a significant amount of resources to assess
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the risk of InfoSec, that is, it is necessary to process a large volume of information
that takes a lot of time and effort. There isa need to improve the existing methods
for assessing the risk of InfoSec, which would simplify the estimation process and
would allow to gain the end results in a linguistic form that is comprehensible to
the decision maker. Accordingly, the purpose of the article is to develop a risk as-
sessment methodology for InfoSec based on a fuzzy-multiple approach.

Proposed method

Security risks of information systems are very closely related to uncertainty.
Two cases of uncertainty can be determined: identification of the current and future
state of the systems.

When solving tasks related to security risk assessment, the question about the
qualitative interpretation of certain levels of parameters often arises. The linguistic
assessment of the security level is clearer and best describes the state of IT infrastruc-
ture security, which in turn encourages the manager to take one or another decision.

In order to fulfill the linguistic assessment, two things are required:

First, vou need to define a linguistic scale for evaluation. Most often pentascale
is used (five-level classifier) “Very low (VL) - Low (L) - Average (A) - High (H) -
Very high (VH)".

Secondly, it is necessary to collect all available information to define linguistic
assessment: quantitative data collected in a group of similar objects of observation.

For example, for a gualitative assessment of the level of information security,
it is necessary to collect statistical information on similar information systems for
a relatively short period of monitoring. This is necessary to maintain the condition
of statistical homogeneity, At the same time, it is necessary to take into account the
laws that are inherent to the objects of information security.

It should be noted that there are no general universal rules for accurate and
rapid assessment of AlS information security. A set of problems may also arise with
the collection of initial data for linguistic analysis.

There is a question connected to the additional data analysis, which is related
to different time segments of observations. There may be a question about replacing
the missing data in one-time period with the data from another similar one, and
the parameters of this law will be given according to special rules in order to satisfy
the necessary authenticity of the identification of the monitoring law.

The presence of quasistatistics makes it possible to make qualitative conclu-
sions about the behavior of a particular parameter of the investigated 15, makes it
possible to conduct a linguistic analysis of input data.

Basic steps of the linguistic classification:

1. The studies of the source data set and its verification as a quasi-statistic are
conducted. There is evidence that some data distribution law is hidden in these
data, for example, the “grav” Pospelov scale.

2. Next, define the main nodes. In the absence of expert evaluation, nodal points
can be determined by the simple rule: node point - keft end of media interval, nodal
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point - right end of media interval, middle point - corresponds to the maximum
histogram or median histogram.

3, The interval between the two nodal points standing next is divided into three
zones, the middle one is the zone of expert uncertainty in the classification, Thus,
the primary linguistic interpretation of the histogram is complete.

After the classificatory definition it is possible to make a correction of pestas-
cale. To do this, you can modify nodal classification points, bringing them closer
together and narrowing the uncertainty zone. You can also replace the nodal point
with an absolute confidence interval and try to expand it on both sides of the nodal
point. All clarifications must be made on the basis of an agreed expert evaluation.

Apply the proposed methodology to compare its effectiveness with the FAIR
method. The initial data for the calculation are taken from [14].

Stage 1. In the first stage, term sets are introduced to describe the basic sets of
the IS state and the subset of states, described in the natural language:

The complete set of information security status assessment E of 15 is broken
down into five subsets of the form:

E, - subset of states “extremely unsuccessful state of 15 InfoSec”;

E, = subset of states “unsuccessful state of 1S InfoSec”;

E, - subset of states of "average quality of the IS InfoSec state”;

E, - subset of states “relatively safe state of 15 InfoSec”;

E, = subset of states “the maximum safe state of the 18 InfoSec”

The corresponding set E of a full risk set of 15 InfoSec threats G is divided
into 5 subsets:

G, - subset of “marginal threat risk of InfoSec”;

G, - subset of “high threat risk to InfoSec”;

G, - subset of “average threat risk to InfoSec”;

(1, = subset of “low threat risk to InfoSec”;

G; - subset of " insignificant risk threat to InfoSec”.

Assume that G takes the value from zero to one by definition.

For an arbitrary separate indicator of the InfoSec assessment X, , the complete
set of its values of 5, is divided into five subsets:

B, - subset “very low level of indicator X, "

B, = subset of “low level of indicator X, "

B; - subset of “average level of indicator X, "

B, - subset of “high level of indicator X, ™,

B - subset of “very high level of indicator X, "

An additional condition for matching the sets 5, E and G of the following
form is performed: if all the indicators in the analysis have, according to the clas-
sification, the level of the subset 5, then the state of the InfoSec is qualified as E,
,and the degree of InfoSec threat risk is qualified as G,. Fulfilment of this condition
affects the correct quantitative classification of the levels of indicators and the cor-
rect determination of the level of significance of the indicator in the evaluation
sysiem.
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Stage 2. Construct aset of indicators X = {X} inthe number N = 4,which,
according to expert-analyst, on the one hand, affact the assessment InfoSec threat
risk, and, on the other hand, evaluate the different sides of 15 InfoSec (Table 2).

Table 2. - A set of indicators X

Characteristic Current value
X, 1.2
X, 0.7
X, 0.025
X, 0.004

Stage 3. Summarize to eachindicator the level of its significance for the analy-
sis of 1. To estimate this level, you need to position all the values in descending
order of magnitude so that the rule is complied with:

RERZLEE (1)

If the system of indicators is put in descending order of their significance, then

the significance of the 1-th index should be determined by the Fishburn's rule [17]:

ot 1

N 4

The Fishburn's Rule reflects the fact that nothing is known about the level of

slgnlﬁcam:e of the indicators (1), Then the estimate (2) corresponds to the maxi-

mum entropy of the existing information uncertainty about the object of the study.

Stage 4. Construct a classification of the current value g of the risk factor G as
acriterion for dividing this set into a subset (Table 3):

=025 (2)

Table 3. - Value of indicator g

Interval & Set names

08<g <1 | G -subsetof “marginal threat risk to InfoSec”;

06< g <08 | G, -subsetof “high threat risk to InfoSec”;

04« g <06 | G =subset of "average threat risk to InfoSec”;

02« g <04 | G, =subset of “low threat risk to InfoSec”;

0<g <02 | G, -subset of " insignificant risk threat to InfoSec”.

Stage 5. Construct a classification of the current values x of the X indicators
as a criterion for breaking up the complete set of their values into a subset of type

B (Table 4):
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Table 4. - Value Subset Partition

Indicator Criteria of subset partition
name B, B, B, B, -
X x <002 002<x <016 | 0.16<x <0.84 | 084<x <] 1< x,
X, x <002 | 002<x <016 | 0.16<x, <0.84 | 0.84<x, <1 lex,
X 2,002 | 00222, <016 | 0.16<x, <0.84 | 084<x, <1 1< x,
X, x£,<0.02 | 002<x, <016 | 0.16<x, <0.84 | 0.84=x, <1 lex,

Stage 6. Evaluate the current level of indicators and reduce the results (Table 5):

Tabkle 5. - Indicator's Level Evaluation

Indicator name Current value
Wery high (VH) X =1
High (H) 0.1< X; <1
Medium (M) 0.01< X, <0.1
Low (L) 0001« X, <0.01
Very low (VL) <0001

Stage 7. Classify the current values of x according to the criterion of Table 4.
The result of the classification is (Table &).

&,=1,if,and A =0, when the value does not fall into the selected range of
classification. '

Table 6. - Classification Result

Indicator Significance The result of classification by subsets
name EII E.J BIE E|_1 El_;
X 0.25 0 0 0 0 1
X, 0.25 0 0 1 0 0
X, 0.25 0 1 0 0
X, 0.5 1 0 0 0

Stage 8, Carry out arithmetical steps to assess the degree of bankruptcy risk of g

5 N
G = Zglzrl':‘l_l
Jml tml
where: g, =0.9-0.2(j-1)
The value of G corresponds to subset of "average threat risk to InfoSec”
G=025014+0.2503+025 0.5+0.25.-0.9=0.45
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The obtained result of the InfoSec risk degree corresponds to the research
result in [14].

Conclusions

Information is one of the most important resources in modern 1Ss, therefore, it
is necessary to estimate the risk degree of asset exposure to anomalies and attacks.
Existing methods for InfoSec risk assessment such as FAIR, MAGERIT, NIST,
CRAMM are often used for this purpose. In this case, the above methodologies
do not take into account the fact that 15 security risks are closely related to the
uncertainty that needs to be addressed. The proposed methodology of risk as-
sessment of the InfoSec can solve this problem - it overcomes the uncertainty and
allows the researcher to assess the risk degree in a linguistic form. The calcula-
tions of the system information security level in comparison to the calculations
using the FAIR methodology are given in the work. It is possible to state that the
proposed methodology does not vield to its efficiency. Indeed, under the same
input conditions, identical values of the indicators in the linguistic form of evalu-
ation were obtained. In the case of using the methodology, the researcher gets the
opportunity to formulate conclusions about the level of the system security, and
to develop recommendations for the implementation of the necessary security
mechanisms,
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