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Abstract. The article discusses general approaches related to the use of the concept of “mechanism” in the cybersecurity 
system. The initial definition of the mechanism in systems of analytical dynamics is presented. The transformation of the 
concept of “mechanism” is traced from mechanical systems to economic, social and organizational-technological. The def-
inition of a mechanism that can be used in the analysis and design of decision-making systems is formulated, the features 
of using this concept in cybersecurity systems are considered. The publications related to the concept of the mechanism in 



© Milov O., Kazakova N., Milczarski P., Korol O. Mechanisms of cyber security: the problem of conceptualization // Ukrainian Scientific Journal of 
Information Security, 2019, vol. 25, issue 2, pp. 110-116. 

 
111 

cybersecurity systems were analyzed, on the basis of which an ontological model was built, which can be considered as a 
carrier of knowledge about the corresponding subject area. Particular attention is paid to the analysis and development of 
algorithmic mechanisms used in auction theory, as well as applications based on the use of both the classical theory of 
games and the theory of dynamic games. Analysis of the model made it possible to track the main directions of development 
using a mechanism to ensure the protection of critical infrastructure. The system of characteristics and structural elements 
of mechanisms in the socio-economic and political contexts of the use of cyber defense mechanisms is presented, which was 
not previously presented in the literature on information security and cyber defense. Given this, it is proposed to consider 
the decision-making mechanism in cybersecurity systems as a system of relations and interactions of various (individual, 
group, organizational) agents, whose interaction is aimed at solving the security problem. It is indicated that a particular 
variant of this approach is the decision-making mechanism. The conditions are presented under which the cybersecurity 
system acquires pronounced features of socio-economic and political systems, which emphasizes the legitimacy of the ap-
proach proposed by the authors. 
 
Keywords: mechanism, cyber security, ontology, mechanism design, auction, game theory. 
 

Introduction 

The concept of "mechanism" is quite widely used 
lately in a context that is far from mechanics. Certain as-
pects of the analysis and synthesis of mechanisms to en-
sure cybersecurity are discussed in sufficient detail in the 
literature. However, in most works, the forms, methods, 
controls for specific conditions and levels of management 
are considered without specifying what the authors un-
derstand by the term "mechanism". Moreover, analysis of 
processes and decision-making systems should lead us to 
clarify the meaning that we put into the concept of a 
mechanism for making management decisions. The need 
for this (in the framework of second order cybernetics) is 
determined by the following reasons: 

 the role of the decision maker in cybersecurity 
systems is increasing, that is associated with an increase 
in the variety of attacks on objects of critical infrastruc-
ture; 

 the activity of the object under control becomes 
decisive, which makes it difficult to apply the methods of 
the classical theory of control. 

It follows from this that the concept of a decision-
making mechanism should reflect not only the psycho-
logical characteristics of the decision-maker, but also the 
social aspects of security, as well as the consequences of 
the decisions made [1, 2]. 

Therefore, the main purpose of the article is to at-
tempt to formulate a definition of the mechanism that is 
directly related to ensuring the cybersecurity of critical in-
frastructures, as well as to present the characteristics and 
features of the mechanisms reflecting the socio-psycho-
logical aspects of the cybersecurity systems. 

The concept of "mechanism" was originally pro-
posed in the technical field, and only then was borrowed 
by the humanities and is now widely used not only in 
psychology and sociology, but also in economics, man-
agement, decision theory [3, 4]. 

The definition of the term "mechanism" usually 
begins with a reference to mechanics, where this term first 
appeared [5, 6, 7]. The encyclopedia [8] defines the mech-
anism as a set of bodies limiting the movement of each 
other by mutual resistance. In this case, such a character-
istic is noted as the limitation of the number of degrees of 
freedom - the minimum number of its points, whose kin-
ematic characteristics (trajectories and speeds of motion) 
uniquely determine the trajectories and speeds of all 
other points of the mechanism. As a motion transducer, 
the mechanism modifies speeds, or trajectories, or both. 
Such a generalized definition represents the mechanism 

of a phenomenon as a process, system, or tool (cross out) 
for solving certain problems. 

Using the phase plane as a display space for any 
changes, including technical and economic system, which 
is a cybersecurity system, its behavior can be described in 
terms of coordinates and their rate of change [9]. There-
fore, even with such a cybernetic approach, the mecha-
nism for implementing a certain process can be defined 
as a set of rules and constraints determining the dynamic 
characteristics of the system (the trajectories of the system 
and the rate of change of variables that describe the state 
of the system) [10, 11]. The mechanism for implementing 
any process thus defined modifies (shapes) both trajecto-
ries and speeds (or both), determining the effectiveness of 
achieving the target state and the characteristics of man-
agement decisions made to implement the appropriate 
cybersecurity level management [12]. At the same time, it 
is possible to talk about decision-making mechanisms 
about goals (the goal setting mechanism) and decision-
making mechanisms about actions (mechanisms of regu-
lation, program management, stabilization depending on 
the tasks of management) [13-16]. 

Unfortunately, despite the quite active use of this 
term, its exact and detailed definition is not always given 
in disciplines that are not related to mechanics. This 
causes not only its incorrect use, but also ambiguous in-
terpretation, and, as a result, misunderstanding related to 
the mixing of concepts of mechanism and model. 

Research results 

To analyze the use of the concept of "mechanism" in 
cybersecurity systems, an ontology of the field of research 
related to the design and use of security mechanisms was 
built [16]. As a base for building ontology, articles related 
to cybersecurity were used in the title of which the term 
"mechanism" was encountered (the main ones are refer-
enced in the list of references). As an instrumental ap-
proach, we have used one involving the extraction of basic 
concepts, the relations between them and the construction 
of ontology from natural language texts (articles, reports, 
monographs). Today, this approach is quite common for 
the formal presentation of subject areas. 

As a result of the text processing of articles from 
scientific journals, a list of basic concepts was originally 
received. Figure 1 shows the results of the work of the 
TextToOnto program [18, 19] on the extraction of con-
cepts, which are ordered by the frequency of occurrence 
in the totality of the presented sources forming the lexi-
con (corpus) of the subject area. An analysis of the data 
obtained shows that the term "mechanism" is not the most 
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used in the texts of articles, although it is in the title of the 
article. Moreover, in most articles this term is not even in-
cluded on the list of keywords. Moreover, the word 
"model" is used even more often than "mechanism", and 
they are replaced each other and are used interchangea-
bly. It should also be noted that the most repeated word 
in the articles of the relevant subject is "agent". This most 
likely indicates that the authors of scientific articles asso-
ciate the implementation and functioning of mechanisms 
in cybersecurity systems with agent-based modeling, 
which share cybersecurity mechanisms with socio-psy-
chological characteristics that distinguish this type of sim-
ulation from the rest (the character term, emerging in ar-
ticles in the context of personality traits, indirectly con-
firms this assumption). 

The emergence of the concept of "mechanism" in 
the constructed ontological model is also interesting one 
(Fig. 2). It appears in the combination of "designing mech-
anisms", with the leading term "designing". The basic ar-
ticles on the development of algorithmic mechanisms 
(AMD) are [20, 21]. In these articles, a formal model of 
centralized computing was proposed, in which the stim-
ulating part "development of the mechanism" was com-
bined with the computational capability for processing 
(the "algorithmic" part). The articles [22, 23] present an ex-
tension of the mentioned model to the level of a distrib-
uted algorithmic mechanism (DAMD), in which there are 
the same goals, but, in addition, the agents, the corre-
sponding information and the computational model are 
distributed in nature. 
 

 
Fig. 1. List of concepts that form the ontology  

of "cybersecurity mechanism" 

Till now, the work on the design of distributed al-
gorithmic mechanisms (DAMD) has focused on the 
"truthful" mechanisms. The general approach, which is 
consistent with the approach in the economic literature, is 
to develop mechanisms that are compatible with incen-
tives in the technical sense in the sense that strategic 
agents cannot improve their well-being by providing 
false information about their personal involvement. The 
prerequisite for this approach is that agents voluntarily 

disclose their personal information if a lie does not benefit 
from them. 

Another feature of the constructed ontological 
model is also interesting. If we talk about the theoretical 
basis of the design and use of mechanisms, the theory in 
ontology appears only as a game theory. This may indi-
cate a certain point of view of the authors of articles that 
use the mechanism in the context of the game strategy. 

In essence, game theory is the study of what hap-
pens when independent agents act selfishly. The design 
engine asks how systems can be designed so that the self-
ish behavior of agents leads to the desired system-wide 
goals. The "mechanisms" in this area are output specifica-
tions and payments to agents that encourage them to be-
have in such a way as to produce the desired system-wide 
result [24]. 

 

Fig. 2. The ontological model of "cybersecurity mechanism" 

Attention should be paid to one more branch of 
the ontological model obtained, namely "coordination". 
There are several coordination mechanisms in the current 
literature, the most popular of which are an auction and 
a network of contracts. These mechanisms allow agents 
to allocate resources and tasks to achieve their goals. 

One of the reasons why an auction has become so 
popular is that it is an extremely simple interaction sce-
nario, and therefore it is easy to automate. The auction 
mechanism includes a group of agents, where one agent 
plays the role of an auctioneer, and the remaining agents 
are bidders [25]. The classic scenario assumes that the 
auctioneer wants to sell the item at the highest possible 
price, while the Bidders want to buy at the lowest price. 

Formal auction models are presented in [26]. Auc-
tion and contract networks are presented as coordination 
mechanisms in multi-agent systems based on FIPA 
(Foundation for Intelligent Physical Agents) protocols. 
Mathematical equations are presented that describe vari-
ous parameters characterizing the mechanisms of the auc-
tion and the network of contracts; they allow you to de-
fine the general structure of each mechanism, and groups 
of agents can create several copies of them to coordinate 
their needs. 
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In [27], an approach was proposed to increase the 
productivity of agents using real-time auction mecha-
nisms, based on the idea of setting tasks; here the agent 
may receive a large fine if he is not assigned to the task. 
On the other hand, in [28], a mechanism was developed 
based on market and trading strategies for intelligent net-
works, in particular, using continuous double auction. 

Negotiations are necessary to reach agreements 
between agents. In this case, agents do not have common 
goals, therefore negotiation mechanisms are necessary to 
achieve their goals. A framework for developing and an-
alyzing auction-based coordination mechanisms for co-
operation between agents is presented in [29]. 

The mechanisms of auction and contractual net-
works have been used in many computer science applica-
tions, which include the distribution of goods, tasks and 
resources. Formalization of these mechanisms using 
mathematical models allows us to represent them in dif-
ferent forms (English auction, Dutch auction, etc.). This is 
important because we can generalize the description of 
these protocols, it is very important when it is required to 
optimize their use in this context. Study cases allow you 
to test both models. In addition, models can describe spe-
cific cases of coordination mechanisms, we can easily 
characterize the scenarios in which they want to be used. 
These formal models of auctions and contractual net-
works pursue the goal of proposing an optimization 
model for agent community coordination schemes, which 
is a multi-agent learning mechanism that supports the 
evolution of a multi-agent system. 

An interesting combination of a conceptual ap-
proach to the design of security mechanisms and their 
practical use in the form of the security model of the An-
droid system is presented in [30, 31, 32]. In these works, 
the concept of a reference monitor (reference monitor), 
first introduced in [33], is used. This concept defines the 
project requirements for the implementation of the so-
called link checking mechanism, which should ensure 
that the system can be used to control access to the sys-
tem. To ensure the proper operation of this mechanism, 
three design requirements are set: i) a link verification 
mechanism (full mediation) must always be activated; ii) 
a verification and protection mechanism against unau-
thorized access; and iii) the validation mechanism should 
be small enough to be analyzed and tested. 

Android provides two mechanisms by which an 
application can delegate its own authority to another ap-
plication. The developed Android security model is for-
malized as an abstract finite-state machine (another con-
cept in the constructed ontological model). 

The behavior of the security mechanisms during 
the execution of a session of the device is represented by 
a sequence of system states (a trace of execution), result-
ing from the execution of a sequence of actions starting in 
the (initial) state of the system. 

This article describes the problems that arise when 
trying to apply formal methods to analyze and verify the 
security mechanisms defined by Android to ensure com-
pliance with access control policies based on permissions. 
The idealized model developed by the authors allows a 
logical inference to provide certified guarantees that the 
stated access control policy is effectively provided by 
these mechanisms. It is also shown that, in the presence 

of vulnerabilities, it is possible to use a model to formally 
define and confirm the conditions that must be met in or-
der to mitigate or even prevent the exploitation of these 
vulnerabilities. 

The constructed ontological model lacks concepts 
related to the social and political aspects of cybersecurity. 
Among the publications reflecting this aspect of the prob-
lem, we can single out an article representing the conse-
quences of a fall in trust in the company as a result of 
breach of confidentiality of customer data [34, 35]. How-
ever, the mentioned article is an exception rather than a 
rule for publications dealing with information security is-
sues. 

Trying to fill this gap in research, the authors pro-
pose their own vision of the characteristics and structural 
elements of security mechanisms, reflecting the socio-po-
litical features of the mechanisms. 

Since decision-making processes are directly re-
lated to human mental activity, the question of decision-
making mechanisms has been particularly intensively 
studied in psychology. And the result of the mental activ-
ity of a manager in management literature is increasingly 
considered from the point of view of its intellectual con-
tent. A brief formulation of this approach can be ex-
pressed by the formula "Managerial decision – choice of 
manager". The proposed formula should be changed and 
the adoption of a management decision as an activity of 
an individual, empowered for this purpose, in the condi-
tions of the functioning of the system-organization. 

Due to the fact that management decision-making in 
the field of cybersecurity is a social process, decision-making 
mechanisms can be considered as a particular type of social 
mechanisms with specific characteristics. Sociologists under-
stand social mechanisms as "specific social systems, the func-
tioning of which generates certain social changes in the 
sphere of economics, politics, population reproduction". 
There are a number of common features of social mecha-
nisms, analyzing which you can understand and formalize 
the structure of the decision-making mechanism in the field 
of cybersecurity (Table 1). The formalization of the structure 
of the decision-making mechanism can be obtained by ana-
lyzing the general features of social mechanisms. 

Thus, the cybersecurity mechanism should be con-
sidered as an integral system of relations between social 
subjects regarding the regulation of not only information, 
but also social processes, overcoming dysfunctions of so-
cial institutions, etc., taking into account the motivational, 
cultural, regulatory and value conditions of life and activ-
ities of these subjects. 

The decision-making mechanism in the organiza-
tion is a private variant of management mechanisms. The 
management literature often contains descriptions of spe-
cific management mechanisms in any areas, business sec-
tors, or "technologies" of decision-making in specific 
management situations. In some works, there is an at-
tempt to analyze the essence, structure, and the role of or-
ganizational mechanisms in the functioning and develop-
ment of the organization. In particular, the "organiza-
tional-economic mechanism" of the enterprise’s function-
ing is considered as a purposeful process of solving par-
ticular tasks of its operation based on a stable set of meth-
ods, norms and rules of forming and regulating relations 
between the elements of an organizational structure. 
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Table 1 
General characteristics of social mechanisms 

 Characteristic Description 
1 Functional 

role 
Regulation of social processes in ac-
cordance with public needs – the accel-
eration of some, the containment or 
overcoming of others. 

2 Subjects Certain social groups, depending on 
the type of mechanism, form specific 
systems based on the exchange of the 
results of any activity. These subjects 
can be represented by social institu-
tions (for example, the state repre-
sented by regional authorities), indi-
vidual organizations, representatives 
of various social groups (for example, 
employees of organizations) and oth-
ers. 

3 The founda-
tion 

Social institutions that act as an estab-
lished regulatory framework that de-
fines and supports the necessary forms 
of social behavior, in particular, 
through a network of formal organiza-
tions. 

4 Composition Material and spiritual values are phe-
nomena of social being and social con-
sciousness. 

5 Character Systemic, as indicated by the nature of 
the internal links between the elements 
of the mechanism and the nature of the 
functional links of the mechanism itself 
with the external social environment. 

 

Under the conditions of cyber-terrorism, decisions 
are made politically motivated. Therefore, it is logical to 
draw an analogy between decision-making mechanisms 
for ensuring information security and political decision-
making mechanisms. The concept of a political decision-
making mechanism is considered either as a certain insti-
tution within the framework of the production of any (po-
litical, managerial, economic, etc.) activities, consisting of 
components of different quality (social groups, commu-
nication systems, information systems, normative com-
ponents, etc.), or – as local "procedures" of interaction, 
"activities", in turn, consisting of a series of specific oper-
ations aimed at achieving the goal. In the political context, 
the mechanism is considered as a multi-level system con-
sisting of a social-goal-oriented, orientation-regulatory, 
and organizational-instrumental subcomplexes. The pro-
posed definition should reflect the strengths of various 
methodological approaches to the study of decision mak-
ing; reflect the participation of decision-making agents of 
all levels – individual, group, organizational; take into ac-
count formal and informal, rational and irrational deci-
sion-making factors; take into account the instrumental 
component of decision making – ways to achieve the goal, 
including organizational forms and procedures, methods 
and resources, types of interactions and communications 
between agents. 

Political decisions are also managerial; therefore, 
turning to an analysis of their mechanisms allows us to 
concretize the process of making management decisions 
in economic organizations. 

So, the "decision-making mechanism" is inter-
preted in quite a variety of ways: both as elementary in-
formation processes and complex thinking programs, as 

a process of regular change of any system states, and as 
an internal connection and interdependence of system el-
ements, and as individual specific social systems. The 
analysis of various existing approaches leads to the con-
clusion that as a mechanism for making management de-
cisions one should consider the system of relations and 
interactions of various (individual, group, actually organ-
izational) agents with the aim of solving a problem. In this 
case, the head acts as a person authorized to make the  

The structure of the management decision-making 
mechanism is presented in Table 2. 

Table 2 
Structural elements of the mechanism 

№ Element Characteristic 
1 Subjects 

and actors 
of decision 
making 

- decision maker; 
- the owner of the problem; 
- members of the active group; 
- voters or group member; 
- expert; 
- decision-making consultant. 

2 Problem-
target 
compo-
nent 

The problem facing the decision maker 
and the purpose of its resolution. 

3 Regula-
tory com-
ponent 

Regulatory conditions: 
- subjective (motives, values, installations 
of decision makers); 
- objective (norms, rules of the social en-
vironment, the expectations of the team). 

4 Process In-
teractive 
Compo-
nent 

Stages of managerial decision-making, 
represented by operations and actions of 
agents, schemes of their interaction in 
time. 

5 Instru-
mental 
compo-
nent 

Individual and group methods, technolo-
gies, methods of making management de-
cisions. 

 

According to the degree of combination of indi-
vidual and group participation in decision-making, we 
can distinguish levels of managerial decision-making. 
Combining elements with different characteristics leads 
to different mechanisms, allowing for a collegial discus-
sion of the problem (Table 3). 

Table 3 
Examples of management decision-making mechanisms 

№ Mecha-
nism 

Characteristic 

1 formal-
ized 

standard, "programmed" (i.e. having a 
clear sequence of actions), repetitive deci-
sions are made with the help of stream-
lined organizational procedures pre-
scribed in the established regulatory acts. 

2 demo-
cratic 

whenever possible, all interested people 
are involved in the decision making, the 
opinion of both the subjects and the ad-
dressees of the decision made is taken into 
account. In this regard, different instru-
mental methods of coordination and deci-
sion-making are used.  

3 elimina-
tive 

delegation of responsibility for the prepa-
ration and partial decision making on sub-
ordinates, prevention and prevention of 
"difficult" choice situations, minimizing 
the number of choice situations, etc. 
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Conclusion 

The review allows us to conclude that cybersecu-
rity decision-making mechanisms are a complex system 
of interactions of various organizational agents, aimed at 
achieving specific goals and performing a number of ob-
vious and specific security functions within existing 
rules, norms and restrictions in organizations. Most of the 
works represent specific developments of models, tech-
nologies, rules. At the same time, there is no uniform clas-
sification of the mechanisms used and being developed, 
and the concept itself is used as a synonym for the model, 
the system of rules, and technology. The paper analyzes 
publications related to the concept of the mechanism in 
cyber security systems. Based on the analyzed publica-
tions. An ontological model was constructed, which is the 
carrier of knowledge about the relevant subject area. 
Analysis of the model made it possible to track the main 
directions of development by the mechanism for ensuring 
the protection of critical infrastructure facilities. The au-
thors presented a system of characteristics and structural 
elements of mechanisms in the socio-economic and polit-
ical contexts of the use of cyber defense mechanisms, 
which previously was practically not presented in the lit-
erature on information security and cyber defense. With 
this in mind, the authors proposed to consider the deci-
sion-making mechanism in cybersecurity systems as a 
system of relations and interactions of various (individ-
ual, group, organizational) agents, the interaction of 
which is aimed at solving the security problem. 
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Милов А., Казакова Н., Мильчарский П., Король О. Механизмы кибербезопасности: проблема концеп-
туализации 
Аннотация. В статье рассмотрены общие подходы, связанные с использованием понятия «механизм» в си-
стеме кибербезопасности.  Представлено первоначальное определение механизма в системах аналитической 
динамики. Прослежена трансформация понятия «механизм» от механических систем до экономических, со-
циальных и организационно-технологических. Сформулировано определение механизма, которое может быть 
использовано при анализе и проектировании систем принятия решений, рассмотрены особенности использо-
вания этого понятия в системах кибербезопасности. Проанализированы публикации, связанные с концепцией 
механизма в системах кибербезопасности, на основании которых была построена онтологическая модель, ко-
торую можно рассматривать как носитель знаний о соответствующей предметной области. Особое внима-
ние уделено анализу и разработке алгоритмических механизмов, используемых в теории аукционов, а также 
приложений, основанных на использовании как классической теории игр, так и теории динамических игр. 
Анализ модели позволил отследить основные направления развития с помощью механизма обеспечения за-
щиты критически важных объектов инфраструктуры. Представлена система характеристик и структур-
ных элементов механизмов в социально-экономическом и политическом контекстах использования механиз-
мов киберзащиты, которая ранее практически не была представлена в литературе по информационной без-
опасности и киберзащите. Учитывая это, предложено рассматривать механизм принятия решений в систе-
мах кибербезопасности как систему отношений и взаимодействий различных (индивидуальных, групповых, 
организационных) агентов, взаимодействие которых направлено на решение проблемы обеспечения безопасно-
сти. Указано, что частным вариантом такого подхода является механизм принятия решений. Представ-
лены условия, при которых система кибербезопасности приобретает ярко выраженные черты социально-эко-
номических и политических систем, что подчеркивает правомерность предлагаемого авторами подхода. 
Ключевые слова: механизм, кибербезопасность, онтология, проектирование механизма, аукцион, теория игр. 
 
Мілов О., Казакова Н., Мільчарський П., Король О. Механізми кібербезпеки: проблема концептуалізації 
Анотація. У статті розглянуто загальні підходи, пов'язані з використанням поняття «механізм» в системі 
кібербезпеки. Представлено первинне визначення механізму в системах аналітичної динаміки. Простежено 
трансформацію поняття «механізм» від механічних систем до економічних, соціальних і організаційно-тех-
нологічних. Сформульовано визначення механізму, яке може бути використано при аналізі і проектуванні 
систем прийняття рішень, розглянуті особливості використання цього поняття в системах кібербезпеки. 
Проаналізовано публікації, пов'язані з концепцією механізму в системах кібербезпеки, на підставі яких була 
побудована онтологічна модель, яку можна розглядати як носій знань відповідної предметної області. Особ-
ливу увагу приділено аналізу та розробки алгоритмічних механізмів, використовуваних в теорії аукціонів, а 
також додатків, заснованих на використанні як класичної теорії ігор, так і теорії динамічних ігор. Аналіз 
моделі дозволив відстежити основні напрями розвитку за допомогою механізму забезпечення захисту крити-
чно важливих об'єктів інфраструктури. Представлена система характеристик і структурних елементів 
механізмів в соціально-економічному і політичному контекстах використання механізмів кіберзахисту, яка 
раніше практично не розглядалась  в літературі з інформаційної безпеки і кіберзахисту. З огляду на це, запро-
поновано розглядати механізм прийняття рішень в системах кібербезпеки як систему відносин різних (інди-
відуальних, групових, організаційних) агентів, взаємодія яких спрямована на вирішення проблеми забезпечення 
захисту належного рівня. Зазначено, що одним з варіантів такого підходу є механізм прийняття рішень. 
Представлені умови, при яких система кібербезпеки набуває яскраво виражені риси соціально-економічних і 
політичних систем, що підкреслює правомірність запропонованого авторами підходу. 
Ключові слова: механізм, кібербезпека, онтологія, проектування механізму, аукціон, теорія ігор. 
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