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Abstract. The article discusses general approaches related to the use of the concept of “mechanism” in the cybersecurity
system. The initial definition of the mechanism in systems of analytical dynamics is presented. The transformation of the
concept of “mechanism” is traced from mechanical systems to economic, social and organizational-technological. The def-
inition of a mechanism that can be used in the analysis and design of decision-making systems is formulated, the features
of using this concept in cybersecurity systems are considered. The publications related to the concept of the mechanism in
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cybersecurity systems were analyzed, on the basis of which an ontological model was built, which can be considered as a
carrier of knowledge about the corresponding subject area. Particular attention is paid to the analysis and development of
algorithmic mechanisms used in auction theory, as well as applications based on the use of both the classical theory of
games and the theory of dynamic games. Analysis of the model made it possible to track the main directions of development
using a mechanism to ensure the protection of critical infrastructure. The system of characteristics and structural elements
of mechanisms in the socio-economic and political contexts of the use of cyber defense mechanisms is presented, which was
not previously presented in the literature on information security and cyber defense. Given this, it is proposed to consider
the decision-making mechanism in cybersecurity systems as a system of relations and interactions of various (individual,
group, organizational) agents, whose interaction is aimed at solving the security problem. It is indicated that a particular
variant of this approach is the decision-making mechanism. The conditions are presented under which the cybersecurity
system acquires pronounced features of socio-economic and political systems, which emphasizes the legitimacy of the ap-

proach proposed by the authors.

Keywords: mechanism, cyber security, ontology, mechanism design, auction, game theory.

Introduction

The concept of "mechanism" is quite widely used
lately in a context that is far from mechanics. Certain as-
pects of the analysis and synthesis of mechanisms to en-
sure cybersecurity are discussed in sufficient detail in the
literature. However, in most works, the forms, methods,
controls for specific conditions and levels of management
are considered without specifying what the authors un-
derstand by the term "mechanism". Moreover, analysis of
processes and decision-making systems should lead us to
clarify the meaning that we put into the concept of a
mechanism for making management decisions. The need
for this (in the framework of second order cybernetics) is
determined by the following reasons:

— the role of the decision maker in cybersecurity
systems is increasing, that is associated with an increase
in the variety of attacks on objects of critical infrastruc-
ture;

— the activity of the object under control becomes
decisive, which makes it difficult to apply the methods of
the classical theory of control.

It follows from this that the concept of a decision-
making mechanism should reflect not only the psycho-
logical characteristics of the decision-maker, but also the
social aspects of security, as well as the consequences of
the decisions made [1, 2].

Therefore, the main purpose of the article is to at-
tempt to formulate a definition of the mechanism that is
directly related to ensuring the cybersecurity of critical in-
frastructures, as well as to present the characteristics and
features of the mechanisms reflecting the socio-psycho-
logical aspects of the cybersecurity systems.

The concept of "mechanism" was originally pro-
posed in the technical field, and only then was borrowed
by the humanities and is now widely used not only in
psychology and sociology, but also in economics, man-
agement, decision theory [3, 4].

The definition of the term "mechanism" usually
begins with a reference to mechanics, where this term first
appeared [5, 6, 7]. The encyclopedia [8] defines the mech-
anism as a set of bodies limiting the movement of each
other by mutual resistance. In this case, such a character-
istic is noted as the limitation of the number of degrees of
freedom - the minimum number of its points, whose kin-
ematic characteristics (trajectories and speeds of motion)
uniquely determine the trajectories and speeds of all
other points of the mechanism. As a motion transducer,
the mechanism modifies speeds, or trajectories, or both.
Such a generalized definition represents the mechanism

of a phenomenon as a process, system, or tool (cross out)
for solving certain problems.

Using the phase plane as a display space for any
changes, including technical and economic system, which
is a cybersecurity system, its behavior can be described in
terms of coordinates and their rate of change [9]. There-
fore, even with such a cybernetic approach, the mecha-
nism for implementing a certain process can be defined
as a set of rules and constraints determining the dynamic
characteristics of the system (the trajectories of the system
and the rate of change of variables that describe the state
of the system) [10, 11]. The mechanism for implementing
any process thus defined modifies (shapes) both trajecto-
ries and speeds (or both), determining the effectiveness of
achieving the target state and the characteristics of man-
agement decisions made to implement the appropriate
cybersecurity level management [12]. At the same time, it
is possible to talk about decision-making mechanisms
about goals (the goal setting mechanism) and decision-
making mechanisms about actions (mechanisms of regu-
lation, program management, stabilization depending on
the tasks of management) [13-16].

Unfortunately, despite the quite active use of this
term, its exact and detailed definition is not always given
in disciplines that are not related to mechanics. This
causes not only its incorrect use, but also ambiguous in-
terpretation, and, as a result, misunderstanding related to
the mixing of concepts of mechanism and model.

Research results

To analyze the use of the concept of "mechanism" in
cybersecurity systems, an ontology of the field of research
related to the design and use of security mechanisms was
built [16]. As a base for building ontology, articles related
to cybersecurity were used in the title of which the term
"mechanism" was encountered (the main ones are refer-
enced in the list of references). As an instrumental ap-
proach, we have used one involving the extraction of basic
concepts, the relations between them and the construction
of ontology from natural language texts (articles, reports,
monographs). Today, this approach is quite common for
the formal presentation of subject areas.

As a result of the text processing of articles from
scientific journals, a list of basic concepts was originally
received. Figure 1 shows the results of the work of the
TextToOnto program [18, 19] on the extraction of con-
cepts, which are ordered by the frequency of occurrence
in the totality of the presented sources forming the lexi-
con (corpus) of the subject area. An analysis of the data
obtained shows that the term "mechanism" is not the most
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used in the texts of articles, although it is in the title of the
article. Moreover, in most articles this term is not even in-
cluded on the list of keywords. Moreover, the word
"model" is used even more often than "mechanism", and
they are replaced each other and are used interchangea-
bly. It should also be noted that the most repeated word
in the articles of the relevant subject is "agent". This most
likely indicates that the authors of scientific articles asso-
ciate the implementation and functioning of mechanisms
in cybersecurity systems with agent-based modeling,
which share cybersecurity mechanisms with socio-psy-
chological characteristics that distinguish this type of sim-
ulation from the rest (the character term, emerging in ar-
ticles in the context of personality traits, indirectly con-
firms this assumption).

The emergence of the concept of "mechanism" in
the constructed ontological model is also interesting one
(Fig. 2). It appears in the combination of "designing mech-
anisms", with the leading term "designing". The basic ar-
ticles on the development of algorithmic mechanisms
(AMD) are [20, 21]. In these articles, a formal model of
centralized computing was proposed, in which the stim-
ulating part "development of the mechanism" was com-
bined with the computational capability for processing
(the "algorithmic" part). The articles [22, 23] present an ex-
tension of the mentioned model to the level of a distrib-
uted algorithmic mechanism (DAMD), in which there are
the same goals, but, in addition, the agents, the corre-
sponding information and the computational model are
distributed in nature.

TFIDF

Word Frequency Enftropy
agent 716 4.308| 1.252
system 497| 39 1.275|
self 387| 4439 1.082]
[ 318| 39| 1278|
o network 278 3987 1.209
[ research 267| 4083 1.205|
| character 242 5602 1.007|
[ model 249| 39 1.338|
mechanism 220| 3.987] 1.25|
o simul 204| 4.439| 1234/
[ information 204 39| 1.328|
[o control 193' 398?- 1 196'
[ example 194] 3.987| 1.235|
[ o attack 180| 4776 1137
fig ' 173| 4999 1122
organisation | 155' 6. 335- ‘I'
time 167 3.987| 1.331|
dedcision 151| 4306 1214
task ' 152 4.188| 1.265|
trust [ 128 5.287| 1.037]
o process 142] 3.987) 1.266|
| number 148 3987 1.266|

Fig. 1. List of concepts that form the ontology
of "cybersecurity mechanism"

Till now, the work on the design of distributed al-
gorithmic mechanisms (DAMD) has focused on the
"truthful" mechanisms. The general approach, which is
consistent with the approach in the economic literature, is
to develop mechanisms that are compatible with incen-
tives in the technical sense in the sense that strategic
agents cannot improve their well-being by providing
false information about their personal involvement. The
prerequisite for this approach is that agents voluntarily
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disclose their personal information if a lie does not benefit
from them.

Another feature of the constructed ontological
model is also interesting. If we talk about the theoretical
basis of the design and use of mechanisms, the theory in
ontology appears only as a game theory. This may indi-
cate a certain point of view of the authors of articles that
use the mechanism in the context of the game strategy.

In essence, game theory is the study of what hap-
pens when independent agents act selfishly. The design
engine asks how systems can be designed so that the self-
ish behavior of agents leads to the desired system-wide
goals. The "mechanisms" in this area are output specifica-
tions and payments to agents that encourage them to be-
have in such a way as to produce the desired system-wide
result [24].
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Fig. 2. The ontological model of "cybersecurity mechanism"

Attention should be paid to one more branch of
the ontological model obtained, namely "coordination".
There are several coordination mechanisms in the current
literature, the most popular of which are an auction and
a network of contracts. These mechanisms allow agents
to allocate resources and tasks to achieve their goals.

One of the reasons why an auction has become so
popular is that it is an extremely simple interaction sce-
nario, and therefore it is easy to automate. The auction
mechanism includes a group of agents, where one agent
plays the role of an auctioneer, and the remaining agents
are bidders [25]. The classic scenario assumes that the
auctioneer wants to sell the item at the highest possible
price, while the Bidders want to buy at the lowest price.

Formal auction models are presented in [26]. Auc-
tion and contract networks are presented as coordination
mechanisms in multi-agent systems based on FIPA
(Foundation for Intelligent Physical Agents) protocols.
Mathematical equations are presented that describe vari-
ous parameters characterizing the mechanisms of the auc-
tion and the network of contracts; they allow you to de-
fine the general structure of each mechanism, and groups
of agents can create several copies of them to coordinate
their needs.
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In [27], an approach was proposed to increase the
productivity of agents using real-time auction mecha-
nisms, based on the idea of setting tasks; here the agent
may receive a large fine if he is not assigned to the task.
On the other hand, in [28], a mechanism was developed
based on market and trading strategies for intelligent net-
works, in particular, using continuous double auction.

Negotiations are necessary to reach agreements
between agents. In this case, agents do not have common
goals, therefore negotiation mechanisms are necessary to
achieve their goals. A framework for developing and an-
alyzing auction-based coordination mechanisms for co-
operation between agents is presented in [29].

The mechanisms of auction and contractual net-
works have been used in many computer science applica-
tions, which include the distribution of goods, tasks and
resources. Formalization of these mechanisms using
mathematical models allows us to represent them in dif-
ferent forms (English auction, Dutch auction, etc.). This is
important because we can generalize the description of
these protocols, it is very important when it is required to
optimize their use in this context. Study cases allow you
to test both models. In addition, models can describe spe-
cific cases of coordination mechanisms, we can easily
characterize the scenarios in which they want to be used.
These formal models of auctions and contractual net-
works pursue the goal of proposing an optimization
model for agent community coordination schemes, which
is a multi-agent learning mechanism that supports the
evolution of a multi-agent system.

An interesting combination of a conceptual ap-
proach to the design of security mechanisms and their
practical use in the form of the security model of the An-
droid system is presented in [30, 31, 32]. In these works,
the concept of a reference monitor (reference monitor),
first introduced in [33], is used. This concept defines the
project requirements for the implementation of the so-
called link checking mechanism, which should ensure
that the system can be used to control access to the sys-
tem. To ensure the proper operation of this mechanism,
three design requirements are set: i) a link verification
mechanism (full mediation) must always be activated; ii)
a verification and protection mechanism against unau-
thorized access; and iii) the validation mechanism should
be small enough to be analyzed and tested.

Android provides two mechanisms by which an
application can delegate its own authority to another ap-
plication. The developed Android security model is for-
malized as an abstract finite-state machine (another con-
cept in the constructed ontological model).

The behavior of the security mechanisms during
the execution of a session of the device is represented by
a sequence of system states (a trace of execution), result-
ing from the execution of a sequence of actions starting in
the (initial) state of the system.

This article describes the problems that arise when
trying to apply formal methods to analyze and verify the
security mechanisms defined by Android to ensure com-
pliance with access control policies based on permissions.
The idealized model developed by the authors allows a
logical inference to provide certified guarantees that the
stated access control policy is effectively provided by
these mechanisms. It is also shown that, in the presence
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of vulnerabilities, it is possible to use a model to formally
define and confirm the conditions that must be met in or-
der to mitigate or even prevent the exploitation of these
vulnerabilities.

The constructed ontological model lacks concepts
related to the social and political aspects of cybersecurity.
Among the publications reflecting this aspect of the prob-
lem, we can single out an article representing the conse-
quences of a fall in trust in the company as a result of
breach of confidentiality of customer data [34, 35]. How-
ever, the mentioned article is an exception rather than a
rule for publications dealing with information security is-
sues.

Trying to fill this gap in research, the authors pro-
pose their own vision of the characteristics and structural
elements of security mechanisms, reflecting the socio-po-
litical features of the mechanisms.

Since decision-making processes are directly re-
lated to human mental activity, the question of decision-
making mechanisms has been particularly intensively
studied in psychology. And the result of the mental activ-
ity of a manager in management literature is increasingly
considered from the point of view of its intellectual con-
tent. A brief formulation of this approach can be ex-
pressed by the formula "Managerial decision - choice of
manager". The proposed formula should be changed and
the adoption of a management decision as an activity of
an individual, empowered for this purpose, in the condi-
tions of the functioning of the system-organization.

Due to the fact that management decision-making in
the field of cybersecurity is a social process, decision-making
mechanisms can be considered as a particular type of social
mechanisms with specific characteristics. Sociologists under-
stand social mechanisms as "specific social systems, the func-
tioning of which generates certain social changes in the
sphere of economics, politics, population reproduction”.
There are a number of common features of social mecha-
nisms, analyzing which you can understand and formalize
the structure of the decision-making mechanism in the field
of cybersecurity (Table 1). The formalization of the structure
of the decision-making mechanism can be obtained by ana-
lyzing the general features of social mechanisms.

Thus, the cybersecurity mechanism should be con-
sidered as an integral system of relations between social
subjects regarding the regulation of not only information,
but also social processes, overcoming dysfunctions of so-
cial institutions, etc., taking into account the motivational,
cultural, regulatory and value conditions of life and activ-
ities of these subjects.

The decision-making mechanism in the organiza-
tion is a private variant of management mechanisms. The
management literature often contains descriptions of spe-
cific management mechanisms in any areas, business sec-
tors, or "technologies" of decision-making in specific
management situations. In some works, there is an at-
tempt to analyze the essence, structure, and the role of or-
ganizational mechanisms in the functioning and develop-
ment of the organization. In particular, the "organiza-
tional-economic mechanism" of the enterprise’s function-
ing is considered as a purposeful process of solving par-
ticular tasks of its operation based on a stable set of meth-
ods, norms and rules of forming and regulating relations
between the elements of an organizational structure.
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Table 1
General characteristics of social mechanisms

Characteristic
1 | Functional
role

Description
Regulation of social processes in ac-
cordance with public needs - the accel-
eration of some, the containment or
overcoming of others.
Certain social groups, depending on
the type of mechanism, form specific
systems based on the exchange of the
results of any activity. These subjects
can be represented by social institu-
tions (for example, the state repre-
sented by regional authorities), indi-
vidual organizations, representatives
of various social groups (for example,
employees of organizations) and oth-
ers.
Social institutions that act as an estab-
lished regulatory framework that de-
fines and supports the necessary forms
of social behavior, in particular,
through a network of formal organiza-
tions.
Material and spiritual values are phe-
nomena of social being and social con-
sciousness.
Systemic, as indicated by the nature of
the internal links between the elements
of the mechanism and the nature of the
functional links of the mechanism itself
with the external social environment.

2 | Subjects

3 | The
tion

founda-

4 | Composition

5 | Character

Under the conditions of cyber-terrorism, decisions
are made politically motivated. Therefore, it is logical to
draw an analogy between decision-making mechanisms
for ensuring information security and political decision-
making mechanisms. The concept of a political decision-
making mechanism is considered either as a certain insti-
tution within the framework of the production of any (po-
litical, managerial, economic, etc.) activities, consisting of
components of different quality (social groups, commu-
nication systems, information systems, normative com-
ponents, etc.), or - as local "procedures" of interaction,
"activities", in turn, consisting of a series of specific oper-
ations aimed at achieving the goal. In the political context,
the mechanism is considered as a multi-level system con-
sisting of a social-goal-oriented, orientation-regulatory,
and organizational-instrumental subcomplexes. The pro-
posed definition should reflect the strengths of various
methodological approaches to the study of decision mak-
ing; reflect the participation of decision-making agents of
all levels - individual, group, organizational; take into ac-
count formal and informal, rational and irrational deci-
sion-making factors; take into account the instrumental
component of decision making - ways to achieve the goal,
including organizational forms and procedures, methods
and resources, types of interactions and communications
between agents.

Political decisions are also managerial; therefore,
turning to an analysis of their mechanisms allows us to
concretize the process of making management decisions
in economic organizations.

So, the "decision-making mechanism" is inter-
preted in quite a variety of ways: both as elementary in-
formation processes and complex thinking programs, as
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a process of regular change of any system states, and as
an internal connection and interdependence of system el-
ements, and as individual specific social systems. The
analysis of various existing approaches leads to the con-
clusion that as a mechanism for making management de-
cisions one should consider the system of relations and
interactions of various (individual, group, actually organ-
izational) agents with the aim of solving a problem. In this
case, the head acts as a person authorized to make the

The structure of the management decision-making
mechanism is presented in Table 2.

Table 2
Structural elements of the mechanism
No Element Characteristic
1 Subjects - decision maker;
and actors | - the owner of the problem;
of decision | - members of the active group;
making - voters or group member;
- expert;
- decision-making consultant.
2 | Problem- The problem facing the decision maker
target and the purpose of its resolution.
compo-
nent
3 Regula- Regulatory conditions:
tory com- | -subjective (motives, values, installations
ponent of decision makers);

- objective (norms, rules of the social en-
vironment, the expectations of the team).
Stages of managerial decision-making,

4 Process In-

teractive represented by operations and actions of
Compo- agents, schemes of their interaction in
nent time.

5 Instru- Individual and group methods, technolo-

mental gies, methods of making management de-
compo- cisions.
nent

According to the degree of combination of indi-
vidual and group participation in decision-making, we
can distinguish levels of managerial decision-making.
Combining elements with different characteristics leads
to different mechanisms, allowing for a collegial discus-
sion of the problem (Table 3).

Table 3
Examples of management decision-making mechanisms
No | Mecha- Characteristic
nism

1 | formal- standard, "programmed" (i.e. having a
ized clear sequence of actions), repetitive deci-
sions are made with the help of stream-
lined organizational procedures pre-

scribed in the established regulatory acts.
2 demo- whenever possible, all interested people
cratic are involved in the decision making, the

opinion of both the subjects and the ad-
dressees of the decision made is taken into
account. In this regard, different instru-
mental methods of coordination and deci-
sion-making are used.

delegation of responsibility for the prepa-
ration and partial decision making on sub-
ordinates, prevention and prevention of

3 elimina-
tive

"difficult" choice situations, minimizing
the number of choice situations, etc.
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Conclusion

The review allows us to conclude that cybersecu-
rity decision-making mechanisms are a complex system
of interactions of various organizational agents, aimed at
achieving specific goals and performing a number of ob-
vious and specific security functions within existing
rules, norms and restrictions in organizations. Most of the
works represent specific developments of models, tech-
nologies, rules. At the same time, there is no uniform clas-
sification of the mechanisms used and being developed,
and the concept itself is used as a synonym for the model,
the system of rules, and technology. The paper analyzes
publications related to the concept of the mechanism in
cyber security systems. Based on the analyzed publica-
tions. An ontological model was constructed, which is the
carrier of knowledge about the relevant subject area.
Analysis of the model made it possible to track the main
directions of development by the mechanism for ensuring
the protection of critical infrastructure facilities. The au-
thors presented a system of characteristics and structural
elements of mechanisms in the socio-economic and polit-
ical contexts of the use of cyber defense mechanisms,
which previously was practically not presented in the lit-
erature on information security and cyber defense. With
this in mind, the authors proposed to consider the deci-
sion-making mechanism in cybersecurity systems as a
system of relations and interactions of various (individ-
ual, group, organizational) agents, the interaction of
which is aimed at solving the security problem.
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Muao6 A., KasaxoBa H., Muavuapckui I1., Kopoas O. Mexanusmut kubepbe3onacHocmu: npob.1ema KoHyen-
myaiusayuu

Annomayusa. B cmamve paccmompens obujue 100x00bl, cB3anHble C UCHO0Ab306aHUeM NOHAMUS «MeXAHUM» 6 cu-
cmeme kubepbesonacnocmu. Ilpedcmabaeno nepbonauarstioe onpedesene MexaHusMa 6 cucmemax aHAAUMUHeckoi
Ounamuxu. ITpocaexena mpancopmayuis NOHAMUA «<MEXAHUSM» 011 MEXAHUHECKUX CUCTEM 00 IKOHOMUHECKUX, CO-
YUALBHBIX U Opeanu3ayuonHo-mexHosoeuteckux. Cihopmyaupobaro onpedeserie Mexanusma, Komopoe mosxem Ovinb
UCNoAb306aHo Npu aAHAAUSe U NPOEKMUPOBaHUY CUCTIEM NPUHAMUA peuleHutl, pACCMOMPEHbl 0CODEHHOCTIU UCHOAB30-
Banus 3moeo nonamusa 6 cucmemax xubepbesonacrnocmu. IpoanasusupoBans. nydauxayuu, céasannvle ¢ KoHyenyuerl
Mexanusma 6 cucmemax kubepbe3onacrocnu, Ha 0CHOBAHUL KOMOpPbLX ObLAA NOCHIPOEHA OHINOAOSUUECKAA MOOeAb, KO-
MOpY10 MOXKHO paccmampubams kax HocumeAb 3HAHUIL 0 coomBemcmByroueni npedmemnot obaacmu. Ocoboe BHuma-
Hue YoeAeHo aHAAU3Y U paspaboimie ale0pumMU4ecKux Mexanusmob, UcnoAb3yeMsix 6 meopuu aykyuonos, a maxxie
NPUA0KEHUTL, OCHOBAHHBIX HA UCNOAB30BAHUY KAK KAACCUYECKOT TMeopuu uep, max u meopuu OUHAMUHECKUX U2p.
Anaaus modeau 1036oaua omeaedums ocHoBHble Hanpadienus pasbumus ¢ NOMOUbI0 MeXanusMa obecrieyeHus 3a-
wumslL kpumuecku Baxrvix 0bvexmo8 ungppacmpyxmypst. [Ipedcmabaena cucmema Xapaxmepucmux u cmpyxmyp-
HbIX 2AeMeHIN0B Mexanu3moB 6 coyuarbHo-3KOHOMUHECKOM U HOAUMUYECKOM KOHMEKCMAX UCn0Ab308aH1s MexXanus3-
MO8 Kubepsauyumol, Komopas paxee npaxmuecku He bviaa npedcmabaena 8 aumepamype 1o uHGOpMAYUOHHOT be3-
onacxocmu u kubep3augume. Yuumvibas 51mo, npedA0KeHo pacCMAMPUBAITL MeXAHU3M NPUHAMUA peutenuti 6 cucme-
Mmax kubepbesonacrHocmu kak cucmemy omuoulenut u 63aumodericmbuii pasauunsix (UHOUBUOYAAbHBIX, epynnoBbLx,
Op2aHU3AYUOHHDBIX) aeeHmob, B3aumodeiicnbue KOmMopuix HANpabaeHo Ha peuierue npobaemsi obecneueHs be3onacHo-
cmu. Ykasauo, umo uacmuuiM 6apuanmom makoeo no0xooa ABAAEMCA MeXaHusM npuHAmua pewienut. Ilpedcmab-
AeHbl ycaoBus, npu Komopsix cucmema kubepbesonacrocmu npuobpemaem apko BviparxieHHbvie uepmuvl coYUaNLHO-3KO-
HOMUHECKUX U NOAUTMUYECKUX CUCIeM, 4mo noduepkubaem npabomepHocms npediazaemozo amopamu nooxooa.
KaroueBuie croBa: mexanusm, kubdepbesonacHocns, OHMOA02US, NPOeKMupoBanLie MeXanusma, AYKYUOH, Meopus uep.

Min06 O., KasaxoBa H., Misvuapcvkuii I1., Kopoav O. Mexanismu kibepbesnexu: npob.iema KoHyenmyarizayii
Anomayisa. Y cmammi po3esaHymo 3a2aivti nioxoou, 106" 13ami 3 BUKOPUCIAHHAM NOHAMIMA «<MeXAHi3M» 6 cucimemi
Kkibepbesnexu. IIpedcmabaeno nepBunne Gusnauenns mexanismy 6 cucmemax auasimuunoi Ounamikuy. IIpocmesxero
MPAHCHOPMAYTI0 NOHAMMA «MeXAHIZM» Bi0 MeXAHTUHUX cucteM 00 eKOHOMIUHIX, COYIAABHUX 1 OpeaHisayiliHo-mex-
Hoaoeiunux. Cehopmya08ano BusHAUEHHA MeXAHI3MY, AKe Moxe Dymu Bukopucmano npu auaiisi i npoexmyBani
cucmeM NPULHAMMA piulens, posesanymi ocobaubocmi BuKopUCManHs 1020 NOHAMMA 6 cucmemax kibepbesnexu.
I1poanaaizoBarno nybaikayii, noB'asani 3 kKoHyenyiclo mexanismy 8 cucmemax kidepbesnexu, Ha nidcmabi axux 6y1a
nobydobBara oHmMos02iuHA MOOeAb, AKY MOXKHA Po3eAA0AMU AK HOCIT 3HAHD 6i0nobioHoi npedmemmoi obaacmi. Ocob-
AuBy yBaey npuditeno aHasisy ma pospodku as0puUmMMIUHUX Mexanismib, BukopucmoBybanux 8 meopii aykyionib, a
makox 0o0amxib, 3acHobanux Ha BUKOPUCAHHT AK KAACUYHOT meopii Teop, max i meopii OuHaMiuHUX ieop. AHAAi3
Modeai 003604ub Biocmesxxumu 0cHoBHI HanpaMuU po3BumKY 3a 0010M02010 MeXaHi3MY 3abe3neuents 3aXUcmy Kpumu-
uHo Baxaubux 06'exmi6 ingppacmpyxmypu. Ipedcmabaena cucmema xapakmepucmux i CHpyKmypHUux eiemenmi
Mexanismi6 8 coyiasbHo-eKOHOMIUHOMY T NOATMUYHOMY KOHIMeKcmax Bukopucmanns mexanismif kibepsaxucmy, axa
paHille NpaKmuyuHo He poseaadaiacs 6 aimepamypi 3 ingpopmayininoi besnexu i kibepsaxucmy. 3 0e4A0y HA ye, 3anpo-
NOHOBAHO PO32AA0AMY MeXAHI3M NPUIHAMMA piuiens 8 cucmemax kibepbesnexu sk cucmemy GioHocun pisHux (iHou-
BidyarvHux, epynobux, opeanisayinnux) aeenmi6, 63aemo0is Axux cnpAmobana Ha BupinuienHs npobaemu 3abesneueHHs
30XUCHY HAAEKHO20 piBHA. 3a3HaueHo, w0 00HUM 3 Bapianmif maxoeo nioxody € MeXAHI3M NPUTHAMMA PilleHs.
IIpedcmabaeni ymobu, npu axux cucmema kibepbesnexu nadybae ackpabo BupaxeHi pucu coyiasbHO-eKOHOMIYHUX 1
NOATMUYHUX CUCHIEM, W0 NIOKpecAI0e npabomipHicms 3anpononobanoeo abmopamu nioxooy.

Karouo8i croBa: mexanism, xibepbesneka, onnonoais, npoexmybanns Mexanismy, aykyion, meopis ieop.
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