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Ha ocnosi npaxmuunoi peanizauii xaa-
cuunoi cxemu Hideppaiimepa na neosiiixosuii
K00ax 6us6eHa 3aKOHOMIPHICMb 0J151 NPaK-
muunoi peanizauii — ixcauis donycmumux
NO3UUTIHUX 6eKMOPi6 nepemeopents 6i0Kpu-
MO020 mexcmy Ha 0CHOBL PI6HOBANCHOZ0 KOOY-
eanus. Ompumanis MHONCUHU NOSUUTUHUX
gexmopie eéexmopa nomuaxu npu Qixcosa-
HOMY HAOOPi Mampuup MacKyeanus (0coou-
€M020 K10Ua 00eprcyeaa) 00360.1s€ peai-
3yeamu anzopumm po3Ko0yeaHHs KAACUMHOL
Kpunmo-x00080i cxemu Hideppaiimpea na
Hedeitixosuil xodax. JIna uvozo Heobxiona
MoOouixauyis kpunmo-x000680i KoHCMpPYKUii
(KKK). Ilpononyemvcsa euxopucmosyeamu
dodamkosuii napamemp KJ0UO6UX OAHUX —
gexmop iniyianizayii (MHONCUHA Henpu-
nYycmuMux NOUYIUHUX 8eKMOopie eekmopa
nomunxu). /Ins npomucmosuns amaxam
CudevHuxo6a nponOHYEmMvCs BUKOPUCHIO-
syeamu moougpixosani (yxopoueni) anzedpo-
2eomempuuni (eninmuuni) xoou (MEC). [ina
Ub020 HeoOXIOHO euKOpuUCMOByeamu Opyeuil
dodamxosuii eexmop iniyianizauii (MHoHcu-
HA NO3UUi YKOPOUEHHS 6EKMOPA NOMUTIKU) .
Ha ocnosi mooudpixauii xaacuumnoi cxemu
Hideppaitmepa na nedsiiixosux xodax npo-
NOHYIOMBCA NPUKAAOHT ajrzopummu popmy-
eannsa ma po3umuudpyeanis Kpunmoepamu 6
MoOuixosanoi kpunmo-x00060i KoHcmpyx-
uii Hioeppaiimepa na ociogi moougixosanux
(yxopouenux) eninmuunux xoois i npospam-
Hapeanizauis. /[nanoomeepocedeniapenma-
Oenvrocmi 3anpononoeanoi Kpunmo-x00060i
KOHCMpYKUii HaGedeHi pe3ybmamu nopie-
HAILHOI OYeHKI eHepzosumpam Ha peadi-
sauiro xnacuunoi cxemu Hideppaiimpea na
eninmuvnux xooax i peanizauilo 3anpono-
Ho8aHoi KoHcmpyKuii Ha Mooudikosanux
eninmuunux xodax. Ompumani pesyivma-
mu niomeepoxcyiomv MONCAUBICMb NPAK-
muunoi peanizauii kpunmo-x00060i cucmemu
Hideppaiimepa na ocnosi 3anpononoganux
anzopummis. Ilpu uvomy eapamnmyemocs
HeoOXiOnuUil pisens Kpunmocmitixocmi Kpun-
Mmo-K00060i KOHCMPYKUTi, 3aXUCM KPUnmo-
cucmemu 6i0 amax Cudenvhuxosa i 30ib-
WeHHA WeUOKOCmi Kpunmonepemeopets 6
3-5 pasis 6 nopieHANHI 3 KIACUHHOIO CXEMOIO
Hiodeppaiimpepa

Kniouoei caosa: mooudixoeana wxpun-
mo-xodoea woncmpyxuyin Hideppaiimepa,
Mooupixosani yxopoueni eninmuuni xoou,
pisHosadcHe KOOY8aHHS

u =,
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1. Introduction

types of attacks and new types of cyber-terrorism are emerg-

The entry of humanity into the era of high technology
has significantly expanded the use of computational capabil-
ities and technologies of artificial intelligence. Along with
technical progress, computer crime is also growing, new

ing [1-3]. Threats acquire the character of synergism and
hybridity, which leads to the need for a radical revision of the
algorithms used in the Internet space and computer systems
and networks [4—6]. The increase in processed data volumes
in critical systems of state and commercial use places new




requirements to ensuring the reliability and performance
of computer systems, security and reliability of transmitted
and processed data [1, 7-9]. The emergence of quantum data
processing technologies (“quantum computers — machines
that use quantum mechanical phenomena to solve mathe-
matical problems” [10-12]) threatens the use of tradition-
al cryptography and public key cryptography algorithms
[12—15]. In the 2018 report, NIST (USA) experts warn about
the possibility of hacking many public-key cryptosystems in
the context of creating full-scale quantum computers [12].

This will seriously undermine the confidentiality and
integrity of digital communications on the Internet and else-
where [12]. One of the promising areas proposed by NIST
experts is the development of cryptographic systems that are
protected from both quantum and classical computers based
on McEliece and Niederreiter crypto-code systems [12—15].

This approach will reduce the risks and problems with
the introduction of new algorithms for post-quantum cryp-
tography and can interact with existing communication
protocols and networks [12, 16, 17].

An analysis of the research results into the capabilities
of quantum computers requires the development of a new
methodology for the distribution of key data based on the
use of asymmetric cryptography algorithms [12—14, 17].
The introduction of full-scale quantum computers will
allow hacking of RSA, ECC, DSA cryptographic systems
with brute force attacks in polynomial time. Thus, the de-
velopment of cryptographic information protection tools
(CIPT) currently requires new solutions to eliminate the
vulnerabilities of post-quantum computing and ensuring
data security to hybrid attacks. Such algorithms relate to
the section of quantum-resistant cryptography. Due to the
emergence of new schemes, not enough attention is paid to
the well-known, asymmetric crypto-code systems (ACCS)
based on the McEliece and Niederreiter schemes, which are
also quantum-resistant [12].

The main difference between McEliece and Niederre-
iter’s schemes from asymmetric cryptography algorithms
is the use of noise-tolerant coding methods when masking
the user’s private key matrices. In both schemes, the mask-
ing matrices are: X' — masking nondegenerate randomly
equiprobably formed by the key source kxk matrix with ele-
ments from GF(q), P! — permutable randomly equiprobably
formed by the key source nxn matrix with elements from
GF(q), D' — diagonal formed by the key source nxn matrix
with elements from GF(q). The product of these matrices
and the generating matrix of the error-correcting code
forms a public key. Cryptoresistance depends on the power
of the GF(q) field and is ensured at the power of the field
GF(219-213), which is a difficult practical task even with mod-
ern resources [18, 19]. In addition, in [20], an attack on the
McEliece and Niederreiter schemes based on linear fractional
transformations is shown, which make it possible to find the
generating (check) matrix and hack the cryptosystem.

A promising direction is the development of McEliece
and Niederreiter schemes on algebraic-geometry codes (codes
based on elliptic curve parameters) or cascade codes [20].

2.-Literature review and problem statement

In [15, 21, 22], an equilibrium coding method based on
m-th codes (Reed-Solomon codes) was proposed; however,
the disadvantage is the lack of a practical algorithm for de-

coding the syndrome on the receiving side and the possibili-
ty of hacking based on a permutation decoder.

In [13, 24], the use of alternant Goppa codes in the
McEliece cryptosystem and the classical Goppa codes in the
Niederreiter cryptosystem are proposed. In [14], the authors
confirm the complexity of the practical implementation of
the Niederreiter scheme and consider the possibility of using
cryptosystems in VPN channels.

In [16, 23, 24], the authors use quasi-cyclic low-density
parity-check (QC-LDPC) codes [25] and maximum rank
distance codes [16, 23] to build McEliece and Niederreiter
cryptosystems, respectively. In [24], the construction of the
McEliece and Niederreiter schemes based on the alternant
Goppa codes is considered. However, these codes are binary,
which significantly increases the possibility of their hacking
on the basis of a permutation decoder in a finite number of
steps, described in [20].

In decision feedback computer networks, the authors
suggest the use of the McEliece crypto-code system in the
G.709 optical transport network (OTN) infrastructure to
provide integrated requirements for reliability [17]. In [28],
the authors proposed to use the Niederreiter asymmetric
crypto-code system on elliptic codes [28]. This approach
provides protection against possible attacks described in
[20] and the required level of cryptographic strength. But
the questions of practical implementation with the necessary
power of the GF(2!19-213) field to ensure a guaranteed level
of cryptographic strength remained unresolved.

Thus, the analysis showed that crypto-code systems be-
long to the section of quantum-resistant cryptography and
can be used instead of asymmetric cryptosystems in the near
future. In this regard, their improvement is of wide interest
among the scientific community. However, the analysis of
open publications over the past two years has shown that
the proposed versions of the Niederreiter cryptosystem on
binary and non-binary block codes do not take into account
the possibility of the Sidelnikov attack [20]. Such systems
are impractical to use in Internet technologies because of
their vulnerabilities and high energy costs in practical im-
plementation. The use of algebraic codes in the Niederreiter
crypto-code system is difficult due to the lack of a decoding
algorithm, the difficulty of practical implementation and
the need to build algebraic-geometry or cascading codes in
GF(219-213) to provide the required level of cryptographic
strength. Therefore, it is advisable to conduct a study on the
development of the algorithm for decoding algebraic-geo-
metric codes in the classical Niederreiter scheme, reducing
energy consumption for their practical implementation.

3. The aim and objectives of the study

The aim of the study is to develop algorithms for the
practical implementation of the Niederreiter crypto-code
system on modified shortened elliptic codes, taking into
account the revealed regularity of the necessary fixation of
admissible position vectors of the plaintext into the error
vector.

To achieve this aim, the following objectives were con-
sidered:

— to analyze the regularities of the necessary fixation of
the position vectors of the plaintext for the formation of the
error vector during the equilibrium coding of non-binary
codes;



— to develop algorithms for the practical implementation
of the Niederreiter crypto-code system on modified (short-
ened) elliptic codes.

4. Analysis of the pattern of necessary fixation of position
vectors of plaintext for the formation of the error vector

The main advantage of the Niederreiter ACCS is the
high speed of information conversion (the relative coding
speed is close to 1). In [21, 22], an algorithm for equilibrium
coding on non-binary codes and an algorithm for generating
cryptograms in the Niederreiter crypto-code system on
Reed-Solomon codes are proposed. However, the authors
did not provide an information decoding algorithm, and the
proposed cryptosystem could not be implemented over GF
(219-2'3). To reduce energy costs with a guaranteed level
of security, the Niederreiter modified crypto-code system
(MCCS) on modified (shortened) elliptic codes (MEC) was
proposed in [8]. This approach provides a reduction in the
field power and allows you to implement the classic version
of the Niederreiter scheme with a guaranteed level of cryp-
tographic strength.

However, during the experimental study of the Nieder-
reiter crypto-code system on MEC, it was determined that
the use of non-binary codes with the classical Niederreiter
ACCS requires fixing a subset of plaintexts for which the er-
ror localization procedure, with selected X, P and D, cannot
be performed.

Letthe M, =
be a block code

MM, .M k , set of all plaintexts (n, &, d)
eflne the set of fixed plaintexts.

M, ={M,M,..M,},
where
M*-P".D"1= M, .(Du)*‘ ~(P")71 P*.D",

which are not suitable for further cryptogram generation.
This set is proposed to be used as an initialization vector
(IVy). The second initialization vector forms the position
vector for shortening the error vector:

IVy=|h|=%,

where — the shortening elements (%, is the error vector sym-
bol, equal to zero, |21/2=|e, that is, ¢;=0, Ve;eh).

In the classical Niederreiter scheme at the first stage of
cryptogram generation, the plaintext characters are convert-
ed into error vector symbols based on the equilibrium coding
algorithm. The resulting error vector at the second stage
of cryptogram generation is “shortened” based on the code
shortening algorithm and multiplied by the check matrix of
the algebraic-geometric (elliptical) code:

S*rfhﬂ :(6” —hé)XH)E;CT,

where HE™ is the check nx(n—k) matrix of the algebraic-

geometric block (n, k, d) code with elements from GF(g),
HE=X"-H-P*D", ue{l2,..s)

are masking matrix mappings defined by the set of matrices

{X, P, D},, where X is the non-degenerate kxk matrix over

GF(q), P is the permutational nxn matrix over GF(g) with
one nonzero element in each row and each column of the ma-
trix; D is the diagonal nxn matrix over GF(g) with nonzero
elements on the main diagonal.

After the formation of key matrices of the private key,
an authorized user needs to form elements of the set of
fixed plaintexts that are not suitable for the subsequent
formation of the cryptogram (the syndrome from the error
vector).

Fig. 1 shows the algorithm for the formation of the
initialization vector IV (sets of fixed position sets of the
plaintext {MF}).

A,

" l ] (Di

A

My = {IVi..IV,}

A

EV; = EqvVec(M¢) v

Dj
A
S; < Encode(EV;) End

Fig. 1. Algorithm for the formation of a set of
fixed plaintext sets

The set of usable plaintexts is determined by the formula:
M=M.-M,.

Thus, the proposed algorithm for generating a set of po-
sition plaintext sets {MF} allows you to “weed out” the error
vector sets that do not allow the use of the classical version
of information decoding on the receiving side.

In addition, the use of algebraic-geometric codes on
elliptic curves makes it possible to eliminate the possibility
of finding the elements of the check matrix by the algorithm
proposed by V. Sidelnikov in [20], which significantly
enhances the competitive advantages of the proposed cryp-
to-code system.

Consider the algorithms for the practical implementa-
tion of cryptogram formation and decoding on the basis of
the Niederreiter crypto-code system on MEC, taking into
account the identified patterns.

5. Development of coding/decoding algorithms on
shortened elliptic codes, taking into account the
identified patterns

The algorithm for generating a cryptogram in the
Niederreiter modified CCS on MEC, taking into account
the identified patterns, is presented as a sequence of steps
(Fig. 2).

Step 1. Entering the information to be encoded, one of
the elements of the set of suitable plaintexts. The introduc-
tion of the public key HEC.



Step 2. Formation of the error vector e, the weight of
which does not exceed <t — corrects the ability of the elliptic
code based on the non-binary equilibrium coding algorithm.

Step 3. Formation of the initialization vector I'V;.

Step 4. Formation of the shortened error vector: e,=
—e(A) -1V,

Step 5. Formation of the codogram:

*

S, =(e,~h)xHE".

The algorithm for decoding the codogram in the Nie-
derreiter modified CCS on MEC will be represented as a
sequence of steps (Fig. 3):

Step 1. Introduction of the Sx codogram, which is decod-
ed. Introduction of the private key — matrices X, P, D.

Step 2. Finding one of the possible solutions of the equation

S*r—hu = E* X (H;C )T .

Step 3. Removing the action of the diagonal and permu-
tation matrices:

c =cy-D"- P

Step 4. Decoding the vector ¢ . Formation of the vec-
tor e,’.
Step 5. Converting the vector e,

ex=ex xPxD.

Step 6. Forming the desired error vector e: e=e,+1V,.

Step 7. Transformation of the vector e based on the
use of a non-binary equilibrium code into an information
sequence.

Thus, the proposed algorithms make it possible to prac-
tically implement the classic Niederreiter scheme on MEC.
This approach allows the use of the proposed Niederreiter
MCCS in Internet protocols and provides a guaranteed level
of cryptographic security.

We will conduct a comparative assessment of the energy
consumption of the developed practical algorithms for the
implementation of the Niederreiter MCCS on MEC with the
algorithms of the classical Niederreiter scheme on EC.

Begin ——» nw,q, A > A Ap —l

e

C,=0 —— =it/ x=Ap,
' i=0,1=0 x=Ap, 1=0
No 1 ‘ . l‘—
I i<n-1 —_
< ap=0 —Yes» C,=q L i=it] e v
Voo ~
4 v No
‘ [nfifl] v
b1 =
w=1 a
i=itl, c -0
I1=1+1 oo l No i
Yes L\'c\ b >x Yes [ X J
= 2
I q-1
No
v
N | i c, =1 =141
C, o= I<nml > i=0,1=0 W I=1+1 x=x-b I

Fig. 2. Algorithm for the formation of codograms in the Niederreiter MCCS on MEC

 —

Pitj1.Dirji1

End

Fig. 3. Algorithm for decoding codograms in the Niederreiter MCCS on modified elliptic codes



We give an example of the implementation of the pro-
posed Niederreiter crypto-code system on MEC.

Initial data: plaintext dictionary value — 11072; private
key of the authorized user (masking matrix):

4 4 2 3

X=3 6 2 1’
6 7 3 3
2005
000O0T1O0O0
1000000
000O0O0OO0O1

P=0 1 0 0 0 0 0f
0010000
0001000
000O0O0OT1O
2000000
03 000O0O0O0
0050000

D=0 0 0 3000
000O0T1TTQO0O
000O0O0OT1T0O0
000O0O0OO0S5

For the formation of the initialization vector (formation
of a set of fixed plaintexts), we define the vector of code
words that are not suitable later for forming a cryptogram in
the classical Niederreiter scheme on EC in the GF(2) field.

Using the procedure of non-binary equilibrium coding
with parameters n=15 and w=2, we transform it to a form
that satisfies the modified elliptic code over the field 24,

11072 — {49} [000010000010000],
{47} [3 4] - [000030000040000].

We define the initialization vector as IV=[0 6 7 8 9 11
12 13], respectively, after reducing e=e—IV, we have
e=0003040. After the reduction, we use the code above 23
with the parameters (7,3,5). Multiplying the private key
matrix gives the public key:
7552341
(5002172
T l4277425](
5355325

Find the parcel S,=exH}"

5, =[0003040]x ~[5634]

_ R W N
NN e, O
QLN NN
g W U g Ww

On the receiving side, we find one of ¢* solutions of the
expression xxH;'=S,.
Fixing the part x1=1, x5=1, x3=1 of the vector and solv-
ing a system of linear equations, we get:
234145
217216
742503
532564

=3062,

x=[1113062].

Find

CixxD'xP, CI=[1306121]
Find

Se=CyxHT 5.=(5,2,0, 6);

Find the error locator polynomial

A(x)=x*+ax+a,=0,

|:So 51:| |:ao:|_|:52:| |:5 2 0:| = 4.
X = y y a0—5, a1—1,

S1 S a S3 206

Find error locators according to the Chen procedure.
The result is a vector where zeros correspond to errors
[5030 22 3]. If the number of errors <¢, then this infor-
mation parcel is not included in the set of usable plaintexts
e=e'xP=[0001010].

We find, so if

7552341| |5
1X500217276
4277425| |3]
5355325] |4

276
by solving which we get i9=3; i;=4; which, when combined

with the error vector, gives i=[0 0 0 3 0 4 0]. If the system
has more than one solution or root 0, then this information
parcel is not included in the set of usable plaintexts.

Next, using the initialization vector IV, we restore the
initial information parcel iy=3; i;1=4000030000040000],
which in turn, according to the procedure for restoring the
equilibrium code [000030000040000], is 11072.

After converting the plaintext to the error vector based
on equilibrium coding, it is necessary to fix elements of
the set of plaintexts corresponding to the position vector
0001010).

Based on the algorithm in Fig. 1, we obtain sets of posi-
tion vectors of the set {M,} (for GF (2°) — 21 vectors).

Thus, for the set of keys, it is necessary to fix the vectors
corresponding to the position vectors {1 100 00},{1 01000},
{1000100,{0100100),{1000001},{001000 1},
{0001010}and {0000 10 1}. This set forms the initial-
ization vector I'V;.

Thus, the presented example confirms the theoretical
proposals in the practical modification of the Niederreiter
crypto-code system on MEC.

245
and localizing the error vector, we get the system |: ]



6. Discussion of the study results of energy costs
for the Niederreiter crypto-code system practical
implementation

One of the main criteria for the use of cryptographic pro-
tocols is the cryptographic resistance of the system to modern
attacks. Asymmetric cryptosystems relate to models of prov-
able security, which is based on theoretical and complexity
problems. However, their cryptographic strength with increas-
ing computing power in the era of high technology is limited
to individual indicators. In relation to crypto-code systems,
this indicator is the power of the field in which the matrices
of the closed (masking matrix) and open (generating matrix)
keys are formed. Reducing the field power leads to a decrease
in cryptographic strength of the entire crypto-code system. In
addition, the use of classical error-correcting codes is subject to
the attack of V. Sidelnikov and can be used by intruders. Com-
pensation for the field power reduction and an effective mech-
anism to fight the V. Sidelnikov’s attack is the use of algebraic-
geometry codes — codes that are built on the algorithms of the
noise-tolerant coding theory using elements (derived points) of
the third-kind geometric curve. The approach of forming short-
ened elliptic codes proposed in this paper increases the entropy
of the transmitted codeword (serves as an additional session
key) and, accordingly, increases the cryptographic strength of
the transmitted data and the system as a whole.

In [8], the results of estimating the complexity of the
formation of the cryptogram M of its decoding, assessing the
complexity of hacking by the most effective decoding method
(permutation decoder) are presented. The analysis of the
results in [8] confirms the guaranteed level of cryptographic
strength in the implementation of the Niederreiter CCS on
MEC, an increase in the rate of crypto-transformations — cod-
ing by 3 times, decoding by 5 times due to a decrease in the
field power during the practical implementation of Niederreit-
er CCS. Additional key data — initialization vectors IVy, IV,
provide an additional level of cryptographic strength and are
used as session keys. However, their use increases the total
number of operations in the implementation of CCS.

To evaluate the proposed coding and decoding algo-
rithms in the Niederreiter CCS on MEC, it is proposed to use
the approach described in [18].

To estimate the time and speed indicators, it is custom-
ary to use the unit of measurement cpb, where cpb (cycles per
byte) is the number of processor cycles that need to be spent
for processing 1 byte of incoming information.

The complexity of the algorithm is calculated by the
formula [18]:

Per =Utl*CPU _clock / Rate,

where Ut is the core utilization (%); Rate is the algorithm
bandwidth (byte/sec).

Table 1 shows the results of studies of the dependence
of the length of the EC (MEC) code sequence of the code in
the Niederreiter CCS on the number of processor cycles for
performing elementary operations in the software implemen-
tation of crypto-code systems.

Table 2 shows the results of studies assessing the time
and speed indicators of the procedures for the formation
and decoding of information in the Niederreiter CCS on
EC (MEC).

The analysis of Tables 1, 2 showed a reduction in ener-
gy costs in the implementation of crypto-code systems on
MEC despite the complexity of the general algorithm. This
is due to the fact that the fixation of the set of plaintexts
occurs once during key generation. Thus, despite the need
for additional energy consumption for the algorithm for
generating initialization vectors IVy, IV, (forming the set of
fixed position plaintext sets {My} and the set of shortening
positions), the total cost of practical implementation of the
Niederreiter MCCS on MEC does not exceed the cost of the
classical scheme.

The main advantages of the proposed approach are the
possibility of implementing a crypto-code system on almost
any platform (achieved by reducing the field power), en-
suring the required level of cryptographic strength of the
system as a whole (achieved using modified (shortened)
elliptical codes and additional session keys — 1Vy, IV,
initialization vectors). Alternative solutions proposed in
[16, 23, 24] do not take into account the possibility of
hacking a cryptosystem by the V. Sidelnikov’s attack, and
therefore cannot provide a guaranteed level of system secu-
rity in general.

Table 1

The results of studies of the £C (MEC) code sequence length dependence of the code in the Niederreiter CCS on the number of
processor cycles

Niederreiter on EC Niederreiter on MEC
Code sequence length
10 100 1,000 10 100 1,000
Character reading | 1,160 342 2502422 | 15923222 | 1,148 738 2477397 | 15,763 989
Number of function calls | String compar- 381 020 777 560 4742 960 377 209 759 784 4695 530
implementing elementa- ison
ry operations ; _
yop St”“f'a ;‘(’j;cate 192 770 411 380 2597 480 190 842 407266 2571 505
Sum 1734132 3691362 | 23263662 | 1716790 3654448 | 23031025
Character reading | 31 329 67 565 429 927 31015 64 889 425 627
Duration of the func- | String compar- | o 575 41988 256 120 21 369 41 568 253 558
tions * In processor 1Son
cycles ; R
v String concate 57 253 122 180 771 452 56 680 120 958 763 737
nation
Sum 109 157 231733 1 457 498 108 065 229 415 1 442 923
Duration of execution ** in ms 0.06 0.12 0.77 0.07 0.12 0.75

Note: * — duration of 1,000 operations in processor cycles: character reading — 27 cycles, string comparison — 54 cycles, string concatenation —
297 cycles. ** — forthe calculation, a processor with a clock frequency of 2 GHz, taking into account the load by the operating system of 5 % is taken



Table 2

The results of studies assessing the time and speed
indicators of the procedures for the formation and decoding
of information

Algorithm | Core | Algorithm
Code s

Number of throughput | utili- com-
Code sequence . .

calls leneth rate zation |  plexity,
8 (bytes/sec) | (%) | Per(cpb)
functions 100 46,125,790 | 56 61.5
EC imple-
menting |__1000_[ 120639896 | 56 | 620

MEC elementary 100 48,659,872 56 62.5

operations | 1000 |117,421,311| 56 63.5

The proposed approach can be used in Internet protocols
and is an alternative to using RSA cryptosystems in them.

A promising direction for further research is the further
reduction of energy costs for the practical implementation of
the Niederreiter MCCS on MEC.

7. Conclusions

1. Experimental studies of the Niederreiter crypto-code
system on MEC revealed the main reason for the impossi-

bility of the practical decoding algorithms implementation
when using non-binary codes in the classical scheme. It has
been found that it is necessary to fix a subset of plaintexts
for which the error localization procedure, with the X, P and
D (private key) masking matrices selected by the sender,
cannot be performed. The obtained practical result allows
us to “weed out” the sets of the error vector, which, however,
allow using the classical variant of information decoding
on the receiving side when using the classical Niederreiter
scheme on m-th codes.

2. The proposed algorithms for coding and decoding
modified (shortened) elliptic codes in the Niederreiter cryp-
to-code system ensures its practical implementation. Reduc-
ing the field power when building the classic Niederreiter
scheme allows reducing the amount of transmitted data by
shortening the error vector before generating the syndrome
on the sender side and, accordingly, the energy costs of
its implementation. The use of algebraic-geometric codes
(codes on elliptic curves) and their modifications elimi-
nates the possibility of V. Sidelnikov’s attack (finding the
check matrix of the error-correcting code), which signifi-
cantly enhances the cryptographic strength of the system
in post-quantum cryptography. This approach ensures the
competitiveness of the proposed Niederreiter crypto-code
system and makes it possible to consider as an alternative to
RSA in Internet technology protocols.
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