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1. Introduction

The entry of humanity into the era of high technology 
has significantly expanded the use of computational capabil-
ities and technologies of artificial intelligence. Along with 
technical progress, computer crime is also growing, new 

types of attacks and new types of cyber-terrorism are emerg-
ing [1–3]. Threats acquire the character of synergism and 
hybridity, which leads to the need for a radical revision of the 
algorithms used in the Internet space and computer systems 
and networks [4–6]. The increase in processed data volumes 
in critical systems of state and commercial use places new 
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На основi практичної реалiзацiї кла-
сичної схеми Нiдеррайтера на недвiйковий 
кодах виявлена закономiрнiсть для прак-
тичної реалiзацiї – фiксацiя допустимих 
позицiйних векторiв перетворення вiдкри-
того тексту на основi рiвноважного коду-
вання. Отримання множини позицiйних 
векторiв вектора помилки при фiксова-
ному наборi матриць маскування (особи-
стого ключа одержувача) дозволяє реалi-
зувати алгоритм розкодування класичної 
крипто-кодової схеми Нiдеррайтреа на 
недвiйковий кодах. Для цього необхiдна 
модифiкацiя крипто-кодової конструкцiї 
(ККК). Пропонується використовувати 
додатковий параметр ключових даних –  
вектор iнiцiалiзацiї (множина непри-
пустимих позицiйних векторiв вектора 
помилки). Для протистояння атакам 
Сидельникова пропонується використо-
вувати модифiкованi (укороченi) алгебро-
геометричнi (елiптичнi) коди (МЕС). Для 
цього необхiдно використовувати другий 
додатковий вектор iнiцiалiзацiї (множи-
на позицiй укорочення вектора помилки). 
На основi модифiкацiї класичної схеми 
Нiдеррайтера на недвiйкових кодах про-
понуються прикладнi алгоритми форму-
вання та розшифрування криптограми в 
модифiкованої крипто-кодової конструк-
цiї Нiдеррайтера на основi модифiкованих 
(укорочених) елiптичних кодiв i програм-
на реалiзацiя. Для подтвержеденiя рента-
бельностi запропонованої крипто-кодової 
конструкцiї наведенi результати порiв-
няльної оченкi енерговитрат на реалi-
зацiю класичної схеми Нiдеррайтреа на 
елiптичних кодах i реалiзацiю запропо-
нованої конструкцiї на модифiкованих 
елiптичних кодах. Отриманi результа-
ти пiдтверджують можливiсть прак-
тичної реалiзацiї крипто-кодової системи 
Нiдеррайтера на основi запропонованих 
алгоритмiв. При цьому гарантується 
необхiдний рiвень криптостiйкостi крип-
то-кодової конструкцiї, захист крипто-
системи вiд атак Сидельникова i збiль-
шення швидкостi криптоперетворень в 
3–5 разiв в порiвняннi з класичною схемою 
Нiдеррайтрера
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то-кодова конструкцiя Нiдеррайтера, 
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рiвноважне кодування
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requirements to ensuring the reliability and performance 
of computer systems, security and reliability of transmitted 
and processed data [1, 7–9]. The emergence of quantum data 
processing technologies (“quantum computers – machines 
that use quantum mechanical phenomena to solve mathe-
matical problems” [10–12]) threatens the use of tradition-
al cryptography and public key cryptography algorithms  
[12–15]. In the 2018 report, NIST (USA) experts warn about 
the possibility of hacking many public-key cryptosystems in 
the context of creating full-scale quantum computers [12].

This will seriously undermine the confidentiality and 
integrity of digital communications on the Internet and else-
where [12]. One of the promising areas proposed by NIST 
experts is the development of cryptographic systems that are 
protected from both quantum and classical computers based 
on McEliece and Niederreiter crypto-code systems [12–15].

This approach will reduce the risks and problems with 
the introduction of new algorithms for post-quantum cryp-
tography and can interact with existing communication 
protocols and networks [12, 16, 17].

An analysis of the research results into the capabilities 
of quantum computers requires the development of a new 
methodology for the distribution of key data based on the 
use of asymmetric cryptography algorithms [12–14, 17]. 
The introduction of full-scale quantum computers will 
allow hacking of RSA, ECC, DSA cryptographic systems 
with brute force attacks in polynomial time. Thus, the de-
velopment of cryptographic information protection tools 
(CIPT) currently requires new solutions to eliminate the 
vulnerabilities of post-quantum computing and ensuring 
data security to hybrid attacks. Such algorithms relate to 
the section of quantum-resistant cryptography. Due to the 
emergence of new schemes, not enough attention is paid to 
the well-known, asymmetric crypto-code systems (ACCS) 
based on the McEliece and Niederreiter schemes, which are 
also quantum-resistant [12].

The main difference between McEliece and Niederre-
iter’s schemes from asymmetric cryptography algorithms 
is the use of noise-tolerant coding methods when masking 
the user’s private key matrices. In both schemes, the mask-
ing matrices are: Xi – masking nondegenerate randomly 
equiprobably formed by the key source k×k matrix with ele-
ments from GF(q), Pi – permutable randomly equiprobably 
formed by the key source n×n matrix with elements from 
GF(q), Di – diagonal formed by the key source n×n matrix 
with elements from GF(q). The product of these matrices 
and the generating matrix of the error-correcting code 
forms a public key. Cryptoresistance depends on the power 
of the GF(q) field and is ensured at the power of the field  
GF(210–213), which is a difficult practical task even with mod-
ern resources [18, 19]. In addition, in [20], an attack on the 
McEliece and Niederreiter schemes based on linear fractional 
transformations is shown, which make it possible to find the 
generating (check) matrix and hack the cryptosystem.

A promising direction is the development of McEliece 
and Niederreiter schemes on algebraic-geometry codes (codes 
based on elliptic curve parameters) or cascade codes [20].

2. Literature review and problem statement

In [15, 21, 22], an equilibrium coding method based on 
m-th codes (Reed-Solomon codes) was proposed; however, 
the disadvantage is the lack of a practical algorithm for de-

coding the syndrome on the receiving side and the possibili-
ty of hacking based on a permutation decoder.

In [13, 24], the use of alternant Goppa codes in the 
McEliece cryptosystem and the classical Goppa codes in the 
Niederreiter cryptosystem are proposed. In [14], the authors 
confirm the complexity of the practical implementation of 
the Niederreiter scheme and consider the possibility of using 
cryptosystems in VPN channels.

In [16, 23, 24], the authors use quasi-cyclic low-density 
parity-check (QC-LDPC) codes [25] and maximum rank 
distance codes [16, 23] to build McEliece and Niederreiter 
cryptosystems, respectively. In [24], the construction of the 
McEliece and Niederreiter schemes based on the alternant 
Goppa codes is considered. However, these codes are binary, 
which significantly increases the possibility of their hacking 
on the basis of a permutation decoder in a finite number of 
steps, described in [20].

In decision feedback computer networks, the authors 
suggest the use of the McEliece crypto-code system in the 
G.709 optical transport network (OTN) infrastructure to 
provide integrated requirements for reliability [17]. In [28], 
the authors proposed to use the Niederreiter asymmetric 
crypto-code system on elliptic codes [28]. This approach 
provides protection against possible attacks described in 
[20] and the required level of cryptographic strength. But 
the questions of practical implementation with the necessary 
power of the GF(210–213) field to ensure a guaranteed level 
of cryptographic strength remained unresolved.

Thus, the analysis showed that crypto-code systems be-
long to the section of quantum-resistant cryptography and 
can be used instead of asymmetric cryptosystems in the near 
future. In this regard, their improvement is of wide interest 
among the scientific community. However, the analysis of 
open publications over the past two years has shown that 
the proposed versions of the Niederreiter cryptosystem on 
binary and non-binary block codes do not take into account 
the possibility of the Sidelnikov attack [20]. Such systems 
are impractical to use in Internet technologies because of 
their vulnerabilities and high energy costs in practical im-
plementation. The use of algebraic codes in the Niederreiter 
crypto-code system is difficult due to the lack of a decoding 
algorithm, the difficulty of practical implementation and 
the need to build algebraic-geometry or cascading codes in 
GF(210–213) to provide the required level of cryptographic 
strength. Therefore, it is advisable to conduct a study on the 
development of the algorithm for decoding algebraic-geo-
metric codes in the classical Niederreiter scheme, reducing 
energy consumption for their practical implementation.

3. The aim and objectives of the study

The aim of the study is to develop algorithms for the 
practical implementation of the Niederreiter crypto-code 
system on modified shortened elliptic codes, taking into 
account the revealed regularity of the necessary fixation of 
admissible position vectors of the plaintext into the error 
vector.

To achieve this aim, the following objectives were con-
sidered:

– to analyze the regularities of the necessary fixation of 
the position vectors of the plaintext for the formation of the 
error vector during the equilibrium coding of non-binary 
codes;
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– to develop algorithms for the practical implementation 
of the Niederreiter crypto-code system on modified (short-
ened) elliptic codes.

4. Analysis of the pattern of necessary fixation of position 
vectors of plaintext for the formation of the error vector

The main advantage of the Niederreiter ACCS is the 
high speed of information conversion (the relative coding 
speed is close to 1). In [21, 22], an algorithm for equilibrium 
coding on non-binary codes and an algorithm for generating 
cryptograms in the Niederreiter crypto-code system on 
Reed-Solomon codes are proposed. However, the authors 
did not provide an information decoding algorithm, and the 
proposed cryptosystem could not be implemented over GF 
(210–213). To reduce energy costs with a guaranteed level 
of security, the Niederreiter modified crypto-code system 
(MCCS) on modified (shortened) elliptic codes (MEC) was 
proposed in [8]. This approach provides a reduction in the 
field power and allows you to implement the classic version 
of the Niederreiter scheme with a guaranteed level of cryp-
tographic strength.

However, during the experimental study of the Nieder-
reiter crypto-code system on MEC, it was determined that 
the use of non-binary codes with the classical Niederreiter 
ACCS requires fixing a subset of plaintexts for which the er-
ror localization procedure, with selected X, P and D, cannot 
be performed.

Let the { }= 1 2,, ... ,kC q
М М М М

 
set of all plaintexts (n, k, d)  

be a block code. Define the set of fixed plaintexts.

{ }= 1 2,, ... ,F nМ М М М

where

( ) ( )- -
⋅ ⋅ = ⋅ ⋅ ⋅ ⋅

1 1
! ,u u u u u u u

i iM P D M D P P D

which are not suitable for further cryptogram generation. 
This set is proposed to be used as an initialization vector 
(IV1). The second initialization vector forms the position 
vector for shortening the error vector:

IV2=|h|=½,

where – the shortening elements (he is the error vector sym-
bol, equal to zero, h1/2=e, that is, ei=0, ∀eih).

In the classical Niederreiter scheme at the first stage of 
cryptogram generation, the plaintext characters are convert-
ed into error vector symbols based on the equilibrium coding 
algorithm. The resulting error vector at the second stage 
of cryptogram generation is “shortened” based on the code 
shortening algorithm and multiplied by the check matrix of 
the algebraic-geometric (elliptical) code:

( )- = - ×* ,
T

e

EC
r h n e XS e h H

where ЕСи
ХH  is the check n×(n–k) matrix of the algebraic- 

geometric block (n, k, d) code with elements from GF(q), 

= ⋅ ⋅ ⋅ ,ECu u u u
XH X H P D  ∈{1,2,..., },u s  

are masking matrix mappings defined by the set of matrices 
{ , , } ,iX P D  where X is the non-degenerate k×k matrix over 

GF(q), P is the permutational n×n matrix over GF(q) with 
one nonzero element in each row and each column of the ma-
trix; D is the diagonal n×n matrix over GF(q) with nonzero 
elements on the main diagonal.

After the formation of key matrices of the private key, 
an authorized user needs to form elements of the set of 
fixed plaintexts that are not suitable for the subsequent 
formation of the cryptogram (the syndrome from the error 
vector).

Fig. 1 shows the algorithm for the formation of the 
initialization vector IV1 (sets of fixed position sets of the 
plaintext {MF}).

Fig. 1. Algorithm for the formation of a set of  
fixed plaintext sets 

The set of usable plaintexts is determined by the formula:

= - .C FМ М М

Thus, the proposed algorithm for generating a set of po-
sition plaintext sets {MF} allows you to “weed out” the error 
vector sets that do not allow the use of the classical version 
of information decoding on the receiving side.

In addition, the use of algebraic-geometric codes on 
elliptic curves makes it possible to eliminate the possibility 
of finding the elements of the check matrix by the algorithm 
proposed by V. Sidelnikov in [20], which significantly 
enhances the competitive advantages of the proposed cryp-
to-code system.

Consider the algorithms for the practical implementa-
tion of cryptogram formation and decoding on the basis of 
the Niederreiter crypto-code system on MEC, taking into 
account the identified patterns.

5. Development of coding/decoding algorithms on 
shortened elliptic codes, taking into account the 

identified patterns

The algorithm for generating a cryptogram in the 
Niederreiter modified CCS on MEC, taking into account 
the identified patterns, is presented as a sequence of steps 
(Fig. 2).

Step 1. Entering the information to be encoded, one of 
the elements of the set of suitable plaintexts. The introduc-
tion of the public key .EC

XH

MF

EVi = EqvVec(MCi)

MF = {IVi...IVn}

i = 0..nt

Yes

No

Decode(Si)

IVi = MCi

End

Begin n, t, MC

Si Encode(EVi )
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Step 2. Formation of the error vector e, the weight of 
which does not exceed t – corrects the ability of the elliptic 
code based on the non-binary equilibrium coding algorithm.

Step 3. Formation of the initialization vector IV1.
Step 4. Formation of the shortened error vector: ex= 

=e(A)–IV2.
Step 5. Formation of the codogram:

( )- = - ×* .
T

e

EC
r h n e XS e h H

The algorithm for decoding the codogram in the Nie-
derreiter modified CCS on MEC will be represented as a 
sequence of steps (Fig. 3):

Step 1. Introduction of the SX codogram, which is decod-
ed. Introduction of the private key – matrices X, P, D.

Step 2. Finding one of the possible solutions of the equation

( )** .
e

TEC
r h XS c H- = ×

Step 3. Removing the action of the diagonal and permu-
tation matrices:

- -= ⋅ ⋅
* * 1 1.Xс с D P

Step 4. Decoding the vector 
*
.с . Formation of the vec- 

tor ех’.
Step 5. Converting the vector ех’

ех=ех’×P×D.

Step 6. Forming the desired error vector e: е=ех+IV2.
Step 7. Transformation of the vector e based on the 

use of a non-binary equilibrium code into an information 
sequence.

Thus, the proposed algorithms make it possible to prac-
tically implement the classic Niederreiter scheme on MEC. 
This approach allows the use of the proposed Niederreiter 
MCCS in Internet protocols and provides a guaranteed level 
of cryptographic security.

We will conduct a comparative assessment of the energy 
consumption of the developed practical algorithms for the 
implementation of the Niederreiter MCCS on MEC with the 
algorithms of the classical Niederreiter scheme on EC.

 

Fig. 2. Algorithm for the formation of codograms in the Niederreiter MCCS on MEC

i1=0..n-1

j1=0..n-k-1

Hi1,j1

i1=0..n-k-1

j1=0..n-1

AC

K*j

i1=0..
n-1

j1=0..
n-1

Pi1,j1,Di1,j1

i1=0..
k-1

j1=0..
k-1

Xi1,j1

*
iXс

Mi

End

*
с

'e

im

iE

Kj

1 : m M

1iXS

 
Fig. 3. Algorithm for decoding codograms in the Niederreiter MCCS on modified elliptic codes
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We give an example of the implementation of the pro-
posed Niederreiter crypto-code system on MEC.

Initial data: plaintext dictionary value – 11072; private 
key of the authorized user (masking matrix):

=

4 4 2 3

3 6 2 1
,

6 7 3 3

2 0 0 5

Х

=

0 0 0 0 1 0 0

1 0 0 0 0 0 0

0 0 0 0 0 0 1

,0 1 0 0 0 0 0

0 0 1 0 0 0 0

0 0 0 1 0 0 0

0 0 0 0 0 1 0

P

=

2 0 0 0 0 0 0

0 3 0 0 0 0 0

0 0 5 0 0 0 0

.0 0 0 3 0 0 0

0 0 0 0 1 0 0

0 0 0 0 0 1 0

0 0 0 0 0 0 5

D

For the formation of the initialization vector (formation 
of a set of fixed plaintexts), we define the vector of code 
words that are not suitable later for forming a cryptogram in 
the classical Niederreiter scheme on EC in the GF(23) field.

Using the procedure of non-binary equilibrium coding 
with parameters n=15 and w=2, we transform it to a form 
that satisfies the modified elliptic code over the field 24.

11072 – {49} [000010000010000], 
{47} [3 4] – [000030000040000].

We define the initialization vector as IV=[0 6 7 8 9 11 
12 13], respectively, after reducing e=e–IV, we have 
e=0003040. After the reduction, we use the code above 23 
with the parameters (7,3,5). Multiplying the private key 
matrix gives the public key:

 
 
 
 
 
 

= .

7  5  5  2  3  4  1

5  0  0  2  1  7  2

4  2  7  7  4  2  5

5  3  5  5  3  2  5

xН

Find the parcel Sх=e×Hx
т

[ ] [ ]

 
 
 
 
 ×  
 
 




=


 

=

7 5 4 5

5 0 2 3

5 0 7 5

5 6 3 42 2 7 5

3 1 4 3

4 7

0 0 0 3 0

2 2

 

1

4 .

5

0

2 5

хS

On the receiving side, we find one of qk solutions of the 
expression х×Нх

т=Sх.
Fixing the part х1=1, х2=1, х3=1 of the vector and solv-

ing a system of linear equations, we get:

 
 
 
 
 
 

=

2  3  4  1  4  5

2  1  7  2  1  6

7  4  2  5  0  3

5  3  2  5  

3 0 

6  4

6 2,

x=[1 1 1 3 0 6 2].

Find

Сх
*х×D-1×P-1, Сх

*=[1 3 0 6 1 2 1].

Find

Sх
*=Сх

*×HТ, Sх
*=(5, 2, 0, 6);

Find the error locator polynomial

( )Λ = + + =2
1 0 0,х х а х а

     
× =     

     
0 1 20

1 2 31

,
aS S S

aS S S
 

5  2  0
,

2  0  6
 
 
 

 а0=5; а1=1;

Find error locators according to the Chen procedure. 
The result is a vector where zeros correspond to errors  
[5 0 3 0 2 2 3]. If the number of errors <t, then this infor-
mation parcel is not included in the set of usable plaintexts 
е=e*×Р=[0 0 0 1 0 1 0].

We find, so if

=

   
   
   
   
   
   

× ,

7  5  5  2  3  4  1 5

5  0  0  2  1  7  2 6

4  2  7  7  4  2  5 3

5  3  5  5  3  2  5 4

i

and localizing the error vector, we get the system 
 
 
 

,
2  4  5

2  7  6
  

 
by solving which we get i0=3; i1=4; which, when combined 

with the error vector, gives i=[0 0 0 3 0 4 0]. If the system 
has more than one solution or root 0, then this information 
parcel is not included in the set of usable plaintexts.

Next, using the initialization vector IV, we restore the 
initial information parcel i0=3; i1=4000030000040000], 
which in turn, according to the procedure for restoring the 
equilibrium code [000030000040000], is 11072.

After converting the plaintext to the error vector based 
on equilibrium coding, it is necessary to fix elements of 
the set of plaintexts corresponding to the position vector  
{0 0 0 1 0 1 0}.

Based on the algorithm in Fig. 1, we obtain sets of posi-
tion vectors of the set { }FM  (for GF (23) – 21 vectors).

Thus, for the set of keys, it is necessary to fix the vectors 
corresponding to the position vectors {1 1 0 0 0 0}, {1 0 1 0 0 0},  
{1 0 0 0 1 0 0}, {0 1 0 0 1 0 0}, {1 0 0 0 0 0 1}, {0 0 1 0 0 0 1},  
{0 0 0 1 0 1 0} and {0 0 0 0 1 0 1}. This set forms the initial-
ization vector IV1.

Thus, the presented example confirms the theoretical 
proposals in the practical modification of the Niederreiter 
crypto-code system on MEC.
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6. Discussion of the study results of energy costs 
for the Niederreiter crypto-code system practical 

implementation

One of the main criteria for the use of cryptographic pro-
tocols is the cryptographic resistance of the system to modern 
attacks. Asymmetric cryptosystems relate to models of prov-
able security, which is based on theoretical and complexity 
problems. However, their cryptographic strength with increas-
ing computing power in the era of high technology is limited 
to individual indicators. In relation to crypto-code systems, 
this indicator is the power of the field in which the matrices 
of the closed (masking matrix) and open (generating matrix) 
keys are formed. Reducing the field power leads to a decrease 
in cryptographic strength of the entire crypto-code system. In 
addition, the use of classical error-correcting codes is subject to 
the attack of V. Sidelnikov and can be used by intruders. Com-
pensation for the field power reduction and an effective mech-
anism to fight the V. Sidelnikov’s attack is the use of algebraic- 
geometry codes – codes that are built on the algorithms of the 
noise-tolerant coding theory using elements (derived points) of 
the third-kind geometric curve. The approach of forming short-
ened elliptic codes proposed in this paper increases the entropy 
of the transmitted codeword (serves as an additional session 
key) and, accordingly, increases the cryptographic strength of 
the transmitted data and the system as a whole.

In [8], the results of estimating the complexity of the 
formation of the cryptogram M of its decoding, assessing the 
complexity of hacking by the most effective decoding method 
(permutation decoder) are presented. The analysis of the 
results in [8] confirms the guaranteed level of cryptographic 
strength in the implementation of the Niederreiter CCS on 
MEC, an increase in the rate of crypto-transformations – cod-
ing by 3 times, decoding by 5 times due to a decrease in the 
field power during the practical implementation of Niederreit-
er CCS. Additional key data – initialization vectors IV1, IV2 

provide an additional level of cryptographic strength and are 
used as session keys. However, their use increases the total 
number of operations in the implementation of CCS.

To evaluate the proposed coding and decoding algo-
rithms in the Niederreiter CCS on MEC, it is proposed to use 
the approach described in [18].

To estimate the time and speed indicators, it is custom-
ary to use the unit of measurement cpb, where cpb (cycles per 
byte) is the number of processor cycles that need to be spent 
for processing 1 byte of incoming information.

The complexity of the algorithm is calculated by the 
formula [18]:

= * _ / ,Per Utl CPU clock Rate

where Utl  is the core utilization (%); Rate  is the algorithm 
bandwidth (byte/sec).

Table 1 shows the results of studies of the dependence 
of the length of the EC (MEC) code sequence of the code in 
the Niederreiter CCS on the number of processor cycles for 
performing elementary operations in the software implemen-
tation of crypto-code systems.

Table 2 shows the results of studies assessing the time 
and speed indicators of the procedures for the formation 
and decoding of information in the Niederreiter CCS on 
EC (MEC).

The analysis of Tables 1, 2 showed a reduction in ener-
gy costs in the implementation of crypto-code systems on 
МЕС despite the complexity of the general algorithm. This 
is due to the fact that the fixation of the set of plaintexts 
occurs once during key generation. Thus, despite the need 
for additional energy consumption for the algorithm for 
generating initialization vectors IV1, IV2 (forming the set of 
fixed position plaintext sets {MF} and the set of shortening 
positions), the total cost of practical implementation of the 
Niederreiter MCCS on МЕС does not exceed the cost of the 
classical scheme.

The main advantages of the proposed approach are the 
possibility of implementing a crypto-code system on almost 
any platform (achieved by reducing the field power), en-
suring the required level of cryptographic strength of the 
system as a whole (achieved using modified (shortened) 
elliptical codes and additional session keys – IV1, IV2 

initialization vectors). Alternative solutions proposed in  
[16, 23, 24] do not take into account the possibility of 
hacking a cryptosystem by the V. Sidelnikov’s attack, and 
therefore cannot provide a guaranteed level of system secu-
rity in general.

Table 1

The results of studies of the EC (MEC) code sequence length dependence of the code in the Niederreiter CCS on the number of 
processor cycles

Code sequence length
Niederreiter on ЕС Niederreiter on МЕС

10 100 1,000 10 100 1,000

Number of function calls 
implementing elementa-

ry operations

Character reading 1,160 342 2,502 422 15,923 222 1,148 738 2,477 397 15,763 989

String compar-
ison

381 020 777 560 4 742 960 377 209 759 784 4 695 530

String concate-
nation

192 770 411 380 2 597 480 190 842 407266 2 571 505

Sum 1 734 132 3 691 362 23 263 662 1 716 790 3 654 448 23 031 025

Duration of the func-
tions * in processor 

cycles

Character reading 31 329 67 565 429 927 31 015 64 889 425 627

String compar-
ison

20 575 41 988 256 120 21 369 41 568 253 558

String concate-
nation

57 253 122 180 771 452 56 680 120 958 763 737

Sum 109 157 231 733 1 457 498 108 065 229 415 1 442 923

Duration of execution ** in ms 0.06 0.12 0.77 0.07 0.12 0.75

Note: * – duration of 1,000 operations in processor cycles: character reading – 27 cycles, string comparison – 54 cycles, string concatenation –  
297 cycles. ** – for the calculation, a processor with a clock frequency of 2 GHz, taking into account the load by the operating system of 5 % is taken
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Table 2

The results of studies assessing the time and speed 
indicators of the procedures for the formation and decoding 

of information

Code
Number of 

calls

Code 
sequence 

length

Algorithm 
throughput 

rate  
(bytes/sec)

Core 
utili-

zation 
(%)

Algorithm 
com-

plexity, 
Per(cpb)

ЕС
functions 

imple-
menting 

elementary 
operations

100 46,125,790 56 61.5

1,000 120,639,896 56 62.0

МЕС
100 48,659,872 56 62.5

1,000 117,421,311 56 63.5

The proposed approach can be used in Internet protocols 
and is an alternative to using RSA cryptosystems in them.

A promising direction for further research is the further 
reduction of energy costs for the practical implementation of 
the Niederreiter MCCS on МЕС.

7. Conclusions

1. Experimental studies of the Niederreiter crypto-code 
system on МЕС revealed the main reason for the impossi-

bility of the practical decoding algorithms implementation 
when using non-binary codes in the classical scheme. It has 
been found that it is necessary to fix a subset of plaintexts 
for which the error localization procedure, with the X, P and 
D (private key) masking matrices selected by the sender, 
cannot be performed. The obtained practical result allows 
us to “weed out” the sets of the error vector, which, however, 
allow using the classical variant of information decoding 
on the receiving side when using the classical Niederreiter 
scheme on m-th codes.

2. The proposed algorithms for coding and decoding 
modified (shortened) elliptic codes in the Niederreiter cryp-
to-code system ensures its practical implementation. Reduc-
ing the field power when building the classic Niederreiter 
scheme allows reducing the amount of transmitted data by 
shortening the error vector before generating the syndrome 
on the sender side and, accordingly, the energy costs of 
its implementation. The use of algebraic-geometric codes 
(codes on elliptic curves) and their modifications elimi-
nates the possibility of V. Sidelnikov’s attack (finding the 
check matrix of the error-correcting code), which signifi-
cantly enhances the cryptographic strength of the system 
in post-quantum cryptography. This approach ensures the 
competitiveness of the proposed Niederreiter crypto-code 
system and makes it possible to consider as an alternative to 
RSA in Internet technology protocols.
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