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The Access Contral Strategy Based on User Groups and

Two-dimensional Role Management
GOU Quandeng'*

1. College of Computer Science» Neijiang Normal University, Neijiang> Sichuan 641100, Chinas
2. Kharkiv State University of Economics, Kharkiv 61166, Ukraine)

Abstract: In order to solve the problems of the role-based access control model being not applicable to the information s
ystem  with a large user population, the business data of users being unable to be filtered. and the security being not high, a s
ecurity access control model, based on user groups and two-dimensional role management, has been set up, which gives the rol
e authorization directly to user group and thus it helps to improve the efficiency of authorization. Two-dimensional role is di- vided int
o two: data and function, of which, the former is used for user selection and data filtering, and the latter is used to re- strict users” pe
rmissions from  performing system operation. The preliminary application of the model in the scientific research information pla
tform of our university shows that it has the characteristics of ‘minimum data” and ‘inimum authority”» with security and stab
ility> good expansibility and strong universality.

Keywords= user group: two-dimensional roles security model; functional role; data role
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