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[. Introduction

When transmitting information over
telecommunication channels, hashing of transmitted
messages is used, which is usually carried out using
manipulation detection codes (to control data integrity)
and message authentication codes (to confirm the
authenticity of data). When using a reliable hash
function, it is computationally difficult to create a fake
message with the same hash value as the genuine one.
However, these threats can be realized due to the
weaknesses of specific hashing algorithms, signatures,
or errors in their implementations.

The existing hashing algorithms for verifying the
authenticity of received messages when working in the
post-quantum period do not have the necessary
cryptographic resistance to hacking [1], so the problem
arises of creating new algorithms or modifying existing
ones. These cryptographic algorithms must have not
only a higher degree of cryptographic strength, but also
sufficient efficiency. Also, hashing algorithms that are
resistant to hacking from quantum computers require
large enough power resources and a large number of
operations to calculate the hash code. Consequently,
the purpose of this work is to analyze the proposed
approaches to the creation of hash codes and to
propose a way to increase their cryptographic

properties by modifying the codes for controlling the
integrity and authenticity of data.

Il.  Analysis of algorithms for the formation of
a pseudo-random substrate

In their work [2], the authors proposed a method for
constructing multilayer hashing functions using the
UMAC algorithm as an example. This algorithm is
required to form a pseudo-random substrate. It is based
on a combination of multi-step key universal hashing
and the use of a symmetric block cipher. Thus,
universal hashing in a multi-layered UMAC design
allows providing the same probability of generating
hash images for the entire set of key data used. In
works [3, 4] it is indicated that the obtained property
ensures the safety of the algorithm.

Let us consider the features of the formation of a
pseudo-random substrate with cryptographically strong
algorithms: 1) the AES block symmetric cipher
algorithm; 2) RSA algorithm on modular
transformations using cycle functions; 3) keyless
algorithm MASH-2 using modular transformations
(Table 1).

TABLE 1

ANALYSIS OF ALGORITHMS FOR FORMATION OF
PSEUDO-RANDOM SUBSTRATE

Algorithm Algorithm properties
AES + high performance indicators;
-there is no guarantee of
preservation of  properties of
universality
RSA + burglary resistance in existing
conditions is high;
- does not provide efficiency;
-low post-quantum cryptographic
strength
MASH-2 |+ provides universality and
cryptographic strength;
- low speed of hash-code generation

lll. The use of modified codes on elliptic
curves of McEliece in crypto-code
constructions

Thus, to eliminate the identified shortage, it is
proposed to wuse crypto-code constructions on
McEliece elliptic curves and hybrid crypto-code
constructions on defective codes as a mechanism for
forming a pseudo-random substrate for the third layer
of the cascade hashing algorithm UMAC (Figure 1).
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Fig. 1 — Scheme of the formation of a pseudo-random substrate of the UMAC algorithm on crypto-code constructions

In the proposed method for generating data integrity and
authenticity control codes, the first transformation layers
are proposed to be implemented with high-speed, but
cryptographically weak universal hashing schemes,
traditional for the UMAC algorithm-code constructions.
The pseudo-random substrate can be represented by
varieties that should equally ensure the implementation of
the necessary transformations and the preservation of the
properties of universality by the UMAC algorithm.

Conclusions

As a result of the analysis of the existing algorithms for
the formation of a pseudo-random substrate, the advantages
and disadvantages accompanying the formation of a hash
code were highlighted, and it was also proposed to use
varieties of McEliece elliptic codes on crypto-code
constructions.
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