The new method for detecting signals of means of
covert obtaining information

Oleksandr Laptiev
Doctor of Technical Sciences., Senior
Researcher, State University of
Telecommunications

Savchenko Vitalii
Doctor of Technical Sciences,
Professor, Director of the Educational
and Scientific Institute of Information

Serhii Yevseiev
Doctor of Technical Sciences,
Professor
S.Kuznets Kharkiv National University

Kyiv, Ukraine Protection of Economics,
alaptev64@ukr.net State University of Telecommunications Kharkiv, Ukraine,
Kyiv, Ukraine serhii.yevseiev@hneu.net

savitan@ukr.net

Halyna Haidur
Doctor of Technical Sciences,
Professor, Head of Cybersecurity
Department, State University of
Telecommunications. Kyiv. Ukraine
gaydurg@gmail.com

Abstract— The article examines a new method of detecting
technical means that use a radio channel to transmit
intercepted information. The method is based on the method
of differential transformations and approximation of the
spectral function in the basis of the transfer functions of the
second order resonant units.

To detect the signals of the secret means of obtaining
information, it is proposed to determine at the first stage the
spectrum of signals. The signals of the means of secretly
obtaining information can be approximated by differential
Taylor transformations, or more simply by T transformations.
Moreover, differential images are differential T - spectra.
Subsequently, an approximation of the already spectral
function is performed in order to extract the components of the
essential signal.

In order to confirm the proposed technique, modeling of
the exponential function was performed. The received graphic
materials. Graphic materials fully confirm the reliability of
the proposed method.

Keywords— model, approximation, T - spectrum, differential
transformations, signal.Introduction

l. INTRODUCTION

Over the past few years, the role of the information and
technical sphere in the life of modern society has sharply
increased. As the importance and value of information
increases, so does the importance of protecting it. So leakage
or loss of information will cause material damage. The
technical means of transmitting intercepted information over
the past few years have made a step forward in their
development that many radio monitoring systems are simply
unable to detect them with reasonable probability[1]. The
main ones are the use of complex types of signals for the
transmission of intercepted information , which make it
difficult to detect them by means of radio monitoring. The
latter also applies to actively used radio transmitting devices
with the accumulation of intercepted information, its
compression and subsequent extremely short transmission
time. But the most dangerous other direction is the use of
legal communication channels (DECT, Bluetooth, Wi-Fi,
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GSM, etc.) to transmit intercepted information.Therefore, it
is difficult to determine the legal device from the device used
for covert receipt of information, which makes the
development of methods for detecting means of covert
retrieval of information very relevant.

1. MAIN PART

Most of the known approaches to modeling differ in
what parameters they use as input information in modeling
and what characteristics of the simulated system are
calculated and output to the model (build models using
Probability Theory, Random Processes, Petri networks,
Automata Theory, Graph Theory, fuzzy sets, catastrophe
theory, entropy approach, etc.).

In this case, the analytical models considered from the
standpoint of theoretical mathematics are not identical to
reality, given the limited accuracy of the results.

However, in all these sources, mathematical modeling is
considered as a mathematical model of specific parameters
(some parameters are probabilistic) [2]. Questions of
interrelation of input parameters at modeling of processes,
depth of their interrelation of model are not considered.
These interrelationship and interaction factors can
significantly distort the simulation results and call into
question the adequacy of the model.

Therefore, it is difficult to distinguish a legal device
operating for its intended purpose from a device used to
secretly obtain information, which makes the development
of methods for detecting means of obtaining secret
information very relevant.

Formulation of the problem

In the process of information protection there is a
problem of determining the critical threats of information
leakage. One of the methods of unauthorized leakage of
information is the means of obtaining information using a
radio channel. Reliable detection of covert means of
obtaining information using a radio channel is a very
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difficult task. Therefore, the question of developing new
methods for detecting means of covert information is very
relevant.

A method for detecting means of covertly obtaining
information with the spectral function of radio signals

In order to determine the spectral function, random
signals, which are possible and are signals of the means of
covert obtaining of information, we will at the first stage use
the method of differential transformations [3-7]. Because the
main advantage of this method is that it can be used directly
to solve nonlinear equations without prior linearization.
Allows you to get results in analytical form, and reduces the
amount of computational work. In General, the differential
transformations have the form:
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where X(t) — the original, which is a continuous,
differentiated by infinitely many times, and limited together

with all its derivatives function of a valid argument t ;

X (k) and X(K) — equivalent notation of the differential
image of the original, which represents a discrete function of
an integer argument k = 0,1,2, ...;

H — scale constant having the dimension of the
argument t, often chosen equal to the segment 0<t<H

on which the function X(t) is considered;

® _ the correspondence symbol between the original
X(t) and its differential image X (k) = X(k)

In transformations (1) to the left of the symbol *®

there is a direct transformation, which allows the original

X(t) to find the image X (K), and to the right, the inverse

transformation, which allows the image X (K) to obtain the

signal X(t) in the form of a power a series which is nothing
but a written Taylor’s series with center at point t=0. The

value of H must be less than the radius of convergence of
the series p, which can be determined on the basis of the
sign of convergence of D'Alembert:
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Transformation (2) is called differential Taylor

transformations, or more simply T-transformations.
Differential images X(k) are called differential T-
spectra, and the values of T-functions X(k) at specific

values of argument K are called discrete [4].

To detect the signals of the secret means of obtaining
information, it is proposed to determine the range of signals,
i.e. X(k).

The signals of the means of obtaining information
secretly can be approximated by exponential or harmonic
series [11-15,30-35]. Then, for further presentation of the

method, we define the differential
exponential function.

For an exponential
X(t) =e” =exp(wt) , where @ is the signal frequency,
using expression (1), we obtain:
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Expression (3) is an expression of the T-differential
spectrum for an exponential function. This completes the
first stage[8-10].

The first stage allowed us to obtain a differential
spectrum of random signals that are approximated
exponentially.

The second stage is to approximate the spectral function
on the basis of the transfer functions of the second-order
resonant units. The spectral slice of the random signal is

determined at the first stage, we denote it - S(wy,t)) .
Assume that the random signal model has the form:

X(t )=§eka)t7 (4)
k=0

where K = [|,00) , | —signal analysis interval.

The differential spectrum for this signal takes the form
of expression (3).

Let us construct model Z(w, t;) of the function

S(ww 1)), in the form of the product of n modules of
second-order transmission units on the spectrum:
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where t;—| — signal analysis interval.
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Then we get:
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Coefficients H,c;, we will look for the method of least

squares.
The error estimate will then look like:

ot= 2 [S(0t)-Z(w.t)] (10)
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The system of algebraic equations (11-12) has
3n+1 unknowns, which are limited by N =3:

O<ai<l p,pB,<1200ly, p,>12001%y  these

constraints give a reference to the frequencies of the first
and second formants of accented sounds and the position of
the maximum in the spectrum for noisy sounds. Therefore,
the simulation will be performed with fixed parameters.

In the works of Professor R. Grischuk and my previous
work [16,19-21,27-30] proved that three components of
signal approximation are enough to fully establish a
significant signal. Therefore, the next restriction will be the

choice of k=[13] we are limited to three
components, then equation (11) will take the form:
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The graph of convergence on the parameter H is

shown in Fig.1.

Equation (12) will take the form:
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Equations 13 and 14 are the equations of
convergence of H and C. These equations are compatible
with the proposed restrictions and are a new method of
detecting signals of covert means of obtaining information
based on differential transformations and approximation of
the spectral function based on the transfer functions of
second order resonant units.
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The effectiveness of the proposed approach was
evaluated using computer simulations in the MATLAB
environment. In order to confirm the proposed method,
mathematical modeling was performed for the signals of the
means of covert obtaining of information represented by the
exponential function. The simulation was performed with a
given magnitude of the approximation error and the existing
signal [17,22-27,35-38].

The simulation results are presented in figure 1 and
figure 2. The simulation was performed at the given
parameters of the first vowel formants. The graphs are
given.



Graph of convergence of the model on the parameter H
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Figure 1. Graph of convergence of the model on the
parameter H

As you can see from Figure 1, for the given parameters of
the first vowel formants, the error does not exceed 10%.
This indicates the adequacy of the proposed model for
estimating the parameter of approximation H.

Graph of convergence of the model on the parameter ¢
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Figure 2. Graph of convergence of the model on the
parameter c.

As you can see from Figure 2, for the given parameters of
the first vowel formants, the error does not exceed 9,7 %.
This indicates the adequacy of the proposed model for

estimating the parameter of approximation C; .

VI. CONCLUSIONS
For unauthorized receipt of information, means of covert
receipt of information are used. The means of secretly
obtaining information have significantly expanded the range,
methods and means of camouflage. This forces us to look for
fundamentally new ways to solve the problem of finding and
blocking the work of these tools.

A new method of detecting technical means used to
transmit intercepted information to a radio channel is
proposed. The method is based on the method of differential
transformations and approximation of the spectral function in
the basis of the transfer functions of the second order
resonant units.To detect the signals of the secret means of
obtaining information, it is proposed to determine at the first
stage the range of signals. The signals of the means of
secretly obtaining information can be approximated by
differential Taylor transformations, or more simply by T
transformations.  Moreover, differential images are
differential T - spectra. Subsequently, an approximation of
the already spectral function is performed in order to extract
the components of the essential signal.

The effectiveness of the proposed approach was
evaluated using computer simulations in the MATLAB
environment. In order to confirm the proposed method,
mathematical modeling was performed for the signals of the
means of covert obtaining of information represented by the
exponential function. The simulation was performed with a
given magnitude of the approximation error and the existing
signal.

The obtained results make it possible to determine the
radio signals of the means of covert receipt of information,
which have slight deviations in power, amplitude and other
parameters from the parameters of the fixed signal.

The received graphic materials. Graphic materials fully
confirm the reliability of the proposed method. The error is
in the range of 9.7-10%, which is a very favorable result.

REFERENCES

[1] Milov O., Yevseiev S. Milevskyi S. Ivanchenko Y., Nesterov O.,
Puchkov O., Yarovyi A. Salii A, Tiurin V. Timochko O.,
“Development the model of the antagonistic agent’s behavior under a
cyber-conflict” Eastern European Journal of Advanced Technologies.
Kharkiv.2019. 4/9 (100). Pp. 6-19

[2] L.Berkman, O.Barabash, O. Tkachenko , A. Musienko, O. Laptiev, I.
Salanda. The Intelligent Control System for infocommunication
networks. International Journal of Emerging Trends in Engineering
Research (WETER) Volume 8. No. 5, May 2020. Scopus Indexed -
ISSN 2347 —3983. P1920 — 1925.

[3] O. Laptiev, G. Shuklin, S. Hohonianc, A. Zidan, I. Salanda Dynamic
model of Ceber Defence Diagnostics of information Systems with the
Use of Fozzy Technologies IEEE ATIT 2019 Conference Proceedings
Kyiv, Ukraine, December 18-20, P.116-120.

[4] I. Ruban, N. Bolohova, V.Martovytskyi, N. Lukova-Chuiko |,
V. Lebediev. Method of sustainable detection of augmented reality
markers by changing deconvolution. International Journal of
Advanced Trends in Computer Science and Engineering
(NATCSE).Volume 9, No.2, March-April 2020, pp.1113-1120.

[5] V. Savchenko, O. Ilin, N. Hnidenko, O. Tkachenko, O.Laptiev, S.
Lehominova, Detection of Slow DDoS Attacks based on User’s
Behavior Forecasting. International Journal of Emerging Trends in
Engineering Research (IJETER) Volume 8. No. 5, May 2020. Scopus
Indexed - ISSN 2347 —3983. P2019 — 2025.

[6] Laptiev O., ShuklinG., Savchenko V., Barabash O., MusienkoA.,
Haidur H. The Method of Hidden Transmitters Detection based on the
Differential Transformation Model. International Journal of
Advanced Trends in Computer Science and Engineering. 2019. Vol.
8, Ne6, November- December. P. 538 — 542,

[7] Hryshchuk R., Korobiichuk I., V. Horoshko V., Y. Khokhlacheva Y.
Microprocessor Means for Technical Diagnostics of Complex
Systems.Computer Modeling and Intelligent Systems — 2019. — Vol.
2353. p. 1020-1029.



(8]
[]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

G. E. Pukhov Differential spectra and models. Kiev: Scientific
Thought, 1990. 188 p.

A. Musienko, O. Barabash, V. Sobchuk, N. Lukova-Chuiko.
Application of Petri Networks for Support of Functional Stability of
Information Systems. 2018 IEEE First International Conference on
System Analysis & Intelligent Computing (SAIC). 08-12 October,
2018. Igor Sikorsky Kyiv Polytechnic Institute, Kyiv, Ukraine. pp.
36-39.

A. Sobchuk, Y. Kravchenko, M. Tyshchenko, P. Gawliczek, O.
Afanasieva “Analytical aspects of providing a feature of the
functional stability according to the choice of technology for
construction of wireless sensor networks”, IEEE International
Conference on Advanced Trends in Information Theory, ATIT 2019,
Proceedings, pp.102-106.

Y. Kravchenko, K. Herasymenko, V. Bondarenko, O. Trush, M.
Tyshchenko, O. Starkova, “Model of Information Protection system
database of the mobile terminals information system on the territory
of Ukraine (ISPMTU)”, IEEE International Scientific-Practical
Conference  Problems of Infocommunications Science and
Technology, PIC S&T"2020 — Proceedings, in press.

Y. Kravchenko, K. Herasymenko, V. Bondarenko, O. Trush, M.
Tyshchenko, O. Starkova, “An Expert System for Testing of
Microcontroller Systems Designers”, IEEE International Scientific-
Practical Conference Problems of Infocommunications Science and
Technology, PIC S&T 2020 — Proceedings, in press.

Bondarenko V.E. Technology of Satellite and Mobile
Communication in  Modern Distance  Education.  Second
International Conference Modern (e — Learning), July, 2007,
Bulgaria. Proceedings, ITHEA, Sofia, 2007. pp.120-127.

Bondarenko V. E. Mobile Communication Technology as a Tool of
Educational Process. Information Technology and Knowledge, v.1, Ne
1, 2007. pp.78-80.

Bondarenko V. Designing of computerized adaptive tests in the
absence of testing statistics. Information Technologies and Learning
Tools, Vol. 73, No 5, 2019. pp.101-115.

Zhengbing, H., Mukhin, V., Kornaga, Y. and Herasymenko, O.
Resource Management in a Distributed Computer System with
Allowance for the Level of Trust to Computational
Components. Cybernetics and System Analysis, 2017, vol. 53, pp.
312-322.

Sobchuk A., Kravchenko, Y., Tyshchenko, M., Gawliczek, P. and
Afanasieva, O. Analytical Aspects of Providing a Feature of the
Functional Stability According to the Choice of Technology for
Construction of Wireless Sensor Networks. In Proceedings of the
IEEE International Conference on Advanced Trends in Information
Theory, ATIT 2019, Kyiv: IEEE Ukraine Section, 2019, pp. 102-106.
Savchenko, V., Vorabiov, O., Mykolaichuk, R., Mykolaychuk, A. and
Kurtseitov, T. The Model of Accuracy of a Local Radio Navigation
System Considering Unstable Performance of Individual Elements.
Eastern-European Journal of Enterprise Technologies, 2016, vol. 81,
no. 9, pp. 135-143.

Mashkov, V., Barilla, J. and Simr P. Applying Petri Nets to Modeling
of Many-Core Processor Self-Testing when Tests are Performed
Randomly. Journal of Electronic Testing Theory and Applications,
2013, vol. 29, no. 1, pp. 25-34.

Savchenko, V., Permyakov, O. and Varlamov, I. Forming a Desired
Structure Topology For a Group of Autonomous Agents Based on
Local Self-Coordination. Cybernetics and Systems Analysis, 2012,
no. 4, pp. 106-116.

Ivanova, D., Starkova, O. and Herasymenko, K. Realization of the
Remote Power Management System Based on the Concept of Internet
of Things. In Proceedings of the IEEE Third International Scientific-
Practical Conference Problems of Infocommunications Science and
Technology (PIC S&T), 2016, Kharkov: IEEE Ukraine Section,
pp. 96-98.

Polianytsia, A., Starkova, O. and Herasymenko, K. Survey of
Hardware 10T platforms. In Proceedings of the IEEE 4th International
Scientific-Practical Conference Problems of Infocommunications
Science and Technology, (PIC S and T 2017), Kharkov: IEEE
Ukraine Section, 2017, p. 369-371.

Starkova, O., Herasymenko, K. and Babailova, Y. Remote Control
Systems of Household Appliances. In Proceedings of the IEEE 4th
International  Scientific-Practical ~ Conference  Problems  of
Infocommunications Science and Technology, (PIC S and T 2017),
Kharkov: IEEE Ukraine Section, 2017, pp. 585-588.

Rakushev, M., Kravchenko, Y., Kovbasiuk, S. and Pliushch, O.
Robustness Evaluation of Differential Spectrum of Integration

[25]

[26]

[27]

(28]

[29]

(30]

(31]

(32]

(33]

(34]

(35]

(36]

(371

(38]

(39]

Computational Algorithms. In Proceedings of the IEEE 4th
International  Scientific-Practical ~ Conference ~ Problems  of
Infocommunications Science and Technology, (PIC S and T 2017),
Kharkov: IEEE Ukraine Section, 2017, p. 21-24.
Korotin, S., Kravchenko, Y., O. Starkova, Herasymenko, K. and
Mykolaichuk, R. Analytical Determination of the Parameters of the
Self-Tuning Circuit of the Traffic Control System on the Limit of
Vibrational Stability”, In Proceedings of the IEEE International
Scientific-Practical Conference Problems of Infocommunications
Science and Technology, PIC S&T°2019. Kyiv: IEEE Ukraine
Section, 2019, pp.471-476.
Rakushev, M., Permiakov, O., Tarasenko, S., Kovbasiuk, S.,
Kravchenko, Y. and Lavrinchuk, O. Numerical Method of Integration
on the Basis of Multidimensional Differential-Taylor
Transformations. In Proceedings of the IEEE International Scientific-
Practical Conference Problems of Infocommunications Science and
Technology, PIC S&T°2019. Kyiv: IEEE Ukraine Section, 2019, pp.
675-678.
Rakushev M. Computational Scheme of Ordinary Differential
Equations Integration on the Basis of Differential Taylor
Transformation With Automatic Step and Order Selection. Journal of
Automation and Information Sciences, 2012, Begell House Inc., vol.
44, no. 12, 2012. pp. 12-22.
Toliupa, S., Babenko, T. and Trush, A. The building of a security
strategy based on the model of game management. In Proceedings of
the IEEE 4th International Scientific-Practical Conference Problems
of Infocommunications Science and Technology, PIC S and T 2017,
Kharkov: IEEE Ukraine Section, 2017, pp. 57 - 60.
Mashkov, O., Ptashnyk, V. and Chumakevych, V. Solution of
Filtering and Extrapolation Problems when Constructing Recovery
Control in Stochastic Differential Systems. In Proceedings of the Xlth
International Scientific and Practical Conference on Electronics and
Information Technologies (ELIT), Lviv: Ukraine, 2019, pp. 82-86.
Openko, P., Hohoniants, S., Starkova, O., Herasymenko, K.
Yastrebov, M., and Prudchenko, A. Problem of Choosing a DBMS in
Modern Information Systems. In Proceedings of the IEEE
International Conference on Advanced Trends in Information Theory,
ATIT 2019, Kyiv: IEEE Ukraine Section, 2019, pp. 171-174.
Afanasyeva, O., Korostil, O. Forecasting and Predicting in
Engineering Tasks. Journal of Konbin, 2019, Volume 49 lIssue 3,
pp. 421-431.
Afanasyeva, O. Analysis of Aspects of Messages Hiding in Text
Environments . Journal of Konbin, 2015, Volume 34 Issue 2, pp. 5_-
14.

S. Hsiung, J. Ritz, R. Jones, J. Eiland Design and Evaluation of a
Microcontroller Training System for Hands-on Distance and Campus-
Based Classes. Journal of Industrial Technology , v. 26, Ne 4, 2010.
pp. 1-10.

M. Hedley, S. Barrie An Undergraduate Microcontroller Systems
Laboratory. IEEE Transactions on Education , v. 41, Ne 4, 1998.
pp. 17-25.

Che Fai Yeong, A. R.Hisyam, E. Su Lee Ming A Hands-on
Approach To Teaching Microcontroller. Systemics, Cybernetics and
Informatics v. 11, Ne 1, 2013. p. 55-59.

Zhengbing, H., Mukhin, V., Kornaga, Y. and Herasymenko, O.
Resource Management in a Distributed Computer System with
Allowance for the Level of Trust to Computational
Components. Cybernetics and System Analysis, 2017, vol. 53,
pp. 312-322.

V. Savchenko, H. Haidur, S. Gakhov, S. Lehominova, T.
Muzshanova, 1. Novikova. Model of Control in a UAV Group for
Hidden Transmitters Detection on the Basis of Local Self-
Organization. International Journal of Advanced Trends in Computer
Science and Engineering (WATCSE). 2020. Vol. 9(4), pp.6167-6174.

Arsenov A., |. Ruban, K. Smelyakov, A. Chupryna. Evolution of
Convolutional Neural Network Architecture in Image Classification
Problems . Selected Papers of the XVIII International Scientific and
Practical Conference on Information Technologies and Security (ITS
2018). — CEUR Workshop Processing. Kyiv, Ukraine, November 27,
2018. pp. 35-45.

Ruban I., Khudov V., Khudov H., Khizhnyak I. An improved method
for segmentation of a multiscale sequence of optoelectronic images.
2017 4th International Scientific-Practical Conference Problems of
Infocommunications Science and Technology, PIC S&T, 2017
Proceedings, 2018-January, pp. 137-140.



