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In the given work the main characteristics of the development
of information security of Ukraine are considered. The
components of information security of the country are
analyzed. The growth of the general mass of information
relations in society, the realization of which has important
social, political, economic and the like consequences, has led
to the need to create a large number of legal acts aimed at
regulating these relations. In recent years, a whole series of
legal acts has appeared in Ukraine: from laws to standard job
descriptions, which are either completely or partially devoted
to the regulation of information relations. The analysis of
modern domestic information legislation testifies to its
fragmentation and  incompleteness, the existence of
duplication and contradiction of normative legal acts in the
field of regulation of information relations.
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Introduction. The existence of information
civilization nowadays has become the objective reality
of the leading countries of the world. It should be borne
in mind that modern humanity is developing under
conditions of global integration, when no state can stay
out of the world processes. At the same time, it is
necessary to take into account the peculiarities and
specifics of the formation of information society
processes in individual countries of the world. Of
particular importance to us is the historical experience
of the development of information processes in the
countries of the former USSR, which until 1991
included Ukraine. The development of the information
society continues today. Analyzing and researching the
problems that our country has faced in its time will help
to avoid such problems in the future.

The relevance of this topic is determined by the
need for a comprehensive scientific analysis of the
modern world order and the place of Ukraine in the
context of accelerating scientific and technological
progress, international integration and development of
the information society. The philosophical analysis of
the peculiarities of the formation of the information
society in Ukraine against the background of the

emergence of a global information civilization is of
great importance for solving these questions.

Analysis of basic research and publications.
Information society as an object of scientific analysis is
studied, first of all, in the most developed countries of
the world and is studied by such scientists as F.
Fukuyama, I. Masuda, V. Daisard, Joule. Palton, Joule.
Martin, T. Becker, D. Moore, G. Krauch, R.
Breitenstein, M. Poniatowski and others [1].

In the national science of the formation and
development of information society develops R.
Abdeev, V. Alexandrovskaya, O. Vershinskaya, A.
Rakitov, G. Smolyan, D. Chereshkin and others.
Problems related to the development of the information
society are explored by representatives of various fields
of science. Features of development of information
society were considered in the works of specialists in
the field of medicine, sociology, psychology,
cybernetics, pedagogy and others. Of great importance
are the works that explore the period of national history
in which the formation of the information society in
Ukraine took place.

However, not all issues related to the development
of the information society in Ukraine have been
sufficiently explored. Their decision may be facilitated
by a philosophical analysis of the specificities of the
formation and development of the information society
in Ukraine.

Goal. The purpose of the study is to identify and
analyze the main directions of formation of information
security strategy of Ukraine in the conditions of
globalization.

Materials and research results. Today, in
Ukraine, as in the whole world, there is a sharp increase
in the number of government bodies, organizations,
firms and companies, collectives and specialists who
create and use information, information products and
information technologies. The widespread introduction
and use of modern computer information technology,
which has been booming lately, has led to a significant
increase in the volume of public relations of a special
nature - information relations, that is, relationships
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directly related to the creation and circulation of
information.

The peculiarity of the nature of these public
relations is due to the fact that in some cases they have a
completely independent role and are self-sufficient, and
in others - they are ancillary, ie accompanying other
public relations and ensuring their realization [10].

Indeed, there are public relations related to the
process of creating information, its transfer and use,
such as writing books, transferring databases and
databases, the use of scientific articles that have an
independent role, because the subject of these
relationships is information in one form or another. . At
the same time, there are public relations in the process
of implementation of which the use or transmission of
information is of ancillary nature, but without which the
implementation of basic public relations is impossible.
Thus, the vast majority of civil legal relationships
(contractual relations, property-related relationships,
and many others) are necessarily accompanied by both
the prior provision of information about the subject
matter of that relationship and the subsequent
transmission of relevant information. An example from
another area: the foreign relations of states are also
accompanied by intensive information exchange in
various forms. The analysis shows that it is practically
impossible to find examples of public relations that
would not be based on relevant information processes.

According to experts' estimates, the current
information legislation of Ukraine governing public
information relations ranges from a few dozen to several
thousand legal acts. The discrepancy in the estimation of
the number of legal acts is solely due to the way the
researchers determine the range of informational
relations that are subject to legal regulation [11].

Law theory distinguishes between systems of law
and systems of law. Not paying attention to the content
of the discussion about the relationship of these
systems, let us note only that in the dialectical sense,
they correlate in content and form. This content is the
right, and the forms - the law.

Thus, analysis of scientific publications shows that
in Ukraine there is a formation of information law. In
addition, this fact has been officially confirmed: the
Supreme Administrative Court of Ukraine by its
decision of May 21, 2003 Ne 26-11 / 5 approved the
passport specialty 12.00.07 - management theory;
administrative law and process; finance law;
Information Law (Law) 77. The new version of the
specialty passport 12.00.07 "administrative law and
process, financial law, information law" was approved
by the Resolution of the Presidium of the Supreme
Administrative Court of Ukraine of 08.10.2008 No. 45-
06 / 778. However, all these statements about the
existence of information law as a separate branch in the
general system of law of Ukraine are made without
sufficient appropriate scientific justification [12].

In fact, the increase in the number of regulations
governing information relations is only a consequence
of some other processes. The real reason for the increase

in the number of regulations is the following two
factors.

1. In today's society, the general mass of
information relations has grown significantly, the
content of these relationships has changed qualitatively,
and the range of issues on which they arise raises.

2. In today's context, the significance of the results
of the implementation of public information relations
for all spheres of life of the individual, in the whole of
society and the state, is growing and increasing.

Thus, the actual growth of the total mass of
information relations in a society, the realization of
which has important social, political, economic, and the
like consequences, has led to the need to create a large
number of legal acts designed to regulate these
relations. In recent years, a whole layer of legal acts has
emerged in Ukraine: from laws to standard job
descriptions, which are either wholly or partially
devoted to regulating information relations. The analysis
of modern domestic information legislation testifies to
its fragmentation and incompleteness, the presence of
duplication and contradiction of normative legal acts in
the field of regulation of information relations [13].

For example, the Law of Ukraine "On Infor-
mation" (1992) in the part of regulating issues of owner-
ship of information entered into conflict with the Civil
Code of Ukraine (2003). GCU has rules that contradict
the provisions of the Laws of Ukraine "On electronic
digital signature" and "On electronic document and
electronic document circulation". The Law of Ukraine
"On postal service" is of a framework nature and does
not answer many pressing issues of regulation of postal
services. The Law of Ukraine "On Television and Radio
Broadcasting" has in fact introduced a legal misunder-
standing of digital television regulation [14].

All these and many other shortcomings do not
simply boil down to the problems of standard engineer-
ing, to the problems of lawmaking. In fact, the problem
that leads to systemic weaknesses in information law is
deeper. Let us dwell on some examples only. 1. Uncer-
tainty about the legal regulation of ownership of infor-
mation and information products leads to a serious
slowdown in the development of a fair market for in-
formation products through the introduction into trading
of surrogate products that perform a camouflage func-
tion when dealing with information products. In particu-
lar, this does not allow formal capitalization of compa-
nies specializing in information activities.

2. The uncertainty surrounding the issues of elec-
tronic digital signature of electronic records creates se-
rious risks when used in the course of civil legal rela-
tions. And this in turn creates barriers to the implemen-
tation of progressive forms of e-commerce, e-
commerce, e-government technologies.

3. The imperfection of the legislation in the field of
telecommunications and the use of the radio frequency
resource leads to stagnation of the market of telecom-
munication services, to the slow introduction into other
spheres of activity of advanced information and com-
munication technologies.
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4. The media legislation does not correspond to the
democratic changes that have taken place in the world,
which creates tangible barriers to obtaining objective
and reliable information about events in the world and
in Ukraine by the population. Today's legislation not
only does not promote the development of new
technologies in the media, such as digital television, but
significantly, for years, hinders this process.

5. The white patches of regulatory regulation (lack
of regulations) related to the use of information
technologies, in particular the use of the Internet, are
now more of a hindrance to their further development
than a contributing factor [15].

Such a negative situation with information law is
due to the fact that it was formed to some extent chaotic,
situationally, what is called, at the wickedness of the
day, without proper scientific substantiation and
forecasting, which would allow to lay systematic
approaches to law-making based on theories
information law.

Nowadays, the measure of building an information
society in Ukraine is considered insufficient in
comparison with the global trends. According to
experts, it "is far enough from the world leaders" [6].
Among the main reasons for this provision are the
following circumstances:

1) low level of automation of certain sectors of
economy of some regions of the country;

2) a certain lag in the implementation of e-business
technologies;

3) insufficient development of the legal framework
of the information sphere;

4) insufficient level of computer and information
literacy of the population and slow introduction of new
teaching methods using modern information and
communication technologies;

5) low level of information representation of
Ukraine and Ukrainian-language information resources
in the Internet space;

6) the unevenness of providing the population with
access to computer and telecommunication facilities,
"information inequality” between individual regions,
industries and different segments of the population;

7) the issues of copyright protection of computer
programs have not been fully resolved, there are no
systematic state decisions aimed at creating national
innovation  structures (centers, technopoles and
technoparks) for the development of competitive
software [7].

This situation does not correspond to the historical
experience, potential and capabilities of Ukraine. In our
country there are necessary prerequisites and conditions
for the formation of a new society. Despite the
difficulties encountered in the second half of the
twentieth century, Ukraine has its own history of
developing the actual foundations of the information
society. Domestic scientists have made a significant
contribution to the development of the theory and
practice of science related to the formation of views and
concepts of post-industrial society. Thus, one of the

urgent problems of modern scientific and technological
progress is the problem of scientific identification,
which is developing information and computer
revolution within the ideas of the great Ukrainian
scientist V.I. Vernadsky about the noosphere as a sphere
of mind (knowledge, intelligence). Ukraine is known as
a country with theoretical achievements and practical
developments in cybernetics. Back in 1957, a computer
center was established in Kyiv, transformed in 1962 into
the Institute of Cybernetics of the Academy of Sciences,
which became the all-Union leader in this field [1].
Many enterprises related to the development of
information technologies have been established in the
territory of Ukraine and there are considerable scientific
developments.

There are now the necessary conditions for the
further accelerated development of the information
society. Thanks to long-standing traditions and high
standards of the domestic education system, there are
highly qualified personnel in demand in the developed
countries of the world. Ukraine is one of the countries
that actively research and develop information and
communication technologies. Even under unfavorable
conditions, the annual growth rate of information and
communication technologies is 40 to 50 percent, which
testifies to the high potential of national science and
processes of informatization. Since the beginning of the
1990s, concepts and programs of informatization,
certain legal foundations of the information society,
have been formed. According to experts, there are no
objective obstacles in order to create a basic digital
infrastructure in a few years [6]. It should also be borne
in mind that the information and communication
technology industry is extremely energy-intensive and
can generate significant profits at minimal cost [16].

The formation and development of the information
society requires regulation on the basis of scientifically
developed and legally approved programs. The National
Policy of Information Society Development in Ukraine
envisages carrying out such national actions as the
transition to priority scientific and technical and

innovative  development, legislative support of
information society development, formation of
favorable economic conditions, development of
accessible information infrastructure, provision of

universal access to telecommunication services and
information resources, promotion of diversity and the
amount of electronic services provided will provide It is
a publicly accessible electronic information resource,
preparing people for work in the information space,
creating a system of motivation for the introduction and
use of information and communication technology,
ensuring the further development of science, ensuring
information security [7].

There are no longer any problems that could have
hindered the free development of the information
society in our country in the 1940's and 1980's and
served as a kind of "justification" for the backlog in this
area. Ukraine became independent. However, according
to experts, it is not allowed as long as the problem of
modernization remains. [1]
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In the conditions of formation and development of
the information society, accelerating change in all
spheres of society is an objective reality. This situation
requires rapid scientific study of the changes that are
taking place.

It should be noted that untimely response to
information changes can be detrimental and lead not
only to economic, technological and political, but also
to cultural backwardness. Western researchers write
about outsiders of global information progress. It is
explicitly stated that "the failure of modernization is the
failure of statehood" [1].

So, let's move on to a more detailed look at the
media.

Mass-media. The Ukrainian legislation includes
mass media (newspapers and magazines), television and
radio organizations, news agencies. Article 92 of the
Constitution of Ukraine stipulates that the bases of
creation and activity of mass media are determined
exclusively by law.

Print media. Their creation and activity is
regulated by the Law of Ukraine "On the print media
(press) in Ukraine". This law refers to periodicals, as
well as those whose periodicals are published under the
permanent title, with a periodicity of one or more
numbers (issues) during the year on the basis of the state
registration certificate. The main purpose of the activity
of print media is to collect, create, edit, prepare
information for printing and to publish print media for
the purpose of its dissemination to readers. Supplements
to the print media in the form of newspapers and
magazines are separate periodicals and periodicals and
are subject to registration on a common basis [2].

These publications may include other media
(records, diskettes, tape and video cassettes and the
like), the distribution of which is not prohibited by the
current legislation of Ukraine. A print media is
considered to have been issued if it was signed before it
was published and printed by any edition. However, the
sphere of distribution of the print media is not limited.

As of 2015, more than 30,000 newspapers and
magazines were registered in Ukraine, of which about
4,200 were actually published (about 2,400 newspapers
and more than 1,700 magazines), that is, every eighth of
the registered editions. About 90% of magazines have
all-Ukrainian registration and distribution. In the same
hour, according to the State Statistics Committee, the
total number of newspapers in 2010 was 2347, and of
magazines 2822, in 2011: newspapers - 2260,
magazines - 2886.

News agencies. Their creation and activity is
regulated by the Law of Ukraine "On news agencies".
Under news agencies, the legislation of Ukraine
understands registered entities as legal entities that act
to provide information services. At the same time, under
the representation of an information agency in Ukraine,
any institution (bureau, representative office, office,
etc.) representing a state or non-governmental news
agency registered in Ukraine as a legal entity under with
the applicable law of the respective country, and which
operates in Ukraine in the field of information in accordance
with the Law of Ukraine "On Information" [3].

The main activity of news agencies is the
collection, processing, creation, storage, preparation of
information for distribution, production and distribution
of information products. In Ukraine, there are several
dozen news agencies of various subject areas.

Television and radio organizations. Their creation
and activities are regulated by the Law of Ukraine "On
Television and Radio Broadcasting". According to this
law it is defined that a speaker (television or radio) is an
entity that creates (completes and / or packages)
television or radio programs and broadcasts and
distributes them in an open or coded form by technical
means through broadcasting and relaying. for receiving
them by consumers. The same law defines a
broadcasting organization - that legal entity which, in
accordance with the procedure established by law,
which, on the basis of a license issued by the National
Council for Television and Radio Broadcasting, creates
or completes and / or packages television and radio
programs and / or transmits them through technical
means means of speech [4].

According to the National Council of Ukraine for
Television and Broadcasting25, depending on the
territory of broadcasting in Ukraine work:

. in the field of television broadcasting:

. 15 national television broadcasting channels;

. 7 regional television broadcasting channels;

. 197 local television channels.

. in the field of broadcasting:

. 15 national broadcasting channels;

. 13 regional radio broadcasting channels;

. 28 regional radio channels operating within
individual regions (regions);

4. 216 local radio companies.

Some of the information products for television
and radio broadcasting are produced by production
studios [5].

The media or the organization itself, which is
legally responsible for their content, prepares media
information. When creating information, the media have
restrictions only in cases specified by law.

In information law, one of the most important
sources of legal norms is international legal acts, in
particular, such as:

* Universal Declaration of Human Rights;
International Covenant on Civil and Political Rights;

* the UN Declaration on Mass Media and Human
Rights;

» the UNESCO Declaration on the Principles on
the Contribution of the Media to the Promotion of Peace
and International Understanding, to the Development of
Human Rights and to the Fight against Racism and
Apartheid and the Incitement to War;

» Convention on International Law of Contestation

W= T W~

[6].

The most comprehensive and versatile is the
legislation of the European Union, the economic and
political association of the 27 European states that have
signed the Treaty on European Union (the Maastricht
Treaty - 1992, and the Lisbon amendments to this
Treaty in 2007). These treaties define the powers of the
institutions of the European Union: the European
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Parliament, the European Council, the Council of the
European Union, the European Commission, the Court
of Justice of the European Communities. The main
difference between the European Union and other
international entities is that its members have delegated
some of their national sovereignty to these supranational
structures [7].

As a result of many years of successful functioning
in the EU, a legal system has emerged, called the
European Union law, which is based on the following
principles: the rule of EU law, the direct effect of EU
law, the protection of rights and freedoms, legal
certainty, proportionality, non-discrimination,
subsidization. The principle of the rule of law of the EU
and the principle of the direct effect of EU law relate to
functional principles. The rule of law of the EU signifies
the priority of the rules of EU law over the rules of the
national law of the Member States, the rules of the
national law of the Member States should not contradict
the rules of EU law. The principle of direct effect of EU
law means the direct application of EU law in the
territory of the Member States, the effect of EU law
without any transformation into the legal system of a
Member State [8].

EU law has a large number of regulations in
various segments of the information field, in particular
such as:

« ensuring freedom of expression and democracy;

* television, cross-border television;

* development of the audiovisual sector;

« intellectual property and copyright;

* development of the information society (e-
democracy, e-education, e-government, e-money, e-
medicine, e-commerce, electronic digital signature and
electronic document circulation);

* telecommunications (electronic communications
(networks) and services);

* postal service;

* use of a radio frequency resource;

* information security (fight against cybercrime,
protection of personal data and so on);

* cinematography [9].

All of the above indicates that the theoretical and
conceptual provision of the information society is one of
the most important conditions for its full development.
A similar provision actualizes the socio-philosophical
analysis of the specifics of the formation of the
information society in Ukraine in the difficult conditions
of existence of man, society and state in the information
age.

Conclusions. Thus, the socio-philosophical
analysis of the specifics of the formation and
development of the information society in Ukraine
allows us to draw a number of conclusions. First, one of
the main tasks of modern Ukraine is the development of
an information society. Secondly, in determining the
further ways of development of the information society,
it is necessary to take into account the historical
experience and specifics of the formation of information
processes in Ukraine.
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3uma O.I., AdanacseBa O.M., LleBuenko 1.0.,
Komapnasi B.B., CrankoBa A.O. Indopmaniiina Ge3nexkn
yYKpaiHu B yMOBax riofdaiizamii

y nooanii pobomi PO32NAHYMO OCHOBHI
Xapakmepucmuxu po3eumky ingopmayiiunoi 6esnexu Yrpainu.
Ipoananizosano ck1adosi ingopmayitinoi 6e3neku Kpainu.
Hageoeno spocmanna  3aeanvnoi  macu  ingopmayitinux
CMOCYHKIE 6 CYCNIIbCMEI, peanizayisi AKUX MA€ 6adCIUBL
coyianvri, NOTIMUYHI, eKOHOMIUHI | MOMY NOOiOHe HACTIOKU, §
npueeno 00 HeoOXIOHOCMI CMBOPEeHHA 6eIUKOi KITbKOCmi
HOPMAMUBHO-NPABOBUX AKMIG, NOKIUKAHUX Pe2yliosamu Yyi
cmocynku. 3a ocmanmi poku ¢ Ykpaini 3'aeuecs yinuu niacm
HOPMAMUBHO-NPABOGUX AKMIE . GI0 3aKOHI6 00 MUNOGUX
nocaoosux IHCMPYKyil, sKi abo NosHicmio, ab0 HaACMKOB0
NPUCBAYEHT Pe2YIOBaAHHIO THPOPMAYIIHUX CIMOCYHKIS. AHani3
CYYACHO20 BIMYUBHAHO20 IHHOPMAYIIHO2O0 3AKOHO0ABCTEA
ceiouums  npo 1020  (pasmeHmapHicmv i HenoeHOmy,
HasAGHICMb  OVOIIOBAHHA [ CYNEpeuHoCmi  HOPMAMUeHO-
npaeosux axkmie 6 obracmi pecynio8aHHs THGOPMAYIUHUX
CIMOCYHKIB.

Knwouosi cnosa: o6esnexa, ingopmayitina 6e3nexa,
HayioHanoHa 6esnexa, ingopmayiina cmpamezis,
HayioHanvHa cmpamezis ingopmayitinoi be3nexi.

3uma A.J., AdanacseBa E.H., IlleBuenxo H.A.,
Komapnas B.B.,, CrankoBa A.A. MWcnoab3oBanue
JJIEMEHTOB KJIHEHTOOPHEHTHPOBAHHOIO MAapKeTHHIa B
0aHKoOBCKOI cepe

B npeocmasnennou pabome paccmompenvi OCHOGHbIE
Xapakmepucmuky pazeumus UHPOPMayuoHHol 6e30nachocmu
Vkpaunoi. Tpoananuszuposanvi cocmagasowue
unpopmayuonnoil bezonacnocmu cmpauwl. Ilpusedenvt pocm
obujeli Maccovl UHGOPMAYUOHHBIX OMHOWEHUL 8 0bwjecmae,
peanuzayus — KOMOpuiX — umMeem — 6AJiCHble  COYUATbHbIE,
noaumuueckue, 9KOHOMUYECKUe U Mm.n. HNOCIeOCMmBUs, U
npugeno K Heobxooumocmu co30anus OONbUO20 KONU4ecmea
HOPMAMUBHO-NPABOBLIX AKMOS, NPUBAHHBIX Pe2yIUpO8amy
omu omuowienus. 3a nocneouue 20061 6 Ykpaune nosaguics
yenvill naaAcm HOPMAMUEHO-NPABOBLIX AKMOB: OM 3AKOHO8 K
MURUYHBIM  OONHCHOCMHBIX  UHCIMPYKYUL, NOTHOCMbIO  UIU
YACMUYHO NOCBAWEHbL  Pe2YIUPOSAHUIO  UHDOPMAYUOHHBIX
OmHOweHUll.  AHAMU3  COBPEMEHHO20 — OMEeYeCmEeHHO20
UHDOPMAYUOHHO2O 3AKOHOOAMENLCMBA C8UOEMENbCMEYem O
e20 (ppacmeHmapHocmy U HenoIHOmy, Haauwue 0yOnupo8aHus
U npomusopeuUs HOPMAMUBHO-NPABOGLIX AKMO8 6 obracmu
Dpezynuposans UHPOPMAYUOHHBIX OMHOUEHUL.

Knwuesvie cnosa: 6esonacnocms, ungopmayuonnas
besonacrnocmo, HAYUOHATbHASA besonacnocmo,
uHMopMayuonHas cmpameeus, HAYUOHANLHAA CMpamezus
unpopmayuonuHoil 6e3onacHocmu.
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